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Abstract: In this study, handshake protocol for patient, medical center and doctor, medical center is proposed
for electronic medical record transmission to immprove the confidentiality of data transmission and non-
repudiation of sending and receiving medical records. The proposed topology depends on symmetric and
asymmetric cryptography to achieve high level of secrecy for electronic medical records. The new topology has
been described on multi-users (i.e., Doctors and Patient). The new topology has been implemented using Ntru
crypto-system and AES encryption method. The proposed solution has been tested to have high level of

confidentiality up to the legal age of the medical records.

Key words: Electronic medical records, confidentiality, non-repudiation, PKI, AES, Ntru

INTRODUCTION

Security is defined as the degree of protection
against danger, damage, loss and criminal activity
(Qabajeh et af., 2009; Hameed et af., 2010). Particularly
when a message must be delivered to more than one
destination, authentication and confidentiality are
required (Al-Frajat et al., 2010, Raad et al, 2010).
Providing security for electronic documents is an
umportant 1ssue (Zaidan et @l., 2010h; Ahmed et al., 2010).
In information security confidential information or
confidential data must only be used, accessed, disclosed
or copied by users who have the authorization and only
when there 1s a real need (Zaidan et al., 201 0c; Alam et al.,
2010). While integrity means that data can not be modified
without authorization (Hmood et al., 2010c¢; Zaidan et al.,
20101). Non- repudiation 1s the receiver can not deny
having received the data nor can the other party demies
having sent a data (Naji et al., 2009; Zaidan et al., 201 0f).
Electronic medical records or EMR is typically digitalizing
the legal medical record created at the delivers care
orgamzation, such as hospital and doctors’ swrgery.
Many people consider their health information to be
highly sensitive data and deserving the strongest

protection under the law (Alanazi et al, 2010
Hashim et al, 2010). Several electronic medical record
systems have been implemented in the literature however;
these systems have weaknesses in the security.
Brandner et al. (2002) provided an electronic signature
using PK1. Moreover, they mentioned about the signature
law and how it has to be incorporated in electronic patient
records. Their intended PKI is based in the German
signature Law. Smith and Eloff (1999) has stated that RSA
Digital Signature Technology be able to enroll the
authenticity of images to at least the stage of confidence
necessary for interbank electronic transfer. Epstein et al.
(1998} gave an impression of new security concerns, new
legislation mandating secure medical records and
solutions given that security, he depicted that RSA as a
digital signature algorithm to secure the medical records.
Janbandhu and Siyal (2001) proposed biometric
signatures to secure the medical records, the new
approach has integrated the biometrics with RSA PKI
based on digital signatwre generation. According to
(Maitra and Sarkar, 2008; Schridde et ai., 2009) we can
observe that RSA 1s no more security supplementary.
Gobi and Vivekanandan (2009) proposed the digital
envelope that combines MD35 and advance encryption
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