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Abstract: Simple object access protocol or SOAP originally defined as protocol specification for exchanging
structured information. SOAP relies on XML for its message format and other application protocols, particularly
RPC and HTTP. XML coensidered as the universal language for data transmission on the Internet, however, end-
to-end protection of messages must either be implemented within applications or it can be provided by
middleware above the SOAP layer, therefore, SOAP-XML can not provide the level of confidentiality for
transferring electronic medical databases. In this paper, we will investigate SOAP protocol structure over XML,
the purpose of this paper is identify the possible way towards implementing secure protocol to transfer
electronic medical records databases or creating electronic medical records backups over unsecure channels.
As a conclusion, SOAP alone can not provide the level of security that medical records databases deserve.
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INTRODUCTION

As the number of services and products offered and
sold through the Internet grows rapidly, the need to
ensure the same level of security as we have in the
practical world has become an urgent need in the
Internet environment (Ahmed et al., 2010; Zaidan et al.,
2010a-d; Yee and Kiah, 2010). Information security is
defined as the field of science that concerns about
protecting the information and data from attackers or
security threats (Alam et af., 2010; Al-Frajat et al., 2010,
Raad et al., 2010). Numbers of method are available to
secure data such as encryption methods or to ensure
secure access (Le., authentication) using biometrics
(Zaidan et al, 2010e-g; Abomhara et al., 2010a, b;
Qabajeh et al., 2009). Data privacy refers to the
relationship between technology and the legal right to
public expectation of privacy in the collection and sharing
of data about one's self (Naji et al., 2009, Zaidan et al,
2010h-j). Information about health care or electronic

medical records classified under high sensitive data that
required high secure systems.

According to USA government, 100 billion dollars
will be spent on developing electronic medical record for
the next 10 years (Alanaz et al., 2010a; Yass et al., 2010)
Services become progressively more important element of
national economies and it is crucial to appreciate the
distinguishing qualities of services and resulting

management unplications with specific focus on
healthcare services.

Electronic medical records 1s digital mformation for a
particular patient, this record may be created for each
service to tlus particular patient, such as his/her
radiology, pharmacy or laboratory, or as a result of an
administrative action such as creating a claims. Moreover,
some clinical systems also allow electronic capture of
physiological  signals such as musing notes,
electrocardiography, orders or physician (Alanazi et al.,
2010b). Creating backups or transferring electronic

medical records database is hard task, not only on
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security but on finding a suitable middleware. Unlike
securing a single electronic medical record transmission
where creating a security solution deals with small data 1s
quite easy comparing with transferring huge database in
a secure channel (Alanazi et al., 2010b; Hmood et al.,
2010a-c)

XML 15 a short form for Extensible Markup Language
(XML.) and considered as the universal language for data
transmission on the Internet. Unlike HTML (which is only
for displaying data), XML allows us to define our own
tags, XML allows the users to define their own tags
written between angled brackets, i.e. a tag in XML opens
with symbol and end with symbol.

Example:

<note=

<to>John</to>

<from>Patrice</from>
<heading>Reminder</heading>

<body>Don't forget our meeting next week</body>
</note>

The example above depicted how XML tags are
written. For example <to> and <from> are not defined n
any XML standard. However these tags are "created" by
the author of the XML document and this 1s possible
because XML language has no predefined tags.

XML  documents
information

can be wused to represent
independently from the platform and
language, and it is umversally accepted as the standard
technology for information mterchange. XML documents
can be in a form of a file, database or any other document
types and can be created under any languages.

Therefore, XML is used to carry out any kind of data,
XML document can be any document defined by
Document Type Defimtion (DTD), DTD defines legal

building block of an XML document including:

Names of element and how and where they can be
used

The order of elements

Proper nesting and containment of elements
Elements attribute

XMI. document can be database file, printer file, other
device file (e.g. mobile device file), word processing tool
file, editing application file, in-house printing file or
browsing file.
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The benefits of using XML over the web are as
follows. Simplicity, when we say simplicity that 1s
because Information coded m XML is easy to read
and understand, in addition it can be processed
easily by computers. Openness, due to XML 15 a
W3C standard. Extensibility that 1s because there 1s
no fixed set of tags, tags can be created whenever
needed. Self-description in traditional databases, data
records require schemas set up by the database
administrator. XML documents can be stored without
such definitions, because they contain XML is a self
descriptive that is because metadata is stored in
XML in the form of tags and attributes. Can have
multiples data types, XML documents can contain
any possible data type such as large objects like
video, sound, image and etc.

Distributed data,
elements that are distributed over multiple remote
servers so that the World Wide Web can be seen as
a one huge database

XML document can contain

SOAP has not defined any transport protocol,
instead SOAP works on existing transport protocols, such
as HTTP, SMTP, and MQSeries.

A SOAP method is an HTTP request/response that
complies with the SOAP encoding rules A SOAP request
could be an HTTP POST or an HTTP GET request.

Example:

<SOAP:Envelope xmlns: SOAP=
“http://schemas.xmlsoap.org/soap/envelope/”>
<SOAP:Header>

<!— content of header goes here —>
</SOAP:Header>

<SOAP:Body>

<l— content of body goes here —>
</SOAP:Body>

</SOAP:Envelope>

SOAP, stands for Simple Object Access Protocol 1s
a protocol used between applications which has specific
format for sending messages on the Internet. SOAP is
based on XML hence, SOAP communicates through the
Internet independent of the platform and language used.

When an XML documents consists of nested
elements which are distributed over multiple remote
servers the XML document will look like a huge database
over the World Wide Web.






Table 1: Researcher opinion about SOAP
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Author

What are the researchers said about SOAP?

(Brose, 2003)

(Davis and Parashar 2002)

Chiu, et al., 2002)
(Nyman et al., 2008)

(Kohlhoff and Steele, 2003)
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Typical medium security mechanisms (firewalls) are effectively overridden once 8OAP messages are allowed to cross
the domain boundary.

Counection-based security mechanisms such as SSL are not sufficient as they provide only point-to-point protections
to messages, but cannot achieve end-to-end security in media where messages traverse multiple intermediaries.

Tt has been agreed that the de facto standard for Web Services messaging today is SOAP.

The SOAP messaging layer does not offer any security mechanism.

In general SOAP model messages may travel through any number of intermediaries before arriving to the destination,
both the sender and the receiver should trust that no intermediary in the communication chaunel violates their
security requirements, for example storing and later replay ing messages.

Due to the transport protocol layer undemeath 8OAP is not provided, end-to-end protection of messages must either
be implemented within applications or it can be provided by middleware above the SOAP layer

Because SOAP doesn’t specify a transport mechanism, most SOAP RPC implementations use HTTP.

WSDL provides an interface definition language for 8OAP. WSDL is not required however the use of W3DL with
SOAP is a de facto standard.

SOAP implementations difter in their support for binding to application-defined data types.

It has been found that the encoding and decoding time for SOAP was greater than for protocols such as Java’s object
serialization.

One of the large sources of inefficiency in SOAP is the use of multiple system calls to send one logical message.
Another source of inefficiency in SOAP is the XML parsing and formatting time.

When two components do not have a shared faster protocol, SOAP over HTTP can still be used as a “fail-over”.
SOAP does not allow a user-specified “tolerance” for doubles and floats.

Tt was argued that dependence on a particular RPC mechanism, in this case 80AP is not good for a generic
messaging interface and the interfaces should be defined so that any communications protocol could be used.

It has been found that some SOAP implementations suffered from significantly worse performance because of
interaction between the Nagle algorithm and the TCP delayed acknowledgment algorithm in the operating systerns
for the client and server.

The throughput performance of SOAP relative to the other two wire formats is worse for the 100 Mbps network.
The poor performance of SOAP implementations compared to other wire formats cannot be fully explained simply
by the fact that SOAP is text—based.

Some results means that a likety cause of the poor performance of SOAP as a wire format is the complexity of the
XML

SOAP is poor when compared to binary CDR and the established industry protocol FIX.

Poor performance of 8OAP encoders and decoders for use in high performance business applications.

SOAP performance is poor over binary wire fonmats

digitally signed using the sender’s certificate after
that encrypted by the receiver's public key. As the
signature is encrypted using the receiver's public
key, only the receiver can decrypt it then verify the
signature and message digest. Sighatuwre or hash
verification failwe gives an evidence for
manipulation during the transmission. However,
several people have illustrated the weaknesses and
drawbacks of SOAP. In Table 1 we reported some
researchers’ opinion about SOAP.

Even though, the features of SOAP-XMI, are
encowraging; the recent versions of SOAP are not secure.
The available security solutions are by hybrid approaches
using the existing security mechanisms such as

cryptography, digital signatures, tokens and etc.
CONCLUSION

SOAP or Sunple object access protocol 18
specification protocol for exchanging information relies on
XML. In this paper, the researcher opinions on SOAP
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have been reported. Tn particular, security issues of SOAP
and its capabilities on securing high sensitive data, for
instance, electronic medical records. As it has mention
earlier, end-to-end protection of messages must either be
implemented within applications or it can be provided by
middleware above the SOAP layer, therefore, SOAP-XML
cannot provide the level of confidentiality for transferring
electronic medical databases. In nutshell, SOAP can not
propose alone as a secure protocol for sensitive data such
as electronic medical records. For further researches,
implementing protocol  for EMR-database
transmission or create remote backups for EMR-database,
we need to employ secure and fast cryptography
algorithms for instance, AES and Ntru to overcome the
weakness of SOAP in term of security and time.

secure
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