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Abstract: In Wireless Sensor Networks (WSNs), 1t 15 of great importance for fault diagnosis in the WSNs to
ensure the accuracy of the information collected from the network, for the low cost and the deployment of a
large number of sensor nodes in uncontrolled or harsh or hostile environments. In this study, we have
presented a protocol, named CRFDA (Cluster-Based Real-time Fault Diagnosis aggregation algorithm for
WSNs), which is based on the comparison approach aiming at achieving a correct and complete diagnosis for
hierarchical WSNs. CRFDA is based on clustering in the network which can be carried out simultaneously in
all cluster. Besides, it is a real-time diagnosis method and can be spontaneously implemented in each round.
It 13 known from CRFDA that both hard and soft faults can be diagnosed correctly m the finite time. Algorithm
correctness, commumcation complexity and time complexity proofs are presented mn this study. Compared with
other existing protocols, CRFDA performs better. We have also developed a simulator by NS-2 (using LEACH)
to analyze the correctness of ouwr algorithm. The simulation results show that owr algorithm is a correct and
efficient fault diagnosis algorithm in WSNs.
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INTRODUCTION
Wireless Sensor Networks (WSNs) are self-
organizing, rapidly deployable, dynamic variability and
require no fixed infrastructure. The significant advantage
of WSNs 1s that it 13 the low-cost, low-power,
multifunctional miniature wireless sensor nodes which
consist of sensing, data processing and commumcation
components (Akyildiz et af., 2002). Those nodes can
easily be deployed into a expected remote of dangerous
area by planes or other means and to perform
automatically various monitoring tasks.

Due to the low cost and the deployment of a large
number of sensor nodes in uncontrolled or even harsh or
hostile environments, it is not uncomimon for the sensor
nodes to become faulty and unreliable. The networks
must exclude the faulty sensors to enswre the network
quality of service. Sensor nodes are powered by batteries,
which are considered as limited resources (Paradis and
Han, 2007). Tt is very expensive for the base station to
collect mformation from every sensor and identify
faulty semsors in a centralized mamer. Different
applications may require the fault detection to be
conducted in a real-time mode with low latency or high

throughput. Therefore,
algorithm for each node 1s highly preferred in wireless
sensor networks.

a Real-time fault diagnosis

Research in wireless sensor networks, clustering
routing 1s a key research directiory, there are already many
classical protocols such as LEACH (Heinzelman et af.,
2000), HEED (Younis and Fahmy, 2004), LEACH-C
(Heinzelman et al., 2002) etc. In these routing protocols,
the network is usually divided into clusters, each cluster
consists of a cluster head and some cluster members, of
which, cluster head is responsible to communicate with
the base station. Since WSNs face a big challenge is the
problem of lmited energy resources, we use data
aggregation (Intanagonwiwat et al., 2003; Xue et al., 2005,
Samuel et al., 2002; Yao and Gehkre, 2002) to solve these
problems that improve the efficiency of information
gathering and avoid communication bandwidth and
energy consumption m data transmission. Data
aggregation is mainly in accordance with certain rules to
handle data from multiple nodes to form a better result to
meet customer needs, it helps to reduce the amount of
data transmitted between sensor nodes and the BS.
Since, data aggregation is used within the network
processing, to improve the accuracy of information
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obtained and avoid misleading results, it is very
necessary to diagnosis the sensor nodes of the network.

Ow major contribution of this study 18 the
development of a localized cluster-based real-time fault
diagnosis aggregation algorithm (CRFDA) for WSNs.

LEACH (Heinzelman et al., 2000) is one of the earliest
proposed clustering routing protocol m WSNs.it 1s also a
classical algorithm, It utilizes randomized rotation of
cluster heads to evenly distribute the energy load among
all of the sensor nodes in the networks, The operation of
LEACH 1s divided mto rounds. Each round begins with a
set-up phase when the clusters are orgamzed, followed by
a steady-state phase when data are transferred from the
nodes to the cluster head and on to the BS. The duration
of the steady phase 1s longer than the duration of the
set-up phase in order to minimize the overhead. HEED
protocol (Younis and Fahmy, 2004), the cluster head node
election took into account the residual energy and node
distribution around the neighbor nodes. LEACH-C
(Heinzelman et af., 2002) protocol with centralized control,
the choice of cluster heads by the base station. TEEN
(Manjeshwar and Agrawal, 2001) used in data
transmission phase set of soft and hard two thresholds to
control the number of times to send data. PEGASIS
(Lindsey and Raghavendra, 2002) proposed a near optimal
chain-based protocol that is an improvement over
LEACH.

Chessa and Santi (2002) developed a crash fault
detection mechanism which provided bounds on the
maximum number of faults which could be tolerated and
the mimmum mumber of bits to be exchanged. Chessa and
Santi (2001) presented a comparison based diagnostic
model based on the one-to-many commumecation
paradigm. Chen et al. (2006) proposed a distributed fault
detection algorithm to locate the faulty sensors in the
WSNs. It caleulates the measurement difference between
neighbor sensors at different time to find if the current
measurement of a sensor is different from its previous
measurement. Ruiz et al. (2004), a failure detection scheme
called MANNA by using management architecture for
WSNs, The scheme created a manager, which has the
global vision of the network, to perform complex tasks
such as retrieving the node state and detect node
failue. Kuo-Feng et al. (2006) proposed a mechanism
which can both tolerate and locate data inconsistency
failures in sensor networks. Luo et al. (2006) proposed a
fault-tolerant detection scheme that explicitly introduces
the sensor fault probability nto the optumnal event
detection process, in this scheme, the neighborhood size
of fault correction is chosen based on the given detection
error bound such that better balance between detection
accuracy and energy usage 1s obtained.
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SYSTEM MODEL

The network model: We consider a wireless sensor
network consisting of a set of sensors and a Base Station
(BS) that is randomly dispersed in the target area. The BS
and locations of sensors are fixed. The BS knows the
locations of all sensors a prior, which can be obtained by
triangulation method or by using GPS-equipped sensors.
A sensor can transmit data to any other sensor and can
commumecate directly with the BS. The sensors
periodically monitor their vicinity and generate monitoring
data. The Cluster-Head (CH) are gathered from sensors
which can be in the same the cluster at each round, then
the CH performs data aggregation to reduce the number
of messages, finally, the CH sends to the BS for further
processing.

The fault model: In the network, at time t, the topology
described as an undirected graph G(t) = (V,L(t)), where, V
1s the set of sensor nodes, L(t) 1s the set of logical links at
time t, Given any u,veV, edge (u, v)eL(t) if and only if v
15 in the transmitting range of u at time t. Each node 1s
either faulty or fault-free and faults are either hard or
softt When a node is hard-faulted, it is unable to
communicate with other nodes. Soft faults are subtle,
since a soft-faulted node continues to operate and to
communicate with the other nodes, although with altered
specifications (Chessa and Santi, 2002). In this study we
utilize the invalidation tule of the gMM model
(Sengupta and Dahbura, 1992; Maeng and Malek, 1981),
which 1s used to diagnose the state of the sensor nodes,
the gMM model 1s summarized as follow Table 1.

In this study, we use the classic clustering algorithm
LEACH (Heinzelman et al., 2000) to discuss in this study,
its Clustering network structure diagram is shown as
Fig. 1.

Leach can satisfy as following:

» Al: Hach mobile has a unique identifier; cluster-
heads know the total munber of sensor nodes and
therr identities

»  A2: Exist a MAC protocol to solve contentions over
logical links and collision problems

Table 1: The invalidation nile of the gMM model
Comparison outcome of

and w generated by u W v u

0 Fault-free Fault-free Fault-free
1 Fault-fiee Faulty Fault-free
1 Faulty Fault-free Fault-free
1 Faulty Faulty Fault-free
X Any Any Faulty

X means an unreliable outcome 0 or 1
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(D1)Test request message generation: In the inception of
the fault detection phase, at time t, CH node u generates
a message of type Testing Msg. The test message is
composed of a sequence number i and a test task T,. at the
same time, node u also perform the T, by itself and
generates the expected result R% then it sends the
Testing Msg m = (TestingMsg,wi, T,)) to Ney(uw) and
initiates a timer set to T, and (1,1) is the header of the
TestingMsg. CH node u expects to receive all its cluster
nodes’ responses within this bound. The T, must be
chosen such that all of u’s fault-free cluster nodes are
guaranteed to respond to the test request within the most
that time hard faults are unable to respond within T,

(D2) Test request message reception: Given veN ,(u),
ie., v is a cluster node. Upon receiving the test request
message m (TestingMsg,u,i,T;), v proceeds as
follows. Firstly, v executes the test task T, and generates
the result R, Then, it sends a response message
called RespondedMsg to CH node. That is it transmits
m' = (ResponsedMsg i, R") at time t', with t<t'<t+T,, and
(u,1) is the header of the Responsed Msg.

(D3) Response message reception: Unlike Chessa and
Santi (2002) response message are received only by CH
node, upon the reception of m' = (TestingMsg,i,T;), CH
node proceeds as follows: it compares R and RY, If
R" =R, then the v is considered fault-free; otherwise, it
is considered faulty. Fault-free and faulty nodes are
stored in the FF(11) and F(u).

(D4) Diagnose result message reception: After CH node
diagnoses all the cluster nodes, Tt generates a message of
type Outcome Msg which is composed of (u,i) and F(u),
m" = (OutcomeMsg,u,1,F(u)) then CH node distributes to
the cluster, Non-CH nodes receive the Outcome Msg, if
anyone own in F(u), then it automatically turns off all
modules.

(D5) Timeout message reception:

¢ At time t+T,,, the CH node u receives the message
of type TimeoutMsg from the timer; it diagnoses its
cluster nodes that didn’t respond within the bounded
time as the faulty nodes. At this time, CH node u can
know about the status of all its cluster nodes, that is,
u includes two sets: FF, denoted the set that
contains all of u’s fault-free nodes and F, denoted
the set that contains ws faulty nodes

¢ Chessa and Santi (2002), they didn’t give specific
methods for T,,, in the diagnosis of actual network,
T, 18 also difficult to accurately obtain, The value of
T, may also be dynamic for the following reasons:
We assume the existence of faulty nodes in the
network and the nuniber of faulty nodes changes as
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the network’s lifetime increases, this assumption
exists, the number of nodes which need to diagnose
in the network is decreasing. That is, T, need to be
adjusted dynamically. Therefore, T,'s settings affect
data transmission delay and energy consumption of
the network. In clustering routing protocols, the
value of T, can been easily calculated according to
the number of cluster. We let T, 4 .. denote the time
of diagnosing one node, if there are I nodes in the
cluster, then, T, = a*(-1)*T, 4 @ 18 the
correction factor which can be made based on
experience, under normal circumstances, should be
more than one. Since, T,, can be accurately
calculated, it 15 possibility to reduce the delay of the
diagnosis

ALGORITHM DESCRIPTION

Here, we will Introduce a cluster-based real-time fault
diagnosis aggregation algorithm for WSNs, called
CRFDA, Tt references (Chessa and Santi, 2002), called
CSFD algorithm, In the CSFD, each node eventually
diagnoses all its neighbors as a testing node. Simply
speaking, if there are n nodes in a transmitting range, any
one of them is diagnosed repetitively n-1 times (by its n-1
neighbors) and diagnosis messages are transmitted by
means of flooding, which bring about not only much
bandwidth overhead for the wireless communication
mediuni, but also much computation overhead for the
energy of the nodes. CRFDA applies the clustering
topology, independent operations in each cluster, to
solve the above problems. the basic process of the
algorithm is shown as Fig. 2. The whole process is divided
into four phases: cluster head selection, cluster set-up
phase, fault diagnosis phase and data transmission, which
will be implemented in every round of the lifetime mn the
network.

As the clustering protocol algorithim, it does not exist
gateway node between the two cluster, that node is part
of a cluster, thus, it is not exist the problem that need
diagnosis message to disseminate throughout the whole
networks. In Fig. 2, cluster head selection, cluster set-up
phase and data transmission are the same of LEACH,
Fault Diagnosis Aggregation algorithm will action after
Cluster Set-up Phase, i.e., start the Fault Diagnosis Phase.
Firstly, CH node sends the test request message, while
Non-CH nodes receive the test request message, they
execute the algorithm to response the result of diagnosis,
then, they send the response result messages to the CH
node, CH node executes the CRFDA to determine whether
the response nodes are normal after it received the
response messages. If there are faulty nodes (where the
fault 1s software failure, the nodes which are hardware
failure can not be able to communicate and they will be
considered dead), CH node distributes the information
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table which consists of faulty nodes. Then, Non-CH node
recelve the nformation table, if some one 1s diagnosed as
a faulty one, then the faulty node automatically close all
the modules of itself to stop working and enter the
dead status, this ensures all nodes within the cluster are
fault-free.

In CRFDA, cluster head node to bear the important
task of networks diagnosis, it 1s umportant to ensure that
the cluster head node as fault-free before diagnosing the
cluster. We assume that the base station understand the
nature of all nodes in the networks. And all of the nodes
are homogeneous n this study. We can combime base
station and all cluster-heads into one super cluster, the
base station i3 the cluster-head. According to previously
described methods for diagnosis of cluster head, If cluster
head node CH, was diagnosed as faulty node, the
networks will implement the cluster-head election
algorithm again, actually only need to re-select a cluster
head in the cluster containing the CH,.

Diagnosis algorithm and network routing protocols
are closely related. Change the network topology will
affect greatly the operating efficiency of diagnosis
algorithm. Tn ¢lustering protocol, the network topology is
relatively static between set-up phase and steady-state
phase. This provides the best opportunity to diagnose
network. In LEACH, the number of cluster head node in
each round 1s not fixed and the number of nodes m the
cluster 18 also not fixed. CRFDA just can adapt to these
changes, thus, clustering protocols can satisfy this
requirement well.

Algorithm pseudo code 1s shown below:

{/ Data structures for sensor node u:

AN (u):set of cluster nodes at the time of CH

// 'V :set of all sensor nodes in the network

// F(u):set of sensor nodes diagnosed as faulty,initialized to &
H'T iagnose - the elapsed time to execute diagnosis for anode
#1:the total number of N_ (u)

// FF(u) :set of sensor nodes diagnosed as fault-free,initialized to &
{/ TestGenerated : boolean variable initialized to FALSE.

i It is TRUE if unit u generated the test request,
i FALSE otherwise;

Procedure Test_Initial(){

1: i= Generate a sequence number;

2: T,= Generate a test task;

3: R;'= Compute the expected result of testtask T;
4:1_rb{m = (TestMsg,u,i, T));

5T, =ax(l-1)# T tagpase>

6 SetTimer(T ) //the T, isfor hard faults detection,
7 : TestGenerated = TRUE;

}
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Procedure CH_Diagnose(){

do{
1 Receive(msg);
2 if(CheckHead({msg,v) == FALSE) {
3 Fuy=F@) w {v};
4 }else!
S: case msg. Type of {
6 ResponseMsg: // msg = (ResponseMsg,u, j,R})
7 // v has been diagnosed,go to next disgnose
8 if{v e (F(u) W FFu))) {
9: continue;
10: }oelse {
11: R} =get the result for T,
12: iRy ==R{} {
13: FFu) =FF(u) w {v};
14: }else {
15: Fu) =Fu) w v},
16: }
17: 1
18: Timeout:
19: F(u) = F(u) » (Neg (u) - FF(W);
20: }
21: h

22: } while(F{u) FF(u) = N, (u))
23: 1 rb{m" = (OutcomeMsg,u,i,F(u)));

Procedure Response_Generate(){

1: Receive(msg);

2 if(CheckHead(msg,u) = FALSE) {

3 exit; // do nothing

4 Yelse {

S: case msg.Type of {

6 TestingMsg: // msg = (TestingMsg,u, j,T))

7 if{ve Ny (u)) {

8 R;’ = generate the result for T];

9: 1_rb(m = (ResponseMsg, u, j.R 7))
10: 1

11: OutcomeMsg: // msg = (CutcomeMsg, u, j,F(u))
12: if(itself INFu)) {

13: destory (msg); // closeallmodules
14: 1

15: }

16: 1

}

ALGORITHM EVALUATION

Here, fistly, we will prove that CRFDA protocol can
carry out correct and complete self-diagnosis for
hierarchical wireless sensor networks. And then, we will
analyze CRFDA’s commumcation complexity and time
complexity.
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Based on the discussion of the section system model,
we can state the following theorem:

Theorem 1: In any round of the hierarchical wireless
sensor networks, the whole network topology 13 fixed,
assume that the CH node u generate a test request at time
t. Then, at the end of time t+7T,, CH node u has correctly
diagnosed the state of the cluster nodes in Neg(u). The life
time of clustering network is calculated by round, so the
diagnosis algorithm in the entire life of the network can
correctly diagnose and it is real-time dynamic.

Algorithm correctness: The correctness proof 1s based
on the following properties:

*  Correct clustered local diagnose: The CH node can
correctly diagnoses the state of its cluster node. This
1s a consequence of Theorem 1

*  Correct dissemination: All nodes can be correctly
diagnosed their state in the network in finite time

Lemma 1. ( Correct dissemination): Let, G = (VL) be the
connected graph representing the system at the time of
diagnosis, let C = {C,,C,C,.....Cy) (k denote the number of
clusters) denote the set of all the clusters. Each cluster(C,)
can work as an independent umt, every C; can work in
parallel and with no interference, therefore, the network
diagnostics 1s working m parallel, they can diagnose the
entire network n the finite time.

Proof: In clustering route protocol, we know each cluster
is only dealing with matters within the cluster, that is, they
work mdependently. After set-up phase, the network
topology formed and relatively unchanged. Each cluster
entered the fault diagnosis phase. Therefore, the
diagnosis algorithm can be activated respectively by
cluster head in each cluster and then they diagnose each
cluster nodes. We let k denote the number of clusters; in
fact, k-cluster can be as a cluster, because they
simultaneously implement the diagnosis task. If the
largest cluster complete the diagnosis task at time T\,
we can always assert that the entire network was also
completed the diagnosis task at time T, ..

The following theorem states the correctness of owr
CRFDA which is based on the Lemma 1 and Theorem 1:

Theorem 2 (CRFDA correctness): Let, G = (VL) be the
connected graph representing the system at the time of
diagnosis, CRFDA is correct and complete i.e. CRFDA
can correctly and completely diagnose the state of all
nodes in the network in finite time.
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Communication complexity of algorithm

Theorem 3(Communication complexity): Let, G=(V.L.) be
the connected graph representing the system at the time
of diagnoss, the communication complexity of algorithm

is O(d,).

Proof: In any cluster, given a fault-free CH node u, it can
be easily seen that u generates one test request message
TestingMsg. In turn, the test request message
TestingMsg generates at most |Ngy(u)|=d,, test
responses, every fault-free cluster node generates one
test response message ResponsedMsg. fmally, u
generates one diagnose result message OutcomeMsg.
Let, k denote the number of clusters, n dencte the total
number of the networks, there are n/k nodes per cluster,
every cluster simultaneously diagnoses its cluster. Thus,
the commumcation complexity of the largest cluster
(which contains the maximum number of nodes) is
maximum, which is the commumcation complexity of the
networks.

Time complexity of algorithm: Let, G = (V,L) be the
comnected graph representing the system at the time of
diagnoesis and let A, denote, the diameter of G. Let, T, be
an upper bound to the elapsed time between the reception
of the first diagnostic message and the generation of the
test request message.

Theorem 4 (Time complexity): The time complexity of the
diagnosis protocol is O(A; T +T,,)

Proof: A fault-free node generates its test request
message at most in time T, since the first diagnostic
message 1s received. It means that at most in time AT,
all the fault-free nodes generate their test request
messages. After the test request message s generated,
any CH node diagnoses its cluster nodes at most in time
T

out*

PERFORMANCE EVALUATION

In this study, we used the NS-2 simulator for
simulations of CRFDA. We did the project m 2010
between May and June and completed this project under
the guidance of Professor Wang in control theory
laboratory.

We used LEACH as the clustering route protocol,
simulation environment 1s the same as LEACH, 100 sensor
nodes are randomly distributed over the region of
100=100 m as shown in Fig. 3. The base station is located
far away from the region, at pomnt (50,175). In the
simulation experiment, we consider node may be faulty at
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