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An Improved Rijndael Encryption Algorithm Based on NioslII
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Abstract: Through the data storage of Rijndael encryption algorithm and the analysis of the characteristics of

column mixing and wheel transformation, the author put forward some suggestions for the optimization of

Riyndael. Meanwhile, the author design and realize the optimized Ryndael encryption through the SOPC (System
on Program Chip). Based on the SOPC of Altera FPGA (Field Programmable Gata Array), the algorithm design
is put forward and the center is the embedded soft core NiosIT. Tt is also realized the encryption and decryption

verification by using the ModelSim software. Compared with the traditional design, Rijndael encryption

algorithm undergoes a great breakthrough. The author also evaluated the Ryndael encryption algorithm

performance and logic resources occupation.
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INTRODUCTION

As the new generation AES (Advanced Encryption
Standard) cipher algorithm, the Ryndael algorithm has the
advantages of high efficiency in implementation, low
demand for storage and high speed of encryption and
decryption (Liu ef af., 2011; Zhang, 2007).The algorithm
can be implemented through software as well as hardware.
The software implementation 1s too slow although 1t 1s
flexible. Tt is even more so with the block encryption
algorithms getting more and more complex (Liang et al.,
2011; Spillman, 2005). Besides, the security system is
difficult to avoid the appearance of the key plaintext in the
computer during the implementation through software,
which may result in the plaintext being stolen or moditied.
On the contrary, the hardware implementation has the
advantages of high speed, high reliability and much
higher security, so that an increasing number of
applications require the implementation through hardware
(Zhang, 2008; Babu et al., 2012). The key of hardware
umplementation operates in the interior of module and the
algorithm solidifies in the hardware, which can guarantee
that the key of plamtext doesn’t flow outside and can
achieve the true sense of confidentiality. The design
based on "FPGA+NiosIl" project, on the one hand, can
configure CPU flexibly according to the application, on
the other hand, it can realize the configuration of hardware
logic directly in the FPGA mterior (Liao and Chao, 2008,
Cao, 2006). The software realization can be used for the
peripheral device that has not so ligh demand for data

transmission speed. While for the configuration that
requires high speed, it can use the hardware interface to
realize directly and then use the software to control it. Tn
this  study, the Ryndael algonithm 15 optunized
comprehensively using Look-up Table and then the
algorithm 18 designed  systematically

"FPGA+NiosII" project (Lv, 2005; Wang, 2008).

using

OPTIMIZED DESIGN OF RIJNDAEL ALGORITHM

The discussion of data storage condition: The statement
of Rijndael algorithm can be done as 4 bytes matrix. Tt is
stored with the order of the priority list. As shown in
Table la, AO~A1S5 represents the bytes stored in the
matrix.

And m the most advanced languages, usually in the
order of priority do store a two-dimensional array, so if in
Table la to the order of the data storage, the access state
of a list of the corresponding four times to visit. But if the
matrix transpose store data form, as shown in Table 1b,
the access state line (original one column) so only visit
only once, so efficiency is greatly improved (Shen, 2006).

Optimization to realize S-box: Tnstead of table (or S-box)
is reversible and i3 made up of two reversible
transformation compound.

First, the finite field GF(2%) take inverse, zero 00 at
inverse provisions for 00,

Second, the inverse again after the definition (at GF
(2) affine transformation role:
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Table 1{a-b): Status data storage
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(a)
AO Ad A8 Al2
Al AS A9 Al3
A2 A6 A10 Al4
A3 A7 All Al5
()
AD Al A2 A3
A4 AS A6 A7
A8 A9 A10 All
Al2 Al3 Al4 Al5

[vo1 Tt 1111 0 0 ofx] [0]

vl lo111110 0|51

v, o011 111 afx,]| 1

$3_[000 0 11 11 1] o 1)

val 10001 11 1% |0

v, [1 100011 1]x]| |0

vl [T 110001 1|x,| |1

ly,] 1 111000 1)x]| [1]

Realize the affine transformation, to realize the require

relatively large amount of computation, through the

observation, finding that cen camry on the
transformation:
_Yu T _Xu 7 _Xl 7 _Xz ) _X3 7 _Xa_ [0]
Y1 X X X3 X4 X5 1
Y3 X3 X3 Xy | %5 X4 1
X X X X X 0
y= LAl T R I R N R W P e 2)
¥4 X, X X X, X4 0
¥s X5 X5 X7 X X 0
¥s X Xq Xy X g 1
BRI NEN R RE 1]
=X+ (x<<L)+ (X << 2) + (x << 3) +(x << )+ 63"
This can be done by cyclic to
achieve.

bD,J Zaﬂ’J 3au,3 a; ap,
by || Bos || 280s |, | 3805 || B0
i | B | | B | |25 |3
b3,j 3ag; ay; ay; 2a; (4)
) a A a3
a,. a. ar .
IR P AR A N
a; 5 % A
sy Gl & a2

Will be listed n the four bytes as 32 bytes ¢, the rest
of the word on the level of byte cyclic shift and word
multiplier operation (3¢ = 20+, namely 3¢ 18 multiplier
and a plus combination) to achieve. Word of the multiplier
1s each byte elements by x (Muda et al., 2010).

Optimization torealize column hybrid inverse operation:
The polynomial which need to modular multiplication
among the column transformation of the inverse operation
18 d(x) = “‘0b’x™+0d >+ 09x°+0e and d(x)c(x) = 01", the
related matrix:

3 oe ob od 03 [b,
a _ 09 0e 0b 0d (b (5)
8 0d 08 Oe Db b,
a obo0d 09 oe || b,

A ; 05 00 04 00|02 03 01 01| by;
a; _ 00 05 00 04|01 02 03 01| by (6)
By, 04 00 05 00|01 01 02 03 b2,j
ag; 00 04 00 05]|03 01 01 02 by,

Visible in parentheses is the column transformation,

Optimization to realize column hybrid: Column hybrid
transformation 13 the state of the
a finite field GF (2% fouwr dimensional vector
a(x) = A, x+A XA x+A,, and GF (2°) on a fixed
polynomial ¢(x) = “03'x*+01 %x*+01'x+02' do multiplication
again to take mold x*+1, can use matrix representation is as

column as

so use the existing column transformation code.
Simplify the rest of the part:
05 00 04 00| x X +4{x +z) X 4{x +2)
00 05 00 04| ¥ _| ¥+ 4(y + w) ¥ 4y + w) (7)
04 00 05 00| z z+4(z+x) z 4{z +x)
00 04 00 O3 |w w+d(w+y) w Hw+y)

So this part can be through the use of xor and

follows:
by, | [0z 03 01 01 ay,
by | [01 02 03 01a, (3)
by | {01 01 02 03| ay,
by | |03 01 01 02 a
Then:

multiply (the column left 1 byte) to achieve the efficiency
and to realize the relative gets greatly improved.

Optimization wheel transformation: According to the
literature, the whole wheel transformation on four column
operation, each column operation involves bytes
instead, line shift, column transformation and wheel key
added:
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Table 2(a-b): Intenmediate result state

Table 3: The key of wheel change

(a) i 1 2 3 4 5
AD A4 A8 Al2 W) WaWsWeWr  WeWoWinWi  WRWaWiuW)s WigWisWigWig WorW Wols
AS A9 Al3 Al i &) 7 8 9 10
Al Ald A2 As W) Wo WosWouWay WogWogWoy W Wy Wy W Wag W Wy WagWay Wy Wy WpWy
AlS A3 AT All
()] . .
A0 A4 AS Al2 in the above Hq. (10) calculation, construct a table
AlS A3 A7 All Ty [ab] (a and b are 8 bits of bytes), corresponding to the
AlD Al4 A2 AS above Eq. (10) of the first paragraph may also structure
AS A9 Al3 Al
the table below:
e 02 03
o, 01 02 8[ag, J02+8[ ;05 Jo1
o =]y, | ol +8[ a0 | o1 L] 8[ay, [01+8[ a, ., |01 an
02 =
e 03 01 ) S| ag; [01+8[a;c; [03
k
01 0 0 S| a, [03+8[a;;.c; 02
03 01| |k
1885 ] o +8[ay; 0 | il e
o1 o kz‘J The key is divided into groups according to the
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Through the production of look-up table in the S-box
search ¢, for the above four vector S [, ;]. defining table
T, to T, as follows:

[s[a]-02] [s[a] 03]
nll- 50|50
E [a]-03 | E [a]
[sla] | s[a]
| 8[a]-03 _|8[a]
T [a]- 8[a] 02 T [2]= 8[a]-03
18[a] | | 8[a]-02 |
Then:
e; =T, [a-u,] ] +T; [31,]-c1 } +T, I:a'Q,]—CZ ] +T; [ae,]-cz } + k] (9)

For Eq. 8 application addition (xor) exchange rates
(Wang, 2008):

. 8| a, [02+8[ a5, ; |01
0]
e | s[ag; [01+5[a; o, J01
€25 | | 8[ag; 01482, s [03
il | 8[ay; |03+ 5[ a; 05 01 (10)
01 03] [k,
k
#8[ag,ca ]| oo [#S[agar ] o |+ o
01 o1] |k

Equation 8, 10 corresponding as shown in Table 2a
and (b) line shift after the state, (b) is (a) second, four
lines transposition results.

Wrap in the state, there are three groups of
continuous double byte (16 bits), i.e., A3 and Ad, A7 and
AR, All and Al2, so each byte can all one-time access to,

column of matrix and 40 new columns are added to
expand. If the former four columns (i.e., the initial key) is
w (0), w (1), w (2) and w (3), then the new column will
produce in a recursive way. The column '1' is determined
by Eq. 12 (Babu et al.,201 2):

w(l) = wi - 4)XOR wii— 1) 11sthe muluple 4 (1 2)

wii) = w(i —4) ZORT wi{i - 1) iisn'tthe multiple of 4
The round key '1' can be expressed as Eq. 13:
W) = Wi Wais Wi Wi (13)

With 4x4 matrix that is Eq. 14:

Wosiso Woan Woan  Woue
w. w W, W,

W= 1,4i+0 1,44 14i+2 1,4i+3 (] 4)
Woadiso Wiad Woain  Wogi

Wagian Waain  Wisn  Wiga

If the mitial key 1s w(0), w(1), w(2) and w(3), it can
obtam w(4)~w(43) by Eq. 12. So the 10 round keys are
composed of w(4)~w(43), as 1s shown in Table 3.

As can be seen from Table 3, if the mitial key (w(0),
wi(l), w(2) and w(3)) 18 knowr, then the round key can be
taken as a constant table and i1t can be implemented
through Look-up Table circuit.

Although, need to use additional memory space to
store structure form, but because the calculation of the
process can be directly look-up table, the calculation
efficiency has been greatly improved.

Rijndael algorithm based on mniosIl: The Rimndael
algorithm based on the SOPC system is shown in Fig. 1.
The standard Altera 32 bits Niosll embedded CPU
provides guarantee for the large and systematic data
processing. The system is composed of FPGA, memory
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Fig. 1. Scheme of SOPC system based on FPGA

| Initialization |

| 44 bytes matris XOR with the intial key and shift |

]

Look up T0, T1, T2, T3 and shift |

v

| XOR with round key and shift |

'

No

Yes

| Look up T0, T1, T2, T3 and XOR |

v

| XOR with round key and shift |

!

| The ciphertext |

Fig. 2: Design of optimized algorithm

and the external interface three parts. In the system, the
peripheral circuit and NiosIl CPU Soft-Core are integrated
to realize the control functions. As the control core of the
system, the Niosll CPU Soft-Core needs a balance
between its resource occupation and function when it is
created. The demand of system resources is greatly
reduced by the SOPC Builder customization for NiosIT
CPUJ. The FPGA part is built in the FPGA chip, the core is
NiosIT processor core. A lot of data need to be processed
in algorithm, so the algorithm round transformation is
completed by using NiosIl processor core and the key
generation is conducted by the key generator in FPGA.
The external interface of FPGA is a part including some
interface devices and circuit modules, which 1s used for
data input / output and display and so on.

The design of optimized algorithm is shown in Fig. 2.

RESULTS AND DISCUSSION

According to the initial key (w (0), w (1), w (2)
and w (3)), the key generator generates w (4)-w (43)

keyvexpansion

el ke

B[ 3181
M wl[ 31«81 S R T
w2l 3dl =81 Her_data_outlLi2¥--0]17
M =@l E3L - @]

T e 1 S Ead

=t art

Fig. 3: Module of key expansion circuit

TS YT Y YN

Fig 4: Simulation of the Encryption algorithm

automatically and stores them in the memory (complete
the memory mitialization). In the period of round
transformation, the quadruple frequency of the round
clock is conducted by the frequency multiplier and the
counting value 1s taken as the Look-up Table circut
address. Four Lock-up tables are implemented in a round
clock period and wai+0 ~ w4143 are sent out. At the same
time, the 128 bits round key is exported through the serial-
1n parallel-out shuft register. The function description for
the key generation circuit is conducted by VHDL and the
generated module symbols are shown in Fig. 3.

In which, WO[31..0], W1[31..0] , W2[31..0] and
W3[31..0is the mitial key, “Key load” 1s loading the
mtial key, “start” 1s the begmmng of the round key
generation, “key data out[127..0]” is the output of Sub-
key, “key over” is the completion of round key
generation. When the mitial key 18 W, = 173¢4615,
W, = 29bd08al, W, = 123f4¢55 and W, = 9167¢el 6, the
simulation result is presented in Fig. 4.

The design based on Altera EP2C35 chips is
synthesized under the integrated environment of
QUARTUSIS.0. The testing results are shown mn Table 4.
As can be seen, research the working frequency is
141 MHZ,; the data flow is 1805 Mbps after improved.
Compared with the results in literature (Table 4), the speed
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Table 4: The results of experiment.

Data flow Frequency Key length

(Mbps)  (MHZ) LE Device (bit) Reference
254.0 37.9  2822(slice) XC2V1000 128 (Zhang, 2007)
779.0 67.0  8Sl1(slice) XC28400E 128  (Shen, 2006)
376.5 20.4 3235 EP1810 128 (Wang, 2008)
1805 141.0 33214 EP2C35 128 This paper

of data flow has been increased by 131% at least. The
design has a clear superiority in speed and performance
under the relatively low resource request. The study
based on the on the optimization of the algorithm
combined with the previous research about Amplify-and-
Forward Cooperative Systems, can greatly improve the
system performance (Tang and Wang, 2013).

CONCLUSION

According to the traditional Ryndael algorithm, this
study proposes a realization of Rijndael algorithm more
optimized  solutions, this scheme will wheel
transformation, key expansion algorithm with matrix said
out, again to table query, using SOPC rich look-up table
and storage resources to achieve the algorithm, the
proposed algorithm reduced the complexity of the
calculation. The testing results show that the design of
the Rindael algorithm based on "FPGA+NiosII" can
achieve a higher data processing speed while it occupies
relatively low resources. The design has a big
breakthrough compared to the traditional realization based
on FPGA.
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