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Abstract: Traditional database security mechanisms focus on either protection or prevention. However, these
mechanisms have not any strategy in the presence of successful attacks. To solve this problem, the Intrusion
Tolerant Database System (ITDB) was introduced. ITDB uses the new generation of database security
mechanisms to guarantee specified levels of data availability, integrity and confidentiality in the presence of
successful attacks. These mechanisms include attack 1solation and multiphase damage confinement. In this
study, researchers will present a practical model to utilize the combination of intrusion tolerance techmques for
managing the ITDB architecture. Using this practical model, researchers will be able to secure the system’s
required integrity and availability levels considering the changes in the environment. Researchers will also
introduce an intelligent method for determining the significance degrees of data objects in the optimized attack
1solation techmque.
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INTRODUCTION

Today because of the widespread use of computer
systems, internet websites and web based applications,
database security issues have become very umportant
worldwide. Traditional database security mechanisms
have some limitations in providing the required security
for modern information systems. Such mechanisms only
focus on protection of data against different attacks and
are not capable of detecting attacks or taking the
proper action agamst them. For example, in most cases
attacks like SQL Imjection pass from all access control
mechamsms which Database Management Systems
(DBMS) provide traditionally. These attacks are
usually done through web applications which have vast
accessibility (Kruegel and Vigna, 2003; Ryutov et al.,
2003). For confronting with such attacks, researchers
need mechanisms like intrusion tolerant database systems
(Liw, 2002; Liu et al., 2004).

ITDB is considered as a framework for a transaction
based self healing database system. This framework
will empower a database to heal itself under malicious
transaction (but authorized) attacks (Ammarmn et al., 2002;
Chiueh and Pilania, 2005; Sobhan and Panda, 2001;
Yu et al., 2004) aiming to deliver a continuous reliable
service. Intrusion Detector (ID) is regarded as one of the
maimn ITDB parts. The task of ID (Lunt, 1993; Rietta,
2006; Chung et al., 2000; Stolfo et al., 1997) is to identify
malicious transactions. 1D 1s much slower than transaction

processing i general. Therefore when a malicious
transaction is recognized, a great number of transactions
which have been affected by malicious transaction have
committed and the damage has been spread. Despite this
substantial delay in detection, a self healing database
system must be able to live.

Recent researches present two new techniques to
solve this problem: attack 1solation techmique (Liu ef af.,
2006) and multi phase damage confinement technique
(Liu and Jajodia, 2004). Although, both techniques have
the same goal, they employ different methods in their
multi  phase damage
technique guarantees that no damage will spread after
detecting a malicious transaction. In this technique,
however no action is taken to decrease the damage spread

functions. The confinement

during the detection delay time. On the contrary, the
suspicious users are isolated mn the attack isolation
technique and as a result, there will be fewer damages
during the detection delay time. Using this method will
result m a decrease in the repair costs as well. Moreover,
it 1s not possible for other users to see the updates of
suspicious users while using this technique. All other
users can see the updates only when the innocence of
suspicious users 1s proven. For tlis reason, this
technique 1s considered as a more secure method.

In the earlier research (L.iu and Jajodia, 2004),
certain approaches was presented to optimize the attack
1solation techmique. Then, an ITDB architecture based on
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the proposed technique was evaluated. This piece of
research intends to introduce a practical and effective
method to determme the sigmficance degrees of data
objects in the optimized attack isolation technique. A
model will also be mvestigated to manage the ITDB
architecture to ensure the system’s required security and
performance considering the changes in the environment.

Multiphase damage confinement: The one phase
damage confinement technmique consists of one damage
confinement phase. Tn this phase, the damage assessor
does not give the permission to transactions to read the
data objects which are identified as damaged ones. The
only problem with this technique is that if the damaged
data objects (as a result of damage spreading) are not yet
to be identified, a lot of transactions may read them and as
a result, the damage may spread. To solve this problem,
the multi phase damage confinement technique has been
presented.

Multiphase damage confimement technique contains
an initial confinement phase which ensures no damage
(caused by the malicious transaction) leaks out. When a
malicious transaction is detected, this phase prevents
accessing any data object which 1s updated after the
malicious transaction committed. Furthermore, active
transactions which may have read a number of confined
data object are aborted to prevent damages to spread.

This technique has three unconfining phases to
unconfine the data objects that are mistakenly confined
during the initial confinement phase and the data
objects that have been cleaned. In these phases some
dependency graphs are used to find mistakenly confined
data objects. The first and second phases of relaxation
are used to reduce the time an undamaged object is
mistakenly confined. In the third phase, the damaged
objects are cleaned (Fig. 1).

To optimize this technique, researchers can preserve
an on the fly dependency graph based on the history log
for each suspicious transaction. Therefore, more data
objects with less delay will be unconfined. Consequently,
more availability will be obtained. Nevertheless, the
processing overhead should be evaluated to assign an
appropriate time for preserving such on the fly graph for
suspicious transactions.

In Fig. 1, main components of the architecture for an
Intrusion Tolerant Database System which has used this
technique are shown.

In this architecture, 1D 1s responsible for reporting
malicious transactions. Mediator is responsible for
the initial confinement phase and the confinement
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Fig. 1: Architecture of multiphase damage confinement

enforcement. The damage confinement manager is
responsible for the first and the second unconfining
phases. Damage assessor is responsible for the third

unconfining phase.

Attack isolation: In attack isolation technique suspicious
activities are isolated, before an mtrusion is reported as
unquestionable. In this technique 1solation 1s done based
on users. ID will assign an anomaly degree which
specifies the way of abnormality of transaction (based on
the transaction’s behavior) for each transaction. The
anomaly degree of each user 1s obtained from combmation
of anomaly degree of his/her transactions in a session. ID
contains two alarm thresholds. If anomaly degree 1s above
the first threshold (and below of the second), user is
reported as suspicious. If the degree of anomaly is above
the second threshold then that user is reported as
malicious.

In this technique, transactions of a suspicious user
update suspicious versions of data objects which are
produced for this user. However, these transactions read
main versions of data objects if suspicious versions have
not thus far been produced for this suspicious user. If it
1s proven that an 1solated user has been mnocent,
updates of this user should be merged back into the real
database.

The merging process may cause conflicts between
the real database and the isolated one. In this technique,
a precedence graph has been used for identification of
inconsistencies. If precedence graph (obtained as a result
of merging the history of the 1solated user and the history
of real database after isolation of that user) s acyelic, 1t



Int. J. Soft Comput.,, 7 (3): 224-234, 2012

User
transactions
b Mediator

A

On the fly isolation
controller

QL statemen 'Vilr tu'al Database
logger isolating
databases

QL statement
rewriter and
redirector

T

Fig. 2: DAIS architecture

Intrusion
detector

means that there are no inconsistencies. Otherwise, if the
graph has cycles, all the cycles are broken by running
compensation transactions of certamn transactions.

After resolving of inconsistencies, wvalues of
suspicious versions, maintained for the suspicious user
are replaced with values of trustworthy versions and then
suspiclous versions are omitted.

In Fig. 2, the architecture of a Data Attack
Isolation System (DAIS) 1s shown. In tlis architecture,
ID is responsible for reporting suspicious users that
should be 1solated. The mediator which includes three
components as follows, proxies transactions of each user.
The SQL statement logger keeps each SQL statement, in
addition to its variables, in SQL statement table. The
SQL statemnent rewriter and redirector does 1solation with
keeping additional versions for data objects that have
been updated by an isolated transaction. The on the fly
isolation controller will impose two restrictions for
accuracy of a merging process. First, during the merge, no
new transaction of the once 1solated user can be executed
and second, no new transaction can be executed on the
locked part of database. The merging manager is
responsible for resolving inconsistency and merging
process.

OPTIMIZED ITDB ARCHITECTURE

Researchers have presented some approaches to
solve DAIS problems and to mmprove the integrity and
security of database in optimized ITDB architecture
(Falahiazar and Roham, 2010). In this study, researchers
will describe the optimized ITDB architecture which
employs the optimized attack isolation technique.
Researchers will also present a practical and effective
method to determme the sigmficance degrees of data
objects used in optimized attack isolation technique.
The optimized ITDB architecture has three distinct
characteristics as follows:
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Isolation time: As shown in Fig. 3, an isolation time
controller 1s used in the architecture of an optimized ITDB.
Using this controller has two main advantages. The first
positive point is that the isolation process is enforced
for each suspicious user in a certain amount of time.
Therefore inconsistency caused by prolongation of the
1solation time will be decreased. The second advantage of
using such controller is that researchers can prevent a
long isolation time in case the list of suspicious user is
changed by an attacker. Thus, researchers will have a
more secure DAIS.

It should be noted that the isolation time for each
suspicious user is estimated by parameters like the
average of detection time at previous attacks and the
average of the users’ session time.

When the isolation time for a suspicious user
terminated If ID could not prove maliciousness/innocence
of the user a message announcing the user’s innocence
is sent to the SQL statement rewriter and redirector,
despite the user has initially been regarded as suspicious.
Under such circumstances if maliciousness of a user is
proven later, the isolation time controller informs the
confmement executer and then the multiphase damage
containment technique 1s used.

Significance of data object: In DAIS, suspicious
transactions can be executed on their own version of the
requiring objects. In real world as a result of execution of
these transactions, damages may be incurred to the
owners of the system. For example, in a banking system,
certain amount of an account may withdraw as a result of
the execution of a suspicious transaction in a way that to
compensate being nontrivial. Therefore, a weight factor
can be imposed in the anomaly degree of transactions for
faster detection of attacks and reducing damages mcurred
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to systems. This weight factor is obtained from the
significance degree of data objects which 1s placed at the
write set of transactions. The significance degree of a data
object shows 1its importance m terms of the system owner.
The more a data object is significant, the more security
should be provided for it. A numerical value 13 considered
for the degree of significance. Researchers are now
going to present an applicable and intelligent method to
determine the significance degree of a data object.

Determining the significance degree of a data object:
Determining the significance degree of every data object
when enters the system is not feasible for system owners.
Using an artificial neural network 1s a fast and applicable
solution to determine the sigmificance degrees of data
objects. Neural networks with their remarkable ability to
derive meamng from complicated or imprecise data can be
used to extract patterns and detect trends that are too
complex to be noticed by either humeans or other computer
technicues (Freeman and Skapura, 1991; Haykin, 1999,
Rumelhart et al., 1986; Gupta et al., 2003; Nelles, 2001,
Hagan et al., 1996).

In terms of training algorithms, neural networks are
usually divided into two main categories: supervised
networks and unsupervised networks. The unsupervised
training method 1s aimed at building some representations
from the mput data. This 1s done by orgamzing the input
data properly. Such data can later be used m decision
making. In supervised methods of learning, neural
network learns from examples. The training set consists
of a set of sample mputs and the deswed outputs
corresponding to those inputs. Successfully trained
neural network can then be used to find most suitable
output for any valid mput. The goal of supervised
learning is to find a function f, given a set of points of the
form (x, £ (x)).

Researchers use a neural networl with multilayer
perceptron structure as well as the Levenberg-Marquadt
back propegation traimng algorithm (which 1s
supervised algorithm) to determine the sigmficance
degrees of data objects. The Levenberg-Marquardt
optimization techmque has fast convergence to the final
ArsWer.

a

To prepare the training data in this method, the
system owner should determine the significance degree of
some data objects from every type that should be kept
safe and secure. For a better understanding of the matter,
researchers describe this technique at the record level
(where each data object denotes a record and each
type of data object denotes a table) on the TPC-C
benchmark (Norcio and Luenam, 2008).
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TPC-C benchmark models the order processing
operations supplier with
geographically distributed sales districts and associated
warehouses. Five basic transactions that represent
essential performance characteristics of the application
are defined by the benchmark. One of the transactions 1s
the payment transaction This transaction updates the
customer balance and transmits the payment details to the
warehouse sales list as well as the relevant district.

The significance degrees of data objects which exist
in the write set of a transaction must be determined. One
of the existing data objects in the write set of the payment
transaction 1s of the customer type and two other data
objects are of warehouse and district types. The
researchers assume that in terms of the system owner, the
significance degree of a customer type object depends on
its balance (C BALANCE) and its number of payments
(C PAYMENT CNT). In a table called features,
researchers keep the features of a data object type which
is used to determine the significance degree. In Table 1,
the features of a data object from customer type which is
inserted into the feature table are shown.

In the last example, the significance degree of a data
object was related to the feature of only one type of
object. Depending on the application and the importance

of a wheolesale soIme

level of the data object i terms of the system owner,
researchers can extract different strategies.

So, the mput of the neural network 1s the features of
data objects and the desired output of the neural network
15 the significance degree corresponding to mput data
objects which are determined by the system owner. This
set of numbers is used for training the neural networl.

After the traiming, the neural network will be able to
determine the sigmficance degrees of new data objects.
Thus, a neural network should be trained for each type of
object.

To determine the significance degree of a data object,
the type of that object should be identified first.
Depending on the type of object, researchers may have
two different situations:

If the object type has a significance degree (a neural
network 1s trammed for this type), a select statement
will be executed to retrieve the data object features
from features table. Values of these features are sent
as input parameters to the neural network which is
trained for this type of object

Table 1: Features table

Obj_Type Feature
Customer C_BALANCE
Custormer C _PAYMENI CNT
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Otherwise, researchers take a number as the
significance degree in the way that this mumber

should not have any effects on the weight factor

The sigmficance degree determiner component is
shown mm Fig. 4. This component determines
significance degree for each record of write log table in
the way described above. The results i1s saved in the
significance degree table.

a

Calculating the weight factor: Depending on the
application and the required security, different methods
can be applied for obtaining the weight factor. In financial
systems like a banking system which requires a high
security level, the weight factor can be the total of
significance degrees. In other words, if W,, W,, W,,... W,
are significance degrees of a transaction’s write set, the
weight factor W 1s calculated as follows:

W= WI+W2+W3 + . +Wn (1)

Therefore, the security level of every data object is
taken into account to calculate the weight factor. Using
this method, transactions which do suspicious activities
on data objects with a high significance degree are
identified rapidly and the system will be saved from
meurring more damages. For example, n a banking
system, a user who does suspicious activities on the
accounts with high balances, enjoying high importance
is identified as a suspicious or malicious user rapidly.

To implement this method, the significance degree
table is used for the calculation of the weight factor of
each suspicious transaction sent by TD.

Evaluation: To start the evaluation process, researchers
umplement a prototype of optimized ITDB architecture. For
more information regarding the implementation process
refer to Falahiazar and Roham (2010).

The experimental environment includes one server
and two clients which are connected by a 10/100 Mbps
switch LAN. The specifications of these computers are
shown in Table 2.
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Table 2: System specification

System

specification Server Client 2 Client 1

CPU Pentium (R)  Pentium 4 2.0 GHz  Pentium 4 2.0 GHz
D 3.0GHz

Memory 1GB 512 MB 512MB

Storage 300 GB 80 GB 80 GB

oS Windows Windows XP Pro Windows XP Pro
Server 2003

The database server is Microsoft SQL Server 2008.
The transaction generator is executed on clients. All parts
of the optimized architecture are executed on the server.
In these experiments, TPC C benchmark is used for
generating transactions. transactions are
simulated with abnormal inputs. The database will include
2.65 million records. It should be noted that the largest
size of read/write set for a transaction 1s 33 reads as well
as 33 writes while the smallest 1s 3 reads and 4 writes.

For the measurement of the performance loss,
researchers measure the average respomse time of
transactions (per 1,000 transactions). Transactions are
submitted to server in batch-style (non-interactive) with
anormal distribution. The same set of transactions is used
at all experiments. Response time of each transaction is
the interval between the timestamp taken before the last
character of the required input data is entered by the
emulated user and the timestamp taken after the
transaction’s commit. It 1s obvious that this time includes
the time spent for the controls in ITDB.

In Fig. 5, the effect of these controls 1s displayed on
the transactions’ response time within four experiments.
In these experiments, the transactions are sent from two
different clients. The researchers consider 0-5 msec as the
waiting time before each transaction is sent.

Researchers use the randn() function m MATLAB
simulator software to make a normal waiting time. This
function can make random numbers from a normal
distribution with mean O and standard deviation 1.

Transactions, sent by a trustworthy user are
submitted directly to the server for execution without any
control in the first experiment.

In the second experiment, the read and write set of
transactions sent by a trustworthy user are extracted by
the proxy subsystem. The results of this experiment show
that this subsystem will reduce performance up to 37.2%.

Transactions submitted by a trustworthy user beside
a proxy subsystem are scanned by the confinement
executer in the third experiment. In this experiment, the
confinement executer scans the write set of transactions.
Since, there is not any suspicious version of objects in
this experiment, no transaction will be rejected. The
results of this experiment show that the confinement
executer reduces performance up to 7.3%.

Malicious
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In the fourth experiment transactions are submitted
by a suspicious user. In this experiment, in addition
to controls related to the isolation of suspicious
transactions, controls which were enforced at the
previous experiment are applied as well. In this expeniment,
controls related to the isolation phase reduce performance
up to 21.8%.

The results of experiments show that the optimized
ITDB compared with DATS has a negligible performance
loss (7%). This is due to the existence of confinement
executer.

In the earlier set of experiments, the significance
degree of transaction’s write set was not determined. In
coming set the significance degree determiner component
is enforced to evaluate the system performance. For this
purpose, a neural network 1s trained for the type of
customer which was described in earlier study.
Significance degree determiner does not cause a direct
affect on the response time of the transactions. However,
this umt will increase the system workload which may
cause the performance loss.

The repeated with previous
conditions, the only difference is that the significance
degree of data objects which will be kept m the
significance degree table are determined. In Fig. 6, the
effect of controls

experiments are

under the new circumstances is
displayed on the transactions’ response time.
In the first experiment, the write log table is empty.

So, the significance degree determmer umt does nothing
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and the average response time does not change. In the
second and third experiments, the significance degree
determiner unit reduces the system performance by about
1%0. In the fourth experiment, this umit reduces the system
performance by about 2%.

The result of experiments shows that the performance
loss which is created by the significance degree
determiner unit 1s negligible (about 1%0).

Waiting queune: In DAITS, during the time of isolation,
inconsistency may be appeared. Some of these
inconsistencies are not resolvable. For example, in a bank
application, a suspicious transaction may withdraw fund
from an account and a transaction of an authorized user
also may withdraw fund from same account in the long
run of seolation time. If suspicious user 1s identified as
imocent, data versions of the suspicious user are merged
into the real database. These operations may cause the
account balance being negative. At such a case, if the
application did not accept negative balances, the integrity
of database will be compromised. In fact with
simultaneous updating of a data object on numerous
versions, integrity rules may be violated.

To solve this problem, researchers prevent updates
with suspicious versions. This will have some effects:

As every data object can only have one suspicious
version at any given time, researchers will lose a
large amount of data availability in the system
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Using this method, there be
mconsistencies  during  the 1solaton  time.
Therefore while the merging process is done,
fewer transactions will be backed out

will fewer

For making a tradeoff between integrity and
availability a waiting queue will be considered for each
data object which has suspicious version. The waiting
time initially is equal to the isolation time. As the waiting
time gets shorter, the availability level of the data objects
with more referrals increases. Availability 1s considered as
a very important factor for such objects. These data
objects can have several suspicious versions at any given
time. Depending on the application, researchers can use
different strategies to decrease the waiting time. Under
such circumstances, the possibility of outbreak of
insolvable inconsistencies will be increased and
consequently, the mtegrity is reduced.

As shown in Fig. 3, the confinement executer scans
the write set of transactions. If the write set of a
transaction contains any suspicious object version, the
confinement executer will put the transaction m the
waiting queue and will prevent it from being executed.
These wailting transactions can be restarted after
terminating of waiting time.

MANAGING THE ITDB ARCHITECTURE

Although, the preventive controls of optimized ITDB
architecture provide more security and integrity, they can
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degrade the system’s performance. All architectures of
ITDB, due to the controls which conduct on execution of
transaction will reduce performance to some extent. The
extent of performance loss in the systems s nfluenced
by changes in the environment. Tn this study, researchers
are going to evaluate the performance overhead
of the optimized ITDB architecture under different
circumstances and present a combinational model of
intrusion tolerance techniques for managing the ITDB
architecture.

Evaluation of environment parameters: In the experiments
shown in Fig. 5, the waiting time of each transaction being
sent to the server 1s very short. So, results of experiments
display the system performance under the maximum
workload. For evaluating the system performance under
different circumstances (different workloads), the waiting
time of each transaction before sending 1s changed and
experiments are repeated. This time, researchers consider
0-50m sec as the waiting time for each transaction.

In Fig. 7, the effect of controls under the new
circumstances 1s displayed on the transactions’ response
time.

In the first experiment, transactions are submitted
directly to the server for execution without any control,
the average response time 1s reduced by 13% compared to
the first state.

In the second experiment, the proxy subsystem
reduces the system performance by 30% which is 7% less
than the first state.
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Fig.

In the third experiment, however the confinement
executer unit reduces the system performance by 5.1%. In
this experiment, the performance loss is 2% less than the
first state.

In the fourth experiment, the isolation controls reduce
the system performance by 17.3%. In this experiment, the
performance loss is 4.5% less than that in the first state.

As 1s inferred from the result of experiments with
decreasmg the system workload, the performance loss
which is the result of the security subsystem controls is
decreased. Indeed, concurrent executing of transactions
1s reduced by decreasing the system workload and as a
result, the transactions response time will be reduced.

However, this is not a linear relationship. The
performance loss decrease will eventually stop at the
point where there will be a mimmum possibility of any
confliction in the execution of transactions.

In these experiments, researchers studied the effect
of system workload on the extent of performance loss in
the system. Another factor which could impress the
system performance is the number of attacks. As the
mumber of attacks increases, the security subsystems
make more restrictions to prevent the attacks and to repair
the damages caused by them. As a result, the system
performance will be reduced. Therefore, a proper security
subsystem should be used to provide the system’s
required security and performance to make a tradeoff
between the mtegrity and the availability of system.

Adaptive controller: The architecture of an ITTDB needs a
controller to provide the required integrity and security
for the system according to the changes in the
environment. An adaptive ITDB architecture 1s presented
by Liu and his colleagues for this purpose which is
denoted as ATTDB (Liu, 2002 ). An adaptive controller is
used m this architecture. This controller uses a number of
monitoring parameters to momtor the environmental
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circumstances. These parameters represent the integrity
and availability levels, number of attacks and the
workload of the system.

This adaptive controller implements a number of
reconfiguration (vector) according to the values of the
monitoring parameters. In fact, each reconfiguration is a
set of control parameters (and their values). This set 1s
related to one of the ITDB components. The control
parameters determine the behavior of ITDB components
for the next adaptation interval. Tn other words, the
adaptive controller scans the monitoring parameters after
a certain amount of time (the adaptation interval) and set
the values of the control parameters according to the
environmental circumstances.

The control parameters which are set by the adaptive
controller are related to the ID, the damage contamer and
the mediator.

The major control parameters for the ID are either TH,,
(malicious anomaly level threshold) or TH, (suspicious
anomaly level threshold). The control parameter of the
damage container represents the damage leakage and is
denoted as DIL. If DL = 0, the multi phase damage
confinement techmique will be enforced. If there is no
restriction on DL, the one phase damage confinement
technique will be enforced. The control parameter of the
mediator represents the transaction delay time and is
denoted as DT. If DT = O, it means that the transactions
are executed with the maximum speed. Otherwise, the
transactions are executed with a slower speed.

In this adaptive controller, however there is no
control parameter to switch between the attack isolation
techmque and the multi phase damage contamnment
technique. Tt has not mentioned clearly in the
aforementioned research that how researchers can use
both techniques at the same time. In this part of the
study, researchers are going to present a practical model
to utilize the combination of intrusion tolerance
techniques.

Combinational model: InFig. 8, a practical model for using
the combination of intrusion tolerance techniques is
shown. According to this model, switching from one
technique to another is possible by determining proper
values for the control parameters at any given tine (this
job is done by the adaptive controller). Tt is also possible
to use several techniques simultaneously to provide the
systemn’s required mtegrity and availability levels.

The control parameters which are used to switch
between the intrusion tolerance techniques are shown in
this model. As researchers move toward the left-hand
side techmques, the availability level decreases and the
mtegrity level increases. For a better understanding of
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techniques for managing the ITDB architecture

this model, researchers are going to compare the integrity
and availability levels of different intrusion tolerance
techniques.

As researchers explamed earlier, the multi phase
damage confmement technique guarantees that no
damage will be leaked out after identifying a malicious
transaction. Therefore, the integrity level of this technique
15 higher than the one phase damage confinement
techmque. However, since some of the data objects may
mistakenly be confined in this technique, the availability
level of this technique is lower than the one phase
damage confinement technique. The control parameter
used to switch from the multi phase damage confinement
technique to the one phase damage confinement
technique is the amount of damage leakage. If the
mntegrity has the lighest priority m the system, no damage
should be leaked out. Thus, the value of DL 1s set
to 0 to enforce the multi phase damage confinement
technique.

In the attack solation techmique, the effects of
suspiclous transactions on a virtual database are 1solated.
For this reason, this technique provides an appropriate
level of integrity. A data object can have several
suspicious versions at the same time m this technique.
Therefore, this technique provides an appropriate degree
of availability too. Since, there are some preventive
actions taken in this technique, the attack repair costs will
decrease. For this reason, the attack isolation technique
has the priority over the multi phase damage confinement
technicue. However, there is no limitation for the isolation
time in the attack isolation technicque and this is count
as a security weakness pomt of this techmque. If the
suspicious users list 1s attacked, the 1solation time may
get longer and as a result, the availability level may
decrease and the merging cost may increase. To eliminate
this security weakness point, researchers need to allocate
a primary isolation time (as described m the earlier
study) to each user. The attack isolation technique with
isolation time controller and the optimized attack isolation
technique, partially switch to the multi phase damage
confinement technique for the users whose isolation time
is finished but their innocence is not proved yet. Partially
switching in this manner is done by the isolation time
controller. In other words, a combination of both
techmiques 15 used by ITDB architecture m such a
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situation. If there is a high growth in the number of users
who are switched to the multi phase damage confinement
technique, switching totally to the multi phase damage
confinement techmque will be a good 1dea. In case there
is an increase in the number of suspicious users whom
isolation time is finished, researchers can conclude that
the users’ session time has exceeded its average value. If
researchers use the attack isolation techmique in such
situation, the availability level will be decreased and the
merging costs will be increased. For this reason, the multi
phase damage confinement technique seems to be more
appropriate for use.

In this case, the average session time of users is
utilized as a monitoring parameter. researchers use the
Isolation Time (IT) as a control parameter to switch to the
multi phase damage confmement techmque. If the value
of this parameter is equal to zero, the isolation time
controller will set the value of users” primary isolation time
to zero and as a result, the system will totally switch to the
multi phase damage confinement techmque.

In the attack isolation technique if a data object is
updated in several different versions simultanecusly, the
integrity rules may be violated. In the optimized attack
1solation technique, this problem is eliminated by using a
waiting queue for the data objects with suspicious
versions. As mentioned earlier, for making a tradeoff
between the integrity and the availability levels of system,
researchers can adopt different strategies to adjust the
time of waiting queue. Using such strategies, the waiting
queue of data objects with more referrals will be defused
in a shorter amount of time. In other words, these data
objects can have several suspicious versions at the same
time. Using this method, the system can partially switch
from the optimized attack isolation technique to the attack
isolation technique. Researchers use a control parameter
called Waiting Queue (WQ) for performing such a total
switch. If the integrity level of system has a high priority,
researchers then will set the WQ to 1 and switch to the
optimized attack isolation technique.
availability level of system 1s below the required one,
researchers can set the WQ) to 0 and switch to the attack
isolation technique. When the value of the WQ parameter
15 zero, the confinement executer will permit all the
transactions that must have been placed m the waiting
queue to execute. As a result, the system will switch to
the attack isolation technique. Otherwise, the confinement
executer will not give the execution permission to the
transactions which intend to update the data objects with
suspicious versions. The confinement executer will place
such transactions in the waiting queue and as a result, the
system will switch to the optimized attack isolation
technique.

In case the
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CONCLUSION

The mtrusion tolerant database system presents a
new paradigm m the field of database security. This
system uses new techmques to react against attacks that
cannot be identified by traditional security systems. Each
mtrusion tolerance techmque provides different levels of
integrity and availability under the same circumstances. In
this study, researchers presented a model which is a
combination of several intrusion tolerance technicques.
According to this model, the system can switch from one
technique to another to provide the required levels of
mtegrity and availability for the system at any time.
also a neural network for
determimng the significance degrees of data objects in
the optimized attack isolation techmque. Attempting to
deploy other intelligent methods can form future research
1n this arena.

Researchers used

IMPLEMENTATIONS

To reconfigure the ITDB architecture dynamically,
the adaptive controller must find the best configuration
vector (which consists of control parameters) according
to the monitoring parameters. Since, the adaptation space
of the ITDB architecture consists an exponential numbers
of configurations, it 1s a difficult job for the adaptive
controller to find such vector. In other words, 1if the
configuration vector 1s (TH,, TH, DL, DT, IT, WQ), its
relevant adaptation space will be d (TH, <THxDLx
DT=IT»WQ) which 1s actually huge. To solve thus
problem, the heuristic adaptation algorithms are used.
The adaptive controller should select the proper
adaptation  algorithm according to the
environmental circumstances. Luenam and his colleagues
have presented a rule-based mechanism as well as a
newo-fuzzy technique for implementation of this
adaptive controller. This research shows that using the
adaptive controller will improve the performance
(Trustworthiness to Cost Ratio). Usmng the new
parameters (WQ, IT) m this adaptive controller
provides a high flexibility without changing the
performance. High level of the mtegrity can be achieved
with more cost. So, the Trustworthiness to Cost ratio
does not change so much.

heuristic
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