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Abstract: The existing conventional metering system does not have a bi-directional communication 
mechanism to send the meter readings to electric power companies for real time billing purposes and also 
unable to control the non-technical losses occurring at consumer premises. Hence, the electricity smart 
meters have been introduced in different countries to transfer the meter reading automatically and control 
the non-technical losses at the power distribution site. Furthermore, by the implementation of electricity 
smart meters on feeders, transformers and distribution ends, a better online system has been incorporated 
in the existing infrastructure of electricity. In addition, huge number of prepaid smart meters has been 
adopted to develop bidirectional communication mechanism between smart meters and electric power 
companies. Moreover, the installation of prepaid smart meters was used as a tool to manage the non-
technical losses at feeder level. However, these prepaid smart meters have encountered several 
limitations and could not be suitable for everywhere, because every country has different technical and 
non-technical problems in the existing electricity infrastructure. In the literature, many researchers 
highlighted the features and advantages of prepaid smart metering system, this review paper 
systematically analyses the issues and challenges in existing electricity prepaid smart metering system. 
 
Key words: Conventional and smart meters, Smart meter benefits, Technological issues in prepaid smart 
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The electrical energy is one of the main sources of 
energy, which is used in almost every field of socio-
economic sector. The arrangement of this review 
article is the following: Section I presents the 
introduction, Section II describes the literature review 
of the existing conventional and smart meters, Section 
III lists the advantages of the existing smart meters. 
Section IV describes the challenges and issues in 
existing prepaid smart metering system, Section V 
describes technological and consumers’ awareness 
issues of prepaid smart meters, Section VI elaborates 
the features and challenges of prepaid smart metering 
system and Section VII draws the conclusion. 

Section 1: INTRODUCTION 

Human life will be back to Stone-Age without 
electrical energy because it is not only a basic need of 
human life but it is also a source of socio-economic 
progress and agricultural development of a country. 
Furthermore, the provision of electric energy is not 
only a basic need for economic growth but it is also 
essential for uplifting the life style of general people 
(Energy, Environment and Development, 2007). 
Moreover, a continuous supply of electric energy 
provides smooth running of daily life routines and 

fulfill the requirements of basic human needs. In 
addition, to overcome the gap between power supply 
and demand across the country, the non-technical 
losses should be managed by the usage of advance 
technological methods. The non-technical losses 
occur on the consumer’s premises, due to 
conventional metering system, where a consumer 
easily manipulates the traditional meter’s structure as 
well as meter readings. Normally, the measurement of 
consumed energy is done by the electromechanical 
and digital metering system (Alahakoon and Yu, 
2016). These conventional meters are calibrated by 
kilowatt per hour. The consumed energy is billed by 
the meter readers, employed by electric power 
company at the end of month. In addition, the current 
billing system of electric power companies is based 
on manual calculation performed by the electricity 
meter readers. Furthermore, the manual process of 
electricity bill generation contains many mistakes in 
calculation, such as, inaccurate meter reading, 
unidentified meter modification, which cause 
inaccurate energy measurements (Stankovic et al., 
2016). Besides, the modification and theft of the 
traditional electricity, meters have some internal 
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structural disadvantages, e.g., impedance mismatch, 
heat loss, fast meter reading disk, electromechanical 
rotating disk performance, non-real time nature 
(Ramirez, 2016), bypassing meter connection and 
reverse counter of meter reading disk. Due to non-real 
time approach of these electricity meters, the imposter 
modifies the internal structure of electricity meters 
and manages the measurements of electricity 
according to his/her own wishes. It is the main reason 
of strange electricity shortfall and financial losses 
within the country as well as inaccurate measurements 
of electricity between the supply and demand. 

Due to numerous drawbacks of electromechanical 
meter, the electric power supply companies have 
introduced digital metering systems to measure the 
electrical power consumption for the consumers in 
contrast to analog meters. The digital meters are 
composed of a combination of IC’s and electronic 
components, such as, diodes, capacitors, resistors, 
Analog to Digital Converters (ADCs), etc., which 
make them suitable against electricity losses and 
heating because the increase in temperature makes 
electronic devices more conductive by decreasing 
their resistance as compared to analog 
electromechanical meters. The digital meters maintain 
their accuracy over a large flow of currents and 
temperatures (Daigle, 2000). Moreover, the usage of 
electronic components in the construction of digital 
meters makes them more resistant to external 
modifications for an ordinary technician and an expert 
is required to modify the digital metering systems. 
Although, many problems, encountered by these 
conventional meters, have been addressed, but there 
are certain limitations. These conventional electricity 
meters cannot be considered safe and theft proof from 
modifications and tempering methods. Of course, the 
electronic experts can modify them according to their 
own desire. It is possible to reverse the meter readings 
by a simple TV remote controller. Frequency jammers 
can be used to stop their electric meter readings. 
Irrespective of these simple methods, there are several 
other methods, such as, missing potential, bypassing 
meter phase and neutral wires swapped, etc., are used 
to steal electricity (Bhatkar and Thete, 2016; Harney, 
2009; Hussain et al., 2016a; Hussain et al., 2016b). 
Smart electric energy meters provide a reliable and 
temper proof electricity consumption for the 
consumers. The concept of prepaid smart meters is 
based on advance payment system. In addition, 
prepaid smart meters have bi-directional 
communication mechanism between consumer meter 
and electric power company. These smart meters send 
the electricity consumption units to electric power 
company and the interval and the alarming circuit 
sends SMS to consumers and Power Company, 
whenever the prepaid balance reaches the lowest level 
of balance (Anas et al., 2012). Although prepaid 
smart meters have a variety of advantages over the 
other digital and electromechanical meters they still 
have some limitations (Hussain et al., 2016c). This 

paper describes the advantages of existing smart 
meters along with some challenges.  

Section 2: LITERATURE REVIEW 

The smart meters with Advance Metering 
Infrastructure (AMI) is an advance generation of 
conventional metering system, which is used to 
measure the electricity consumption and providing 
additional meter readings data features as compared to 
the traditional meters (Depuru et al., 2011). The 
addition of smart metering system into power grid 
station consists of implementation of the diversity of 
new technological techniques, software applications 
and hardware components. The smart metering 
system features depend upon the requirements of 
electric power supply companies. These electric 
power companies will have capable power 
infrastructure, which will be integrated with 
information technology and communication features 
to deliver the electric power to consumers. Their 
bidirectional communication mechanism and 
electricity flow enables both electric power supply 
company and consumers to control, predict, manage 
and monitor the electricity consumption (Cleveland, 
2008). Furthermore, the usage of information 
technology and innovative communication 
infrastructure continue to modernize the industries 
but, in some countries, the electric power supply 
companies have retained the old infrastructures since 
decades. The increasing electric power consumption 
and a greater demand of electric power causes more 
technical problems for the electric power supply 
companies, such as, electric power shortfall, voltage 
sags, overload transformers, electricity theft and 
regular load shedding. The electric power companies 
have always needed an intelligent mechanism, that 
may monitor the over consumption and flow control 
of the electricity at consumers’ premises. The smart 
meter device is one of the most important components 
used in electricity infrastructure that smartly monitors 
and controls the energy consumption and 
measurements, respectively. These systems obtain the 
meter readings data from the consumer premises and 
send to the power companies automatically. As smart 
meters frequently transfer the real time or near real 
time meter readings to electric power companies and 
also monitor the flow of electricity in homes. 
Furthermore, some smart metering systems have 
additional features to send the power notification, 
power flow monitoring and theft detection to the 
electric power supply companies. In addition, some 
other smart meters play a very important role in 
electricity operation and maintenance of the actual 
power forecasting (Ghofrani et al., 2011). Several 
smart metering approaches have been proposed by the 
researchers in the literature, which were based on 
various functions. Some of them were used to send 
the automatic meter reading to power companies and 
some other smart meters performed the load 
forecasting and power alerts. World widely, the 
development and implementation trend of smart 
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metering systems is becoming wider to measure the 
consumers’ power consumption at residential, 
commercial and industrial level. These smart meters 
were used to measure and communicate the power 
consumption via different energy efficiency services, 
such as, web interface, home display system and 
meter LCDs. (Weiss et al., 2012). Moreever, smart 
electricity metering system records more detailed 
electricity consumption information as compared to 
the conventional electricity meters. However, the data 
provided from these meters is often limited and 
questionable, because some smart metering 
infrastructures proposed different wireless 
technologies to acquire meter readings for measuring 
the electricity consumption pattern (Hossain et al., 
2015). Meanwhile, these systems failed to unlock full 
advantages for consumers as well as electric power 
companies. The proposed smart meters’ architecture 
was not able to develop a direct communication 
mechanism for those smart home appliances, which 
do not have wireless connectivity to smart metering 
architecture (Hussain et al., 2016d). Figure 1 shows 
the AMI placement, which represents an initial step 
into smart grid solutions at large scale for many 

electric power companies. It shows AMI 
infrastructure, consists of more than one wireless 
technology to measure the electricity consumption at 
home. It is necessary to equip all home appliances 
with wireless technology for accurate energy 
measurement. In case of failure of a wireless 
technology, the result will be as inaccurate energy 
measurement. Ten leading companies will deploy 500 
million new electricity smart meters by 2020.  

In Fig. 2, there are listed the countries, where 
more residences will be equipped with smart meters. 
Furthermore, the smart meter will be used as an anti-
theft solution. Japan plans to install 7.5 million smart 
meters by the end of 2020, USA plans 4.69 million, 
France 1.5 million, United Kingdom is to install 2.975 
million, Spain 3.5 million, Netherlands 7 million, 
New Zealand 1.12 million and Australia 2.6 million 
smart meters, respectively. The water and power 
ministry in Pakistan has already approved to start the 
installation of smart meters in various cities and 
29,000 smart meters have been installed in different 
cities of Pakistan. 

 

 
Fig. 1. Automatic meter infrastructure. 

 
Fig. 2. Smart meters in different countries. 
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Section 3: BENEFITS OF SMART METERING 
SYSTEMS 

The expected benefits of the installed smart 
metering system are listed in Fig. 3. The electricity 
smart meters record much more detailed energy 
consumption information than conventional electricity 

meters. In addition, the smart meters provide more 
facilities to consumers and electric power companies, 
such as, to reducing the meter reading cost, electricity 
losses management, fast response to consumer power 
demand, besides having same limitations (Fig. 3). 

 
 

 
Fig.3.  Benefits of smart metering system. 

 
Section 4: CHALLENGES AND ISSUES IN 

PROPOSED SMART METERING 
SYSTEMS 

The AMI for smart metering was used for 
different purposes, such as, automatic meter readings, 
measurement of electricity consumption, automatic 
billing and bi-directional communication. However, 
these smart meter systems contain many challenges, 
for example, infrastructure, communication, theft 
identifications, accurate electricity measurement, 
scratch card reading and performance issues. The 
smart meters fail to reveal their full advantage to 
consumers and electric power companies: 
• The early bills cannot be estimated 
• Unable to distinguish the tariff rate according to 

peak demand, peak load and peak off. 
• Unable to send the alerts of different energy units  

determined by NEPRA 
• Prepaid cards issues 
• No alarming features if any imposter will do any 

malpractice  
• Easy to prevent the meter reading 
• Through the keypad payment, the security of 

keypad may be compromised. The main reason is 
that the algorithm of key creation is stored inside 
the meter and is available to hackers. Keypad 
systems were created when highly secure smart 
card payments did not exist. 

• Still it may be not economical for isolated villages, 

• The performance of balance card reader may be 
decreased per read-write cycles after completion 
of 300,000 cycles. Even if the cards are charged 
every week, in 30 years, meter operation requires 
less than 1,600 cycles.  

• Due to variation in electricity consumption, the 
consumers are unable to set their electricity 
monthly budgets. The consumers also face 
difficulties to purchase electricity frequently at 
different prices. 

• For the success of prepaid metering scheme, the 
consumer education assumes to be in top priority. 
The consumer must be aware of some basic 
knowledge about prepaid metering system. Table 
2 summarizes the basic points for consumer’s 
awareness.  

• It is necessary to know how and where to buy a 
balance card. 

• The consumers must be able to enter the scratch 
balance card successfully into the meter. 

• The consumers must be aware of the meter 
cleanliness method  

• The clients must be able to read the meter reading 
to know the available balance in meter and when 
he/she needs to re-buy the balance card. 

• It is necessary for electricity consumers to know 
how much balance they must have available at any 
time. 

• It is necessary to know, whom to contact and what 
to do if he/she experiences problems with the
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Section 5: TECHNOLOGICAL AND 
CONSUMERS AWARENESS ISSUES 
IN PREPAID SMART METERING 

Tables 1-2 describe the technological and 
consumers awareness issues in the prepaid smart 
metering system, during the installation and 
recharging of prepaid smart meters on consumer 
premises. The research, particularly, focused those 
consumers who face more problems and do not have 
usage awareness of the advance technology.  

Table 2 summarizes the electricity prepaid smart 
meter awareness issues in public. Majority of the 
electricity consumers is unaware to the usage of 
prepaid smart meters. Furthermore, the electric power 
companies do not educate the electricity consumers 
about the usage of advance technology based prepaid 
smart meters through various campaigns and public 
awareness seminars. 

 
 
Table 1:  Prepaid smart metering technological issues. 

Type Advance 
payment 

Distinguish 
tariff rate 

Alarming 
features 

More 
reliable 

Low 
security 
keypad 

Cost-
effective 

Easy to 
stop 
reading 

Alarming 
features 

Three mode 
communication 

Advanced smart 
metering (Rodriguez-
Diaz et al., 2015) 

         

Shipshape prepaid 
energy metering 
(Deepakumar and Latha, 
2015)  

         

Automatic energy meter 
reading system (Dhok 
and Deshmukh , 2014) 

         

Power distribution 
scheme using smart 
meter (Hossain et al., 
2015) 

         

Microcontroller and 
GSM based digital 
prepaid (Shah, 2013) 

         

Wireless ad hoc 
networks remote meter 
(Wang, 2009)  

         

Automatic meter reading 
and theft control 
(Malhotra and 
Seethalakshmi, 2015) 

         

 

 
Table 2:  Prepaid smart metering consumer awareness issues. 
Consumer awareness Technical expertise  Non-technical expertise Interface awareness 

Consumers’ awareness about how 
and where to buy balance card 

Few consumers Medium number of 
consumers 

Less number of consumers 

Are the consumers able to enter the 
balance card successfully into the 
meter? 

Medium number of 
consumers 

Medium number of 
consumers 

Less number of consumers 

How are consumers able to read the 
meter reading?   

Medium number of 
consumers 

Less number of 
consumers 

Less number of consumers 

How many consumers know how 
much balance he/she has available at 
any time? 

Few consumers  Less number of 
consumers 

Less number of consumers 

How many consumers know what to 
do with the meter if he/she has a 
technical problem?  

Medium number of  
consumers 

Few number of consumers  Less number of consumers 

Whom to contact if they experience 
problems with the meter. 

Medium number of  
consumers 

Few number of consumers Very few number of 
consumers 
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Section 6: FEATURES AND CHALLENGES/ 

ISSUES OF PREPAID SMART 
METERING SYSTEM 

Tables 3-5 review a brief summary of features 
and challenges/issues of prepaid smart metering 
system, which were proposed by various researchers 
worldwide. Most of the research work, on electricity 
prepaid smart metering system in literature, has been 
focused on advantages of prepaid smart meters. 
However, these prepaid smart meters have many 
technological and communication limitations which 
are highlighted in Table 3. 

Table 4 also summarizes some existing prepaid 
smart meters challenges/issues proposed in the 
literature by various researchers and these prepaid 
smart meters are not appreciated due to advance 
payments. In addition, prepaid smart meters do not 
have an electricity anti-theft solution in case of any 
illegal activity occurrence. 

Table 5 indicates the issues resulting in the 
existing prepaid metering system. The prepaid smart 
meter does not provide an interface for developing an 
interactive communication between consumers, smart 
meter and electric power companies. 

 
Table 3: Features and challenges/issues prepaid in smart metering system.  

Prepaid smart metering system Features Challenges/issues

European smart grid prospects, policies, 
and challenges (Iqtiyanillham et al., 
2017) 

 High capabilities to coordinate 
demand and supply in the energy 
network 

 Sustainable and secure power 
supply 

 Competitive and open markets 

 Interoperability of SG 

 Program setup and design 

 Roll out of equipment 

 Integrating ICT system with existing 
system 

A hybrid ICT-solution for smart meter 
data analytics (Liu and Nielsen, 2016) 

 Send meter geographic locations 

 Indicate weather condition and 
user information  

 Compromised user privacy  
 Don’t support three mod 

communication  
 Multiple layers issues 

Collaborative service oriented smart 
grid, using the internet of things (Zaveri 
et al., 2016) 

 Uses internet of thing for task 
management 

 Address the issues of 
interoperability, scalability and 
heterogeneity  

 Involvement of multiple technologies 
 Protocol computability issues  
 Cost effective  

Advanced smart metering infrastructure 
for futures mart homes (Rodriguez-Diaz 
et al., 2015) 

 Energy consumption 

 Based on smart devices in home 

 Home base display system for 
energy quality 

 Used for multipurpose like water 
and gas billing system 
 

 Every home cannot be assumed to have 
smart home appliances   

 More wireless technologies are involved 
to get the meter reading from smart 
appliances 

 Frequent insertion of scratch balance 
cards into meter may decrease the 
performance of the balance card reader 

 Amount of wireless signals may 
dangerous for human health

 
Table 4:  Features and challenges/issues prepaid smart metering system. 

Smart metering system Features Challenges/issues 

A shipshape prepaid energy 
metering organism (Deepakumar 
and Latha, 2015) 

 Proposed server for electrical service 
board 

 Limit the extra usage of electricity 

 Bidirectional communication between 
two ends 

 Advance payments  
 Cannot be reconfigure remotely 

Power distribution scheme, using 
smart meter perspective (Hossain 
et al., 2015) 

 Prepaid base smart  energy meter 
 Consumer define energy units for the 

month 
 Consumer empowerment by service 

provider 

 The smart meter reading can be stopped  
through jammers 

 These meters are not capable of 
adjusting such variations 

 Cannot be statistically reconfigurable 

Automatic energy meter reading 
system reviews (Dhok and 
Deshmukh, 2014) 
 

 Remove the meter reader’s visits in 
every location of meters 

 Sending meter reading, using radio 
frequency methods 

 Electricity board comes to know the 
consumption of energy 

 Extra billing can be expected by  
electrical board 

 Consumer does not know to latest update 
of billing 

 Unable to provide on-demand electricity  
 Lack of real time three mode 

communication 
Contd… 
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Concld… 

A wireless automatic meter 
reading system based on digital 
image process and ZigBee-3G 
(Yao et al., 2014) 

 Allows dynamically switching to 
alternative power backup (e.g., solar 
panel, UPS, generator) when the main 
power back up becomes unavailable  

 GSM module sends the signal to 
alternative power backup 

 This system will only be activated when 
there is electricity load shedding or any 
fault 

 This is a lab based demonstration, not 
practically implemented 

Microcontroller and GSM based 
digital prepaid energy meter 
(Shah, 2013.) 

 Based on prepaid 
 Provide benefits for only power 

companies 
 Collects energy bills in advance 

 When balance is exhausted the power is 
cut-off automatically without  any  
warning or alters 

Automatic meter reading and 
theft control system by using 
GSM (Malhotra and 
Seethalakshmi, 2013) 

 Meter is used in transformer for 
measuring total power consumption 

 Transmission of meter reading to 
power companies after  2 months 

 Sends meter reading  to only power 
companies, not to end consumers 

 Does not send  meter reading  to the   
service provider on daily basis 

GSM based automatic energy 
meter reading system with instant 
billing (Ashna and George, 2013) 

 Sends meter reading wirelessly 
 Automatic bill generation 
 No human interaction 

 Power consumption  updates are sent 
every 30days, not on daily basis  

 No real time communication 

Economical way of GPRS based 
fully automated energy metering 
system (Bashar et al.,2013) 

 Based on GPRS 
 Fully automatic system 
 Sends power consumption units to 

central data base on daily basis 

 GPRS is economical but cannot have 
broader  coverage  

 Does not support on-demand electrical 
power load management. 

 
Table 5: Features and challenges/issues prepaid smart metering system.  

Smart metering system Features Challenges/issues 

Remote energy monitoring, 
profiling and control through 
GSM network (Rashdi et al., 
2013). 

 Sends energy units through SMS  
 Allows power companies to  remotely 

monitor the consumption units  

 Only the power companies can monitor 
the energy consumption, not consumers. 

 Just an idea 

Smart metering a GSM approach 
in Ghana (Azasoo and Boateng, 
2012) 

 Implemented in Ghana 
 Automatically sending the 

consumption unit to EB 
 Automatic bill generation 

 Monthly based electricity billing system 
 Consumer does not know the status of 

electricity bill before 30 days 
 Do not update consumers about energy 

consumption level such as billing, units, 
etc. 

Wireless ad hoc networks remote 
meter reading system based on 
GPRS (Wang, 2009) 

 Uses GPRS and ad hoc networks for 
coverage  

 Provides fast data transmission 

 GPRS does not provide wider coverage  
 Ad hoc networks may not be available in 

remote areas. 

Design and implementation of a 
novel remote metering system 
using USB GPRS/EDGE modem 
(Rupok et al., 2011). 

 Uses USB/GPRS/EDEG for wider 
coverage 

 TCP/IP protocol is used for data 
transmission 

 Need more resource for developments of 
these system 

 Replicated of data 
 Involved more than one wireless 

technologies in case of failure of one 
wireless technology may causes inaccurate 
energy measurement  

 
Section 7:  CONCLUSION 

Prepaid smart metering system is the next 
generation of conventional electricity metering system 
which proposed the advance payment method through 
scratch balance card, web application for un-
interrupted electric power supply to commercial, 
industrial and residential consumers. Many countries 
have replaced the conventional metering system by 
smart prepaid electricity meters and obtained some 
remarkable results against the theft activities and 
illegal usage of electric power. In addition, the electric 
power companies’ claims to add the record income to 
the national revenue. Beside the advantages of prepaid 
smart meters, these smart meters have some 

disadvantages, such as, many consumers face more 
difficulties to understand the interface of new 
technology, scratch balance card availability, 
technical problems in meters and card reader 
performance issues. Furthermore, the prepaid smart 
meter is not a suitable solution for the developing and 
under-developing countries, where the countries are 
beyond the deployment of advance technologies, due 
to socio-economic growth and the low living standard 
of maximum population. Furthermore, the advance 
payment of electricity bills is also has a question mark 
for the poor population. This review paper highlights 
all these technological and consumers issues 
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regarding the prepaid smart meters proposed by 
different researchers. 
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