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Abstract: In this study, each mobile agent can shares secrets with other agents by holding only his secret key
and can on-line dynamic change access structure for real time applications. It provides great capabilities for
many practical cases on flexible workflow technology driving the networked economy applications. Only the
qualified subset of agents or agents can get the share secrets that suit for e-commerce distributed systems for
real time applications. Hach participant or agent is allowed to check whether another participant provides the
true information or not m the recovery phase. We proposed a new solution based on systematic block codes
can dynamic change access structure with m share secrets that prepare the generator matrix G(2m+1, m+1) which
can be pre-computed and suit for VIS design in hardware using in real time distributed systems. We can
increase efficient and security on the process of e-marleet information system for real time applications.
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INTRODUCTION

A generalized secret sharing scheme 1s an mmportant
1ssue  of Web-based competitive agents for the
negotiating, buying and selling in e-commerce. A secret
sharing scheme is a technique to share a secret among a
group of agents or agents. The dealer assigns some
subsets of agents as qualified subsets have the followimng

two properties™?:

» If all the agents of a qualified subset provide their
shadows, they can recover the shared secret easily.

¢ Tf all the agents of an unqualified subset provide their
shadows, they reveal no knowledge about the shared
secret.

The set contains all the qualified subset is named the
access structurefF.

There are extended to a generalized secret sharing
model and a secrets sharing model by Blundo et al"®.
Cachin® defined an on-line secret sharing scheme with
general access structures. Cachin’s scheme is based on a
computational assumption that the agents can be added
or deleted dynamically without redistributing new
shadows secretly to the old agents. Unfortunately,
Cachin’s scheme does not allow the shadows to be
reused after the shared secret 1s recovered. In succession,
Pinch ™ proposed a modified version of Cachin’s scheme.
Pinch’s scheme allows an arbitrary number of shared
secrets to be recovered where each participant only holds

one shadow. However, in Pinch’s scheme, the agents of
the qualified subset have to cooperate to recover the
shared secret 1n a specific order for the sake of security.
In Cachin’s and Pinch’s schemes, the dealer has to store
the shadow of each participant to maintain the ‘on-line’
property. This makes the dealer record a too heavy load
of secret data.["™'

This study propose a new computationally secure
on-line secret sharing scheme with general access
structures. Present scheme allows the agents to share
many secrets although each one of them only holds one
secret key. In present scheme, the agents may be
dynamically added or deleted without having to
redistribute new shadows secretly to the older agents.
The dealer can also share new secrets among the agents
at any them without changing or redistributing new
shadows secretly. Additionally, present scheme also
provides the capability to detect and identify of cheaters.
Altogether, the scheme we shall propose here overcomes
the drawbacks of the previous schemes and provides
great capabilities for many applications.

We know that Ayanoglu et al" designed a special
type of lmear block codes in the error control coding
theory. Deng et al™ used the (2(m+n)-1, m+n) systematic
block codes, where n is the number of agents and m is the
mumber of secrets to be distributed. This study, we
propose an efficient generalized secrets sharing scheme
by using the (2m+1, m+1) systematic block codes where
m is the number of secrets to be distributed in the number
of n agents.
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THE SYSTEMATIC BLOCK CODES

A G (NK), where N is the length and K is the
dimension. D = (d, d,. ..., d)" to be a vector of K
information symbols, where d; are in GF(2%). V=GD=(v v,
..., V) 18 the comresponding code word. A systematic
block code is a linear block code where the first K
elements are 1dentical to the information symbols (d,, d,,
..., dg) and the last N-K elements denoted as (c,, ¢, ...,
Cug) are parity symbols."! Ayanoglu et al™ designed a
systematic block code generator matrix G(N, K) =[1 : P]
where [ 15 the KxK identity matrix and P is a GF(2™) matrix
n GF(2") where N=2(p+n)-t, K=p+tn, p the number of
secrets, n 18 the number of agents and t is the
threshold value for these secrets!'”. The generator
matrix G (2 (p+n) -t, ptn) as follows:

@

I
G(2(p +n)-t,p+n) = [M

D=(d,, d,, ..., du)' 13 a vectar of ptn unknown
symbols which consist of secrets and pseudo shadows of
agents, where V=GD=(d,,d,, ..., dyup €1 .0 ... .Cpun),

P”g(rl)(rl)d

=1

¢ = » where 1<i<p+n-t )

Mobile agents keep (d,, d,. ..., d,.,) secret but public
values (¢;, ¢;, ..., Cpyo there are ptn-t linear equations
with ptn unknown symbols. We given these pt+n-t
equations, these unknown symbols can not be uniquely

determined since p+n-t < pt+n. '

THE PROPOSED GENERALIZED MOBILE
AGENTS SECRETS SHARING METHOD

Our generalized mobile agents secrets sharing
method can apply in single secret. Our secret sharing
method contains four phases: the initialization phase,
the construction phase, the recovery phase and the
reconstruction/renew phase. We assume that there are n

agents, pi, Pas --.» P using secret key K, to recover a
sharing a secret M, within the access structure
=3y

Initialization phase: The orignal signer must prepare the
following parameters:

Two large primes p and g and their product N=p*q,
where N 13 strong enough to combat a factoring
attack and T.=lem((p-1),(q-1)).

An element g which 1s a primitive root over both
GF(p) and GF{qg).

A large prime Q, which 1s larger than N.

The identify number of participant p; is TD,.
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Then the dealer publishes (N, g, Q) and all (TD,, y,) as
the public keys and he keep (p, q) as the secret keys. Each
participant p; has a key pair (x, y,) where x 1s a secret key
chosen by the participant p, and the public key y, =g® mod
N.

Construction phase: In this phase, the dealer computes
and publishes some mformation for each qualified subset
inaccess structure [ ={Y,,¥,.....7,} . The dealer does not
need to distribute any information to any participant
secretly. The dealer only needs to publish some
information on the public bulletinn The agents of any
qualified subset y, can cooperate for the secret key K to
get the share secret M, by using these information and
some values generated from their shadows in the recovery
phase to recover share secret M,. The dealer generates
the public information as follows.

Randomly selects an integer 3, from the mterval [2,n]
for the secret key K, to recover a sharing secret M,
such that S, is relatively prime to (p-1) and (g-1).
Compute P,=g” mod N.

Generate an integer h, such that S;*h,=1 mod L.
Publish P, and b, for the secret key K, for recovery
share secret M, on the public bulletin.

For each qualified subset y; = {p;.p;... pujof I'. The
dealer computes T, the public mformation, as
follows:

Compute

H, = K, ® (y% modN)® (¥ modN) @ ... @ (¥ modN)

Use t+ 1 points:
(0.H),(ID,, ¥ %(ID,,, ¥ 3 )....(ID,,.¥}")

and Lagrange mterpolation[l1] to construct a t-degree
polynomial £(X):

~ID;) Jmod
1™ @

ik j

(X

i
£,(3) = T, [y} modN)(X/T Dy )11 D
k=L

Where t 1s the number of the agents in qualified
subset.

Compute and publish T;=£(1) cn the public bulletin.
The G 1s the generator matrix for systematic block
codes (2*1+1,1+1).

The dealer prepares
D =M, Ky).

the information vector

We computes V=GD=M,, K,, ¢,) and Finally, the
system publishes public values (P,, ¢,) n an authenticated
518 where ¢, can be represented as ¢, = M+ K,
We know that the generator matrix G can be pre-computed

manner
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and the generator matrix with lager dimension can be
easily constructed by extending from a generator matrix
with smaller dimension. All the public values for secret M,
are listedas M, : (P, h,, N, T, T,. ... T, ¢}

Secret reconstruction phase: When members want to
recover the secret M, there must be in the access
structure I'={y,.v,.....7,+ . Within the qualified subset y;
= i P . Puyof T' for each p;. he computes his
shadow (P,)*. The agents of the minimal qualified subset
cooperates to recover the shared secret K.

Each participant gets (P, h,, N, T, T,, ..
the public bulletin.

Each participant p,;, computes and provides 5";where
x; 1s the secret key of p;.

Any body can verify S°, provided by p,, if ", mod
N=y;then S’ 1s true; otherwise, 57 1s false and may
be a cheater. The y; is public value of participant p;.
Get T, from the public bulletin and use r+1 points (1,
T, (1D, 870 (D, 8%, ..., D, 5%, and use
Lagrange mterpolation to reconstruct the t-degree
polynomial £{X):

.. T, ¢) from

X-D).
D IDk]mO QM

ik i

t
£, = 4 [8], (X - /D, - D[]~
k=L
Compute H=£(0)s
Recover the secretkey K, He 3@ 8, e...0 5,
The equations ¢, = M+ K;. We know ¢, and K, then
the share secret M, can be umquely determined.

Multiple share secrets for generalized access structure:
Now we considered the case there are multiple
secrets to be shared within generalized access structure

Public value broadcasting phase: We assume that there
are m share secrets (M, M,, ..., M, ) the system executes
the following jobs.

The dealer generates the public information as
follows.

Randomly selects an mteger 3; from the mterval[2, N]
for the secret key K| to recover m sharing secrets (M,
M., ..., M,) such that 3, is relatively prime to (p-1)
and (g-1).

Compute P=g” moed N.

Generate an integer h, such that S*h=1 mod L.
Publish P; and h; for the secret key K, for recovery
share secrets (M,, M,, ..., M, ) on the public bulletin.
For each qualified subset Y= {pji, pizs-....pifof T. The
dealer computes T=f(1) the public informaticn, as
follows:
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Compute
H =K ® (yii mod N) & (yf‘2 modN) D ... & (yii modN)

» Uset+1 points: (0, H), D,y ). D,y% ...,
(ID,.¥"; ) and Lagrange interpolation™ to construct
a t-degree polynomial £(3):

(X - IDjk)

Jmo
ID D

ik

dQ

iL

. t

f (X) =21 [(¥] modN)(X/ID )E

k=L

Where 1 is the number of the agents in qualified subset.

Compute and publish T;=£(1) cn the public bulletin.
Prepare the generator matrix G(2m+1, m+1) which can
be pre-computed.

The dealer prepares the nformation vector D = (M,

M, ..., M K).

We computes V=GD=M,, M,, ..., M, K, ¢;, ¢, ..., Co),
where ¢, can be represented as follows.

¢, =Tr,g"" M, + K, , wherel= j<m 5
Publish(P, b, N, T, T,....., T, ¢, ¢;, ..., ¢) all the public

values are in an authenticated manner.

Secret reconstruction phase: When members want to
recover the share secret list (M, M,, ..., M, ). there must
be a co-operation among access structure.

The agents of any qualified subset, y,
cooperate to get secret key K, to recover the share
secret (M, M,, ..., M) by providing the information
generate from thewr shadows and getting the public
information on the bulletin. Note that agents do not need
to provide their secret key directly. He only provides
information generated from his secret key. Nobody can
trace the real secret key of each participant with this
provided information. At the same time, in the phase, on
can also check whether the information that was provided
by each participant 1s true or not. Now we show how each
minimal qualified subset y, = {p;;, p;; .pj of I', the
agents of the minimal qualified subset cooperate for the
secret key K to recover the share secret list (M,, M,,

Each participant gets (P, h, N) from the public
bulletin.

Each participant p;, computes and provides 87, =P
mod N where x;, is the secret key of p;;.

Any body can verify 3"provided by p,, if S;f“ mod
N =y, then Sj is true; otherwise, Sj is false and

i

can

b4
01

may be a cheater.
Get T, from the public bulletin and use r+1 points
(1, T). (ID,,, 8° ;) (ID;, 875, ..., (D, $*;) and use
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Lagrange interpolation to reconstruct the t degree
polynomial £{X):

(X_ IDjk)
ID., —ID

L

(X)) =218, (X-DJ/ID,, - DQ JmodQ
k=L

ik

Compute H=£(0)

Recover the secretkey K,_.H'e 5" & S’ 8.9 8",
For each qualified subset y, = {p,, py.
that the secret key K, for recovery share secrets (M,
M, ... M.

¢ = Z,}f:“(g(J'l)(L'l)MJ +K,,wherel<j<m

For each p,, he computes his shadow (P,)* and then
contributes this shadow to the qualified subset. Now the
number of missing symbols is 1, which is the secret key
K,. So the share secret list (M,, M,, ..., M) can be

uniquely determined.

Reconstruction/renew phase: There are many practical
applications in situations where the access structure and
the agents, or even the shared secret itself, have to be
changed, for example, when agents quit or new agents
join the group. In this phase, the shadow of each
participant in the proposed scheme can be reused when
the group dynamically absorbs or disenrolls agents m real
time system. These capabilities are gained by publishing
additional information on the public bulletin. We shall
show how the proposed these
objectives 1n the following.

The generalized access structure T=1{Y,,¥2» 7V, § 1s
easily changeable.
Case 1: adding a new qualified subset{y ..}

scheme achieves

If the new qualified subset contains an
old minimal qualified subset 1in the  access
structire T ={Y,,¥,....Y, ¢ The dealer should perform

the construction phase to publish information T, ,=f,,(1)
for the new qualified subset on the public bulletin.

The dealer publish (P, b, N, T, T,....., T, T, ¢, . ¢,

.., ¢, all the public values are in an authenticated
manner.
Case 2: canceling qualified subsets {y,}

Suppose we have to cancel the qualifications of some
qualified subsets. If the new qualified subset in the access
structure T={v,,7,»..7.} . For the sake of security, the
secret key should be renewed. In this case, the dealer
performs the construction phase to alter the mformation
corresponding to the renewed shared secret on the public
bulletin for the reset of the qualified subsets. In this way,
the public information of each canceled qualified subset
can be removed from the public bulletin
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The dealer publish (P°, W, N, T",, Ty,.... T" 0, T7oph €
. Gy .oy Cy) all the public values are in an authenticated
manner. For the sake of security, the P’, and h’; should be
renewed.

Cheaters can be detected and identified easily

Each participant gets (P, h, N) from the public
bulletin. The participant p;, computes and provides 5°; =
P, mod N where x; is the secret key of p,.. Any body can
verify S provided by p;. if S, then S’ is true;
otherwise, S°; is false and may be a cheater. Because y;
1s the public key well known by all of the group members.

The agents are easily changeable n generalized
access structure
Case 1: Add new agents, Pris Pues -+ » Prr

When add new agents, Py, Prss - » Pre JoI0 the group
in generalized access structure. Let T =1{¥.¥:.- 7.} be
the set of the new minimal qualified subsets, which are
included in the access structure. Each ne\w participant p
1 randomly selects an mteger x ;; from the nterval[2,N] as
his x,; secretly and provides y,;=g"" mod N as well as his
identity number TD ; to the dealer in the initialization
phase. Then the dealer performs the construction phase
to publish mformation for each new mimmal qualified
subset. Note that the older agents do not alter their
shadows in this case.

The dealer publish N. T,
all the public values are m an authenticated manner. For
the sake of security, the  P,h{,T.T,....T.  should be

12 Tl® 2Rttt Tr
renewed.

(PN N TL T, .

13
T.¢.C;u. 00, )

Case 2: Agents Py, Pugs -- - » Puv disenrolled

When agents py;, Pys - » Puv disenrolled. That some
corresponding minimal qualified subsets should be
deleted from the a ccess structure. Let T ={y,,v,....Y.}
be the set of the new mimmal qualified subsets, which are
included in the access structure. The secret key should be
renewed for security consideration. The dealer performs
the construction phase to publish some information of the
renewed shared secret on the public bulletin for each
qualified subset in the alternative access structure. At the
same time, the rest of the authorized qualified agents still
hold the old shadows.

The dealer publish (P°, h" , N, T°, T",..... T" . ¢, , ¢, ,
..» ¢y all the public values are in an authenticated
manner. For the sake of security, the P, b, T", T',...., T7,
should be renewed.

The generalized secrets share scheme 13 easily
changeable
Case 1: Change secret key K,
When the security department find something wrong or
maybe have intruder or plotter. The dealer need to change
the secret key K.
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After restructure the qualified subsets, which are
included in the access structure.
After adjust agents in the qualified subsets.

The dealer publish (P’, W, N, T",, T",,..., T". ¢, , ¢,
. ...» ©'y) all the public values are in an authenticated
marmner. For the sake of security, the P*, b, T7,, T7,,..., T,
should be renewed.

Case 2: Change the share secret list (M,, M, ...
M-, My)

The dealer performs the construction phase to add
some information of the new shared secret (M., ..., M_..)
on the public bulletin.

The dealer publish (P, h, N, T,, T,,..., T, ¢’ , ¢, ...

o’

. M,

s € ey all the public values are mn an
authenticated manmner.

2

Cm:

mtl s

DISCUSSION

The proposed scheme is based on some secure
properties of the RSA cryptosystem™? and Shamir’s
(t, n) threshold scheme . Obeying the kernel spirit of
the (t, n) threshold scheme we shall discuss the security
analysis of the scheme we propose. The property we
would like to mention is that each participant selects his
secret key by himself in present scheme. The dealer does
not need to distribute the shadows to the agents each.
Each participant p, only provides a piece of corresponding
public information to the dealer in the initialization phase.
Not only the other agents but also the dealer is unable to
derive the secret key of the participant p, unless he can
break the decryption fimction of the RSA cryptosystem.
With this property, the security damage caused by
distributing shadows 1s eliminated. The proposed scheme
does not need a secure charmel to distribute shadows.

Attack 1: The intruder use publish data (P, h, N, T,,
T,...T,c,,c,, ..., ¢ )and the unqualified subset of
agents to acquire the share message list (M, M,, ..., M)

Analysis the attack: Given the public values (P, h, N, T,,
T,...T.c .¢....,c,)I0

£(X) =% [S, (X-1AID, - 1)ﬁ

=)
k=L

(X-1D,)

mod
ID, -1ID I <

jk

and ¢, =Zi,g"" M + K, ,wherel< j<m

we can see that the number of unknown symbols is larger
than the numbers of linear equations. Obeying the kernel
spirit of the (t, n) threshold scheme, the security analysis
of the scheme match present requirement. So, an

865

adversary has no way to derive the secrets. The proposed
scheme is based on some secure properties of Shamir’s
(t, n)-threshold scheme.

The fact that the unqualified subset of agents cannot
cooperate to recover the secret key K, is the basic
requirement of a secret sharing scheme. Our scheme, any
unqualified subset of wanting to get the
secret key K, to get the share secrets (M,, M, ..., M)
have to face the difference value belowH, = K'e ( Y*; mod
Ny (Y, mod N)e...® Y mod N).

The unqualified subset may mntend to derwve its
difference value from the difference values of qualified
subsets. Due to the fact that one can reconstruct the
polynomial £(X), only when he can collect r + 1 points (X,
Y,) which satisify Y=L(X)!'", it is difficult for any
unqualified subset without r pomts (ID,,.P™) to get the
difference value of any qualified subset v, as they hold t-1
or fewer points to break Shamir’s(t, n)-threshold
scheme!'”. The difference value can be retrieved only by
the cooperation of the agents of the corresponding
qualified subset. So, any unqualified subset cannot
derive a correct difference value to get the secret key K.
In other words, they cannot recover the share secrets

(Mla MZ: LR Mm)

Attack 2: The intruder use publish data (P, h, N, T,
Ty....T. ¢ ,¢,, ..., ¢, and y, to acquire the secret key of
participant p,

Analysis the attack: Present scheme will not disclose
participant p, secret key x even after multiple secret
reconstruction. The intruder has S'=p®, S =p ...,
§*=p*, Tt is hard to find x; from S because this is a
discrete logarithm problem.

Theorem 1: Let the participant p, provide ;. If S*; mod
N=P" then S is true; otherwise S, is false and may be a
cheater

Proof: The dealer generates h, such that 3*h=1 mod L in
the construction phase. We know that the equation S
mod N= P; can be rewritten as

Sﬁ* mod N=(F* ) modN=(g®") mod N = (g bmedLy%
modN = (g )* mod N = P,;S;

if 8% is true, this equation must held. It is clear that
anyone can check whether the participant p; provides the
true value or not.

The proposed scheme requires a public bulletin for
the dealer to publish information. All agents can access
the information and yet the mntegrity and the authenticity
of such mformation are still assured. It is common sense
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that such a public bulletin is necessary for all existing
secrets sharing schemes nowadays and it contains at
least the access structure and the number of agents’™. By
using the public bulletin sufficiently i the proposed
scheme there can be no communications between the
dealer and each participant, which is necessary for most
secret sharing schemes.

CONCLUSIONS

In this study we propose an efficient generalized
secrets sharing scheme mn distributed systems for real time
applications. The proposed scheme can on-line dynamic
change access structure provides many functions for
practical on flexible workflow technology driving the
networked economy applications. Only the qualified
subset of agents can get the share secrets that suit for e-
commerce distributed systems. Tt is a computational
secure secret sharing scheme with general access
structures. In this study, based on systematic block codes
that prepare the generator matrix G(2m+1, m+1) which can
be pre-computed and suit for VLS design in hardware
using 1n real time system, we have proposed a secure
dynamic change access structure n secrets sharing
scheme. The security of the proposed scheme is the same
as the decryption function of the RSA cryptosystem and
Shamir’s (r,n)-threshold scheme.

Inspired by Ayanoglu et al’s work, Deng et all™
proposed an efficient broadcasting scheme by using the
(2(m+n)-1, m+n) systematic block codes, where n is the
number of agents and m 1s the number of secrets to be
distributed. In this paper, we propose an efficient
generalized secrets sharing scheme by using the (2m+1,
m+1) systematic block codes where m 18 the number of
secrets to be distributed in the number of n agents. Deng
et al’s! size G(2(m+n)-1, m+n) but also our scheme can
on-line dynamic change in access structure than their is
static for real time applications.

Enterprise information systems using workflow
technology will play an increasingly critical role in
providing a competitive edge to organizations in the
networked economy for real time applications. They like
all agents using generalized secrets sharing scheme in
reality, the deadline of the contract, product brokering,
merchant brokering, negotiation the purchase and the
price of electronic funds transaction. We can increase
efficient and security on the process of e-market
mformation system. The proposed scheme has the
following properties:

*  The secret key of each participant or agent need not
change when agents or agents are joining or quitting,
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10.

11.

12.

with the shared secret ready to be renewed and the
access structure ready to be altered dynamically.
Each participant or agent 13 able to check whether
another participant or agent provides the true
nformation or not in the recovery phase.

The dealer shares new secrets or renews shared
secrets among these n agents or agents without
collecting their shadows.

No secret communication exists between the dealer
and the agents or agents.
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