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Abstract: Tn a digital image watermarking system, information carrying watermark is embedded in an image. The

most important requirement of watermarking system is the quality of watermarked image. Tn most applications,
the watermarking algorithm must embed the watermark such that thus does not affect the quality of the
underlying host data. Although many watermarking techniques have been proposed by various researchers,
the specific requirements of each watermarking technique vary with the used application. One of the most
famous techniques inserts the watermark in the underused Least Significant Bits of the image (L.SB). The aim
of this study 1s to improve LSB technique to give better image quality of watermarked images by moving the
watermarked pixel to be very close to the original pixel. So in case the lndden bit 15 not the same as the original
bit, the best watermarked image quality will be obtained by moving the pixel to be located in the edge of ranges

towards the original pixel.
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INTRODUCTION

Nowadays, digital watermarking has become a
significant topic of computer science due to the
mcreasing popularity of the Internet and the essential
need of data security (Chang et al, 2004). Digital
watermarking technique is a solution to the copyright
protection problem of digital media. In addition to
copyright protection, digital watermark has various other
applications, such as: Fingerprinting, data hiding,
authentication and integrity verification, ownership
assertion, content labelling, usage control and many other
applications. Image watermarking can be classified as
visible or mvisible. A wvisible watermarking typically
contains a visual message or a company logo indicating
ownership of the image. An invisible watermarked image
1s visually very similar but not necessarily identical to the
original unmarked image. Visible watermarking has been
dealt with by many researchers, e.g., (Braudaway et al.,
1996, Berghel, 1997, Yeung et al, 1997). Invisible
watermarking has received also a good attention, e.g.
(Bender et al, 1996, Caronm, 1995). The invisible
watermark's existence which i1s gomng to be used here
should be determined only through a watermark extraction
or detection algorithm (Yang, 2003).

Quality of watermarked image: In most applications, the
watermarking algorithm must embed the watermark so that
1t does not affect the quality of the underlying host data.
The watermarlk is truly imperceptible if humans cannot
distinguish the host data from the watermarked data.

However, since users of watermarked data normally do
not have access to the host data, they cannot perform this
comparison. Therefore, it is sufficient that the
modifications in the watermarked data go wmnoticed as
long as the data are not compared with the original data
(Karmal, 2003; Shelby, 2000). Perceptual coders mimmize
the error perceived by the Human Visual System (HVS).
This was mtroduced since it was found that working with
the Peak Signal to Noise Ratio (PSNR) criterion and the
Mean Square Error (MSE) criteria were inadequate in
reducing  perceived introduced by
compression (Shelby, 2000). The mean squared error MSE
1s as shown m Eq. 1, which 1s the averaged term-by-term
squared difference between the input signal (the original
image, P) and the output signal (the watermarked image,

distortions

P"). The signal to noise ratio 1s as shown in Eq. 2, which
represents the size of the error relative to the input signal.

MSN= - 3(F P ) M
N
10,
—=h 2
SNR = NL @
MSN

Signal to noise ratio 1s in decibels units as given by
Eq 3.

SNR (db) = 10log,, SNR (3)
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The Peak Signal to Noize Ratio (PSNR]) is given by
Eq. 4, where P, is the peak value of the input signal
(usually 255 for 8 bit grey scale images) (Joachim ef al.,
2000; Stefan ef al., 2002). PSNR has been uzed to evaluate
the quality of watermarked image after embedding the
logo. Thereisno standard value for PSNR but the larger
the PSNR give the better the image quality, some research
consider undetected image if the PSNR is greater than 30
(Wu, 2004; Bennour ef @l., 2007) while some others asked
for 34 db (Cheung, 2000; Eggers f al., 2000) and others
asked for 38 db for undetected images (Hosinger and
Rabbani, 2000; Sun ef al., 2006).

WATERMARKING TECHNIQUES

In general, watermark can be embedded in spatial
domain or transform domain of an image. In the spatial
domain approach, the pixel value of an image i ¢ modified
to embed watermark information. The spatial techni ques
insert the watermark in the underused least significant bits
of the image. This allows a watermark to be insertedin an
image without affecting the value of the image (Zeki 27 al.,
2005; Chen, 1999). The simplest example of a spatial
domain watermarking techniques to insert data into digital
signals in noise-free environments is Least Significant Bit

nd bit-piane

Sth bit-plane th bit-plane

(LSB) coding. For penefrating an image, the grey-scale of
each pixel is decomposed into its 8 different bits. The
plane formed by the same bit of each pixel in a grey-scale
image is called a bit-plane. Figure 1 shows the host image
in grey scale level and Fig. 2 shows the eight
corresponding bit-planes of Fig. 1. The 1st bit-plane in
top left image shows the Most Significant Bits (MSB)
while the 8th bit-plane in the buiton right image shows
the Least Significant Bits (LSB). Observing these bit-
planes, we can see that some areas in the sixth, seventh
and eighth least significant bit planes are bestrewn
with noise.

An improvement on basic LSB substitution would be
to use a pzeudo-random number generator to determine
the pixels to be used for embedding, based on a given
key. Security of the watermark would be improved as the

Tth bit-plane Ath bit-plane

Fig. 2: Eight bit-planes from most significant to least zignificant bits
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Fig. 3: Eight bit-plane from MSB to LSB

watermark could no longer be easily viewed by
mtermediate parties. Schyndel ef al. (1994) proposed a
method based on bit plane manipulation of the Least
Significant Bit (LSB) which offers easy and rapid
decoding. Macq and Quisquater (1995) inserts the
watermark 1nto LSB only around image contours. Caronmni
(1995) Iudes small geometric patterns called tags in
regions where the tags would be least visible, such as the
very bright, very dark or texture regions. Bender et al
(1996) chooses random pairs of image points and
mcreases the brightness of one and decreases that of the
other. Nikolaidis and Pitas (1996) adds a small positive
mumber to random locations as specified by the binary
watermark pattern and uses statistical hypothesis testing
to detect the presence of watermark. Voyatzis and Pitas
(1996) uses dynamic systems to generate chaotic orbits
which are dense in the spatial domain and hide the
watermark at the seemingly chaotic locations.

MATERIALS AND METHODS

In this study we improved the direct embedding
method (LSB techmique) to give better image quality of
watermarked image. In grey-scale images which contain 8
bits per pixel, the direct embedding method can be applied
mn any of these 8 bit planes or may be in more than one
plane. While embedding watermark within the 8th bit-
plane (Least significant bits) gives best image quality,
embedding within the 1st bit-plane (Most significant bits)
gives worst image quality. The quality of watermarked
image will be improved by embedding when starting from
1st bit-plane to 8th bit-plane (Manef ez al., 2006).

In this study one bit-plane only has been selecting to
host the watermark, that means the capacity of watermark
embedding 1s 1/8 (12.5% from the original image). The
value of each bit of 8 bit-plane can be presented by 27,
where n is order of the plane starting from 0 to 7 as shown
inFig. 3. 1e: 2"+ 2'+ 27+ 2° 4+ 2° + 2° + 20+ 27 =255  The
maximum value that can fit n 8 bits 15 255 and mimmum
value is 0. Any modification to 8th bit-plane will change
the pixel value by £1, while in the 7th bit-plane it will be
changed by £2, the 6th bit-plane by +4, the 5th bit-plane
by £8, the 4th bit-plane by £16, the 3rd bit-plane by +32,

Lenght of range

12864 32 16 8 4 2 1
Bit-plane 1|23 | 4]s5]|s| 7|8
Numberofrange 2 4 8 16 32 64 128 256

Fig. 4: Eight bit-planes with the number and the
length of ranges

the 2nd bit-plane by +64 and the 1st bit-plane by +128. As
a result if the changed value 13 small (such as 8th bite-
plane) the quality of the image will be good. While a big
changed value (such as 1st bit-plane) causes the image
quality to be highly distorted.

After selecting one plane from the 8 bit-planes for
hosting the data, the embedding process will be done by
inserting the bits of watermark object within the selected
bit-plane of the cover image. In order to improve the
quality of watermarked mmage, the other 7 bits will be
changed to be very close to the original pixel, that means
no changing to the other 7 bits if the hidden bit is the
same as the origimal bit (embedding 1 if the original value
was 1, or embedding 0 1if the original value was 0). But if
the original value is not the same as the embedded one,
the nearest pixel to the original will be chosen as a
watermarked and this 13 done by finding a range of the
selected bit-plane, the length of the range (L) 1s 2" and the
number of ranges (N) are 256/1.. We can notice that in
each range the bit changes between O and 1.

The number of ranges for the 1st bit-plane are 2
only as follows (0:127) and (128:255). In other words, the
bit in the first range is 0, while the bit in the second range
15 1 and the length of each range of the first bit-plane 1s
128. For the second bit-plane there are four range as
follows: (0:63) (64:127) (128:191) (192:255) and the length
of the ranges is 64 and so on, as shown in Fig. 4.

In the next step of the proposed method, each
range will be divided into 2 equal groups. If the original
bit 15 same as the watermark bit, the pixel will not be
changed. While if the original bit differs from the
watermark bit and the original pixel was in the right group,
the watermarked pixel will be the mimmum of the next
range. Whereas in case the original pixel 13 in the left
group, the watermarked pixel will be the maximum of the
previous range as shown in Fig. 5. The proposed method
can be presented by few steps as following:

. Selecting one bit-plane from 0 to 8.

. Finding the length of the range of the selected bit-
plane by L = 2° (n for 1st bit-plane 1s 7 while for
8th bit-plane 1s 0)
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‘Watermarked pixel by
LSB/direct embedding
method

Fig. 5: Proposed method for best watermarked image quality

Example

images
Original image (1st pixel)

(1090010) binary code of 162

Assume that the original pixel is 162 and the third big-plant has been selected for embedding the binary code of
162 i= 10100010. Assumed that 0 bit from watermarked object will be embedded within the thied bit of the cover

(0:31) (32:63) (64:95) (96:127) (128:195) (160:191) (192:223) (224:255)

The lengh of the range Lis 2° = 32
The number of range are 256/L=8

p Dircct embedding (LSB method)

The watermarked pixel is 10000010 = 130

Motice that the difference between original and watermarked pixel is
|162-130 | = 32 and this value is enough to destroy the image quality

Selected bit-plane (3rd)®> finding the ranges of 3rd bit-plane
Embedding process
The proposed method
Logo image {1st bit)

The proposed method is 1o select the maximmun value of the previous range
which is 159 because the original pixel is in the left group of the range

invisible and does not destroy the image quality

Notice that the difference between original and watermarked pixel is 162-195 = 3 and this value ghall be

Fig. 6: The details of embedding example by the proposed method

+ Arranging table of the ranges for the selected bit-
plane (and the number of ranges (N) are 256/1.).

» Ifthe original bit 1s same as the watermark bit, the pixel
will not be changed.

¢ While if the original bit is different than the watermark
bit, the other 7 bits will be changed to be very close to
the original pixel by the following:

¢ FEach range will be divided into two equal groups: If
the original pixel is in the left group, the watermarked
pixel will be the maximum of the previous range.

¢+ While if the original pixel is in the right group, the
watermarked pixel will be the minimum of the next
range.

¢ TIf the original pixel is in the first range (no matter if it
is in the left or right group), the watermarked pixel will
be the minimum of the next range.

¢ Tfthe original pixel is in the last range (no matter if it is
in the left or right group), the watermarked pixel will be
the maximum of the previous range.

Figure 6 shows the details of embedding example by
the proposed method.

Fig. 7. Grey scale logo with 90=90 pixels
RESULTS

The logo of University Technology Malaysia which
1s mn grey scale level image and 1s shown in Fig. 7 contains
90x90 pixels and will be embedded within the host grey
scale level images which they are shown in Fig. 8 and
containing 256x256 pixels.

The watermark logo has been embedded within all bit-
planes of the host images starting from 1st bit-plane (the
most significant bits-MSB) through to 8th bit-plane (the
last sigmficant bits-LSB). Figure 9 shows the watermarked
images after embedding the watermark within all bit-planes
by the proposed method and the direct embedding
method (L.SB technique) for the 3 images.
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Fig. 8: Grey scale host images with 256x256 pixels
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Fig. 9: The watermarked images and PSNR value of the proposed method and LSB method for different bit-planes
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Fig. 10: PSNR value of the proposed method and L.SB method for different bit-planes

Table 1: The PSNR value of the proposed method and L3B method for all

bit-planes
Image 1 Image 2 Image 3

Bit-  Proposed LSB Proposed 1SB Proposed  LSB

planes method method  method method  method method
1 260280 183721 286401 185807 264771 18.5810
2 334937 241894 357981  24.6016 34.7665 24.6105
3 407375 303686 412107 30.6495 410660 30.6169
4 46,7111 367304 467148  36.6602 465932 36.6491
5 51.9437 42.6917 51.9605  42.6702  51.9931 426723
6 56.7520 486912 56.7761 48.7020  56.7523  48.6989
7 60.7245 547109 60.7083 546877 60.7192 547090
8 60.7473  60.7511 60.7278  60.7278  60.7398  60.7398

The peak signal to noise ratio PSNR has been
calculated for each embedding and shown in Table 1. The
results of each image have been illustrated in one
paragraph in order to compare the proposed method with
the LSB method as shown in Fig. 10.

From the above results, we can notice that for 8th bit-
plane (least significant bits) the quality has not been
mnproved nor affected by using this method because the
length of the range is 1 so the watermarked pixel has no
other choice to move in the range and this value is already
considered the nearest value to the original pixel value.
While for the other bit-ranges the quality of watermarked
images has been improved, for example mn the 7th bit-plane
by direct embedding/T.SB method the difference between
the original pixel and the watermarked pixel is £2 while by
using proposed method 1s +1. That 13 why the PSNR value
for the 7th bit-plane using the proposed method 1s almost
equal to the 8th bit-plane’s value.

CONCLUSION

In general, watermark can be embedded in spatial
domain or transform domain of an image. In the spatial
domain approach, the pixel value of an image 13 modified
to embed watermark information. In this study, a grey
scale logo has been embedded within host grey scale
mmage by proposing a method that improves direct
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embedding/.SB method. The Peak Signal to Noise Ratio
(PSNR) has been used to evaluate the quality of
watermarked image. The results show that the quality of
watermarked images has been improved by using the
proposed method for all bit-planes except the 8th bit-
plane. As a future work, more than one watermarked
object need to be embedded, the robustness of the
proposed techmque has to be tested and finding best bit-
plane for embedded watermarl.
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