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Abstract: We can witness elections and voting in today’s life. According to a large increase of activities on
internet, the elections and voting behavior would be on internet called with electronic voting. The cost problem
that occurs 1n traditional election can be solved by electronic voting. Some problems like completeness,
uncoercibility, non-cheating problems have still existed mn electronic voting. In the present research, a proposed
electronic voting would be presented to solve the mentioned problems and also the properties of electronic
voting would be discussed. In addition, this research examines how to solve the mentioned problems.
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INTRODUCTION

However, voting 1s the main element at democratic
soclety, there are many problems in traditional voting
such as voting by paper or signature voting. Tn many
countries, voting during elections costs social resources
and the social cost 1s too much. According to this, it can
clearly witness that it should bring about change in
traditional voting method.

However, electronic voting schemes have been in
development for about 20 years (Coleman, 2002), they can
solve many drawbacks of traditional voting but some
problems  still cannot be eradicated such as the
completeness problem (Juang and Tei, 1996), the
uncoercibility problem (Juang and Lei, 1996; Riera and
Borrell, 1998) and the non-cheating problem (Lin, 1997).
Nowadays, information technology has made great
progress under the efforts of the previous studies n
related areas, caused to overcome the mentioned
problems. Therefore, the present research aims to present
a new electronic voting scheme to resolve these problems
and more properties. Table 1 displays a complete view of
the electromc voting properties. In the present research,
a complete view of the electromic voting properties
has been displayed. In this study, the previous works,
related theories and techniques and new electronic voting
scheme as well as security analysis have been displayed.

The complete view of electronic voting properties: The
main purpose of the electronic voting scheme is to enable
voting over the intermet and achieve the minimum limits at
the same time.

Main problems of electronic voting
Completeness problem: The definition of completeness
(in some research this 1s called “‘collision-free™)

mentioned earlier is “an eligible voter is always accepted
by the administrator”. In earlier research, some systems
(Boyd, 1988; Chaum, 1988; Nurmi ef af., 1991) did not
achieve completeness. Boyd (1988) surveyed the problem
of fake ballots and pointed out two situations that cause
fake ballots. One is that of eligible voters voting twice; the
other 13 when illegitimate voters forge ballots. A forger
may try to generate the authority’s private key or
duplicate ballots in order to distuwrb an election. His
scheme cannot achieve completeness because as the
random numbers were generated m a distributed
enviromment, voters may collide with each other.

Some electronic voting schemes (Coleman, 2002;
Demillo et al, 1982; DTLR News Release, 2002,
Fujioka et al., 1992; Nurmi e al., 1991; Pfleeger, 1989) were
not suitable for large-scale elections. Because these
schemes used global computation, it would involve
huge data and high communication costs. Furthermore,
elections would be disrupted when somebody’s vote
failed in these schemes. Voters pick up theiwr aliases by
ANDOS by Nurmi et al. (1991). The aliases are unique,
thus enabling the authority to identify voters by their
aliases but the authority cannot know the voters’ real
identity. Voters got hashed numbers and used the hash
function to compute their aliases and intention in the
voting phase and voters sent these hashed numbers and
aliases to the authority. Although, Nurmi ef af. (1991)
assumed that the hash function was collision-free, this
scheme can still stop an election by someone’s failure to
vote. Our scheme extends Juang and Lei (1996)’s method
in order to achieve completeness 1 an electromic voting
scheme of which there will be more discussion in the
section on “theory to achieve completeness”.

Uncoercibility problem: Most electronic voting schemes
achieved verifiability, their voters got voting receipts from
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Table 1: A general view of electronic voting properties

Property Definition
Completeness An eligible voter is always accepted by the administrator
Uncoercibility A voter could not prove to a coercer how he has voted. As aresult, verifiable votebuying is imp ossible

Only a voter can decide his intention
Non-cheating

Vaters can accuse the authority of cheating without revealing ballots to others

To prevent the authority from being denounced by malicious voters

Robustness Dishonest voters, other participants or outsiders cannot disturb or disrupt an election
No one (including authorities) can interfere with a voter’s intention through the voter’s private data that were stolen
The processes of receiving ballots and voting for every voter are independent so that, malicious voters cannot disturb the election by
stopping the voting process

Uniqueness Every voter votes exactly 1 time

Verifiability Voters can check if their ballots have been correctly counted

Faimess Mo one can get extra information about the tally result before the publication phase

Anonymous Neither voting authorities nor anyone else can link any ballot to the voter who has cast it

Convenience Vaters to cast their ballots quickly in one session and with minimal equipment or special skills

Efficiency The whole election should be held in a timely manner for instance, all cormputations done in a reasonable amount. of time and voters are
not required to wait for other voters to complete the process

Mobility Voters are not restricted by physical location from which they can cast their votes

General election  The intentions of voters are not just in “yes™ or

no’’, voters can choose someone from among several candidates

the authority in the voting phase. When a voter’s ballot
was not counted correctly, his voting receipt could
challenge the tally result. The voting receipts in most
cases can achieve verifiability. In earlier research, only a
few schemes tended to solve the coercion problem. Some
schemes achieved verifiability and receipt-free in some
electronic voting research (Benaloh and Tuinstra, 1994;
Torba et al., 2003; Tuang and Lei, 1997; Riera et al., 1998),
these schemes did not use voting receipts before
announcing the tally result Receipt-free had been
achieved certainly but it collided with mobility because
these schemes all had cumbersome physical requirements.

Jorba et al. (2003) proposed a trustworthy electronic
voting scheme and the scheme satisfied with many secure
properties like completeness, non-cheating, verifiability,
mobility and general election. Tt did not satisfy with the
property of uncoercibility because this scheme did not
mention how to avoid this disadvantage.

Non-cheating problem: Most of the earlier electronic
voting schemes were designed with a single authority.
The flaw of a single authority scheme 1s very potent; it
can forge a tally result that no one can discover. This is a
critical problem for the electronic voting scheme. These
schemes set up a lot of scrutimizers or scrutiny systems.
Some of them suggest that the scrutiny systems have to
be composed by people with different political
convictions in order to satisfy the assumption that the
authorities and voters cannot collude and to achieve
anonymity. Most schemes only solved the verifiability
problem to allow voters to ensure their votes being
correctly counted. When voters accuse the authorities of
cheating, no one can establish whether the blame 1s with
the authority or the voter. Moreover, when authorities
and some voters collude to forge votes, other voters
cannot provide critical evidence to prove it.

Hwang (1996) presented two electronic voting
schemes. In the first scheme, voters got their
identification numbers by passing on each other using the
tree hierarchy. In the second scheme, it needs two
opposing authorities; the certification authority and the
voting center. If they colluded with each other, the voting
content will be known.

Therefore, it could not satisty anonymity. Jan and Tai
(1997) presented an electronic voting scheme. The voting
center must give every voter an IC card with the
identification number and the authority’s signature
embedded in the IC card. Voters cannot vote without this
IC card. Because the voting center knew all the private
information about the voters, it could easily know the
voters’ choices which meant that it could not satisfy
the property of anonymity. According to the problems
m this study, we propose an
untraceable decryptor to solve the non-cheating problem.

menticned above

Theory to achieve completeness: In a distributed
environment, if the contents of the signed messages
are the same, these signed messages will be venfied as
one. Since these persons do not want to disclose their
messages and cannot prove the link between their
identification and the signatures, the blind messages may
collide with each other, then the eligible persons will be
rejected by the administrator.

The technique of partial uncoercibility: Riera et al. (1998)
presented an uncoercible and verifiable electronic
voting scheme. Their scheme used a special smart card
(called tamper-resistant smart card), it is an IC card with
memory and it can keep secret part of the mformation
even though voters are unable to get it. The scheme
imposed this characteristic and voters could take voting
receipts from smart cards after the authority published the
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tally result and then voters could only check their votes
when they received the just third party’s private key. The
purpose of this method 1s to delay the time that voters
recelve their voting receipts and to greatly decline the
effectiveness of the voting receipts even if coercers or
vote-buyers took them. Riera et al (1998) called this
method “lhidden-receipt approach™
voting scheme achieved partial uncoercibility and kept the
electronic voting scheme in mobility at the same time.

Their electronic

MATERIALS AND METHODS

The technique of the untraceable decryptor: In this study,
we present an electronic voting scheme which inveolves an
untraceable decryptor and a sunple electronic voting
protocol. An untraceable decryptor 1s a device which can
feasibly be implemented. The random input selector with
memory can store input data in a buffer and output data
are randomly selected from the buffer, hence the input
data sequence 1s not linked to the output data sequence.
The output enable condition can control what conditions
start the output of data. For instance, it can be designed
to output data when receiving n records or it can be
designed to output data at a specific time. Besides, after
setting the output enable condition, it can no longer be
modified.

The buffer can be produced using storage media with
volatility (like RAM). After the output of all data, the
buffer can be cleared out when the power 1s turned off.
When receiving an enable signal, the public key decryptor
will select a pair of parameters for itself automatically and
the private key cannot be modified because it 1s stored in
the PROM. When encrypted data are mputted, the public
key decryptor begins to decrypt them with its internal
private key. Finally, the messages will mask partial
messages (assume m bits) first and then sign and output
them as a result.

RESULTS AND DISCUSSION

Security analysis

Completeness: If every voter generates his identification
by himself at his place, different voters may generate the
same identification, resulting in legitimate voters bemng
rejected from voting. This situation cannot occur m our
scheme because ID is a unique identification number, f is
a one-way permutation function and R is a random string
selected by the voter, hence the output of folD; RP 1s
unique, if the input was unique and the function was
bijective. The situation in which eligible voters have been
rejected because of votes having the same content can
never oceur in our scheme.

Votmg Center

Vate i ‘ ‘ Smart Card ‘ Sigmer ‘ ‘ Decryptor ‘ Publizher ‘
ID;, &, m;, d &, o, dy ED, f ey Iy, &
Step 1
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—»
Compute VT;
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a, (H; || V3). dy,
——»
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Fig. 1. Diagram of the process of our electronic voting
scheme

Second, if the voting center used the global
computation in order to allow voters to get a unique
identification, legitimate voters are always accepted by
the administrator. This certainly achieves completeness
but 1t may not satisfy robustness and leaves the global
computation with its huge data and high commumnication
cost. Therefore, it 1s not suitable for a large-scale election.
This situation cannot oceur in our scheme because ID 1s
a unique 1dentification number and saved m a smart card
in advance. Moreover, the global computation 1s needless
and the huge data and high communication cost would
never occur in our scheme (Fig. 1).

The same 1dentification, resulting in legitimate voters
being rejected from voting. This situation cannot occur in
our scheme, because TD is a unique identification number,
f is a one-way permutation function and R is a random
string selected by the voter, hence the output of f{ID, R)
1s umuque, if the mput was unique and the function was
bijective. The situation in which eligible voters have been
rejected because of votes having the same content can
never occur in our scheme. Second, if the voting center
used the global computation m order to allow voters to
get a unique identification, legitimate voters are always
accepted by the administrator. This certainly achieves
completeness but it may not satisfy robustness and
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leaves the global computation with its huge data and high
comrnunication cost. Therefore, 1t 1s not suitable for a
large-scale election. This situation cannot occur 1 our
scheme because ID 1s a unique identification number and
saved m a smart card n advance. Moreover, the global
computation 15 needless and the huge data and high
commurication cost would never oceur in our scheme.

CONCLUSION

In this study, we propose a secure and complete
voting mechanism which is an electronic voting system
suitable for the real world. It not only keeps the high
efficiency of previous systems but also strengthens
various security properties. Only our scheme can achieve
all the properties (achieving partial uncoercibility) in the
table. Our scheme achieves completeness, uncoercibility
and non-cheating simultaneously as mentioned in the
research purpose and no earlier research has been able to
overcome this difficult target. Our research has obtained
many advantages as follows:

¢ Our scheme achieves 11 properties, not counting its
achievement of partial uncoercibility

¢ Only a small proportion of earlier research
summarized the complete view of electronic voting
properties. Our scheme approximately fimshed the
electronic voting properties

*  No earlier research tried to overcome the factors of
completeness, uncoercibility and non-cheating at the
same time. Our scheme achieves this difficult target
except for uncoercibility which is achieved partially

*  Our scheme 1s designed by considering the whole
election, not only a few specific problems

Tt is both comprehensive and practical. Our research
still has some flaws that future research can try to
OVercorne.

Although, the physical assumptions are possible,
there can still be a hardware restriction. In this study,
we propose a secure and complete voting mechanism,
which 1s an electronic voting system suitable for the real
world. It not only keeps the high efficiency of previous
systems but also strengthens various security properties.

Only our scheme can achieve all the properties
(achieving partial uncoercibility) in the table. Our scheme
achieves completeness, uncoercibility and non-cheating
simultaneously as mentioned in the research purpose and
no earlier research has been able to overcome this difficult
target. Our research has obtained many advantages as
follows:

¢ Our scheme achieves 11 properties, not counting its
achievement of partial uncoercibility

* Only a small proportion of earlier research
summarized the complete view of electronic voting
properties. Our scheme approximately fimshed the
electronic voting properties

»  No earlier research tried to overcome the factors of
completeness, uncoercibility and non-cheating at the
same time. Our scheme achieves this difficult target
except for uncoercibility which is achieved partially

¢+ Our scheme is designed by considering the whole
election, not only a few specific problems

It 1s both comprehensive and practical. Our research
still has some flaws that future research can try to
OVErcoIne.

Although, the physical assumptions are possible,
there can still be a hardware restriction which mean 1t
cannot replace traditional voting, we hope that our entire
and practical research and follow up research can realize
electronic voting for the real world as soon as possible.
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