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Abstract: Information Security Risk Assessment (ISRA) is a vital method for organizations to develop effective
and economically-viable control strategies. Organizations wanting to eliminate the possible risks in their
organizations by identifying and prioritizing information assets. However, current ISRA methods have critical
limitations whereas they adopt mainly on the technicality of organizational assets while, discounting people
as knowledgeable entities of the organization and neglecting unofficial copies of assets which are created in
any given work environment. A structured approach by Webster and Watson used as guidelmes for
determimng the source material for the review. The result shows the limitation have been discussed separately
by various researchers but none of the researchers have combines all the human related non-technical
perspective assets together under one frame. This study presents a taxonomy of assets for ISRA with an
mtegration and comprehensive overview of technical and non-technical perspective assets. This taxonomy able
to guide ISRA practitioners to examine which assets are most important and enables them to collect all the
needed information associated with assets in the early process of their actual ISRA implementation.

Key words: Traditional TSRA, asset identification, taxonomy, technical assets, non-technical assets,

information leakage

INTRODUCTION

Information on new developments and innovations
in the business world is an enormously valuable
resource to any organization for decision-making and for
the continuance of high-standard business operations
(Gerber and von Solms, 2005). The rapid growth of
today’s broadband networks and high-capacity electronic
data storage technologies enable the organizations and
individuals to use electronic forms of information in their
daily activities. Organizations are becoming increasingly
aware that the security of thewr mformation 15 of
paramount importance. This 13 because lax security
mcidents can lead to severely adverse consequences for
organizations, such as substantial losses to mdustry
through the direct loss of information assets and financial
impact, a loss in organizational reputation and customer
confidence and a loss of employee productivity or even
risks pertaining to legal issues (Alberts and Dorofee,
2002; Shedden et al., 2010, 2011).

Undoubtedly, nformation security plays a great and
important role i organizations not to only maintain
confidentiality and mtegrity but also availability,
non-repudiation,  accountability, authenticity and
reliability. Therefore, orgamzations achieve an ideal
level of information security by applying Information
Security Risk Assessments (ISRA) to conduct risk
analysis to identify and evaluate risks and then employing
risk management techniques to mitigate or reduce risk
where deemed appropriate (Baskerville, 1991; Dhillon and
Backhouse, 2001 ; Shedden et af., 2011, 2010).

Generally majonity of ISRA methods only concentrate
on tangible assets where
perspective assets alone (Alnatheer and Nelson, 2009;
Bandyopadhyay et al, 1999, Rainer et al, 1991;
Onwubiko and Lenaghan, 2007; Shedden er af, 2009,
2010, 2011, Spears, 2006; Stolen et al., 2002). ISRA mainly
focusses on analyzing vulnerabilities and threats to the
information resources and deciding what counter
measures to take for reducing risk to an acceptable level

the focus 1s on technical
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(Feng et al., 2014). Organizations have to revise the
process of ISRA mnisk management methods by
mcorporating non-techmical perspective assets into the
dentification  of  formation  security
(Shedden et al., 2009, 2010, 2011, Spears, 2006).
To address these 1ssues, this study employs a newly
developed taxonomy of technical and non-technical
perspective assets in TSRA’s asset identification. The
taxonomy is divided into two categories namely technical
and non-technical perspectives. The technical perspective
assets are 1dentified by carrying out a comparative study
between the existing risk management methodologies
which are known as traditional ISRA methods. While the
non-technical assets were figured out based on the
shortcomings in existing TSRA methods which have
critical limitations i adopt a techmical perspective.

assets

Reviews and analysis were done to 1identify a
comprehensive set of non-techmnical assets by focusing
on previous research issues to address these

shortcomings.

This study identifies and discusses the importance
of people and thewr knowledge as assets of the
orgamizations, and mcomplete views of organizations
towards day-to-day activiies where employees creating
and using unofficial assets are also considered as
confidential assets. Based on the results of the
analysis, this study suggests a taxonomy of technical
and non-technical perspective information security assets
i order to give a broader view guided with a proper list of
assets to be protected. Practitioners would be able not
only to understand all the possible assets in the
organization but also be able to collect all the needed
information associated with assets before and during their
actual ISRA implementation.

Related work: ISRA 1s a vital element for small and multi-
national organization in protecting their information
assets. ISRA is introduced among organizations to
identify and prioritize information assets such as, the
specific threats that an organization mduce; the chance of
these threats occurring and the impacts on the business.
The necessity for ISRA m an orgamzation has mcreased
mainly because the changes in structure and the nature of
information technologies applied to information can
potentially create risks. Although, there is a wide range of
defimtion for risk, within the computer environment the
defimition of risk mn the context of this study 15 “the
potential for damage to a system or associated assets that
exists as the result of the combination of a security threat
and a vulnerability” (Kailay and Jarratt, 1995).

According to Shedden et al. (2010, 2009), state that
typical ISRA 15 composed of three phases context
establishment, sk 1dentification and risk analysis. Among
these three phases, ‘risk identification’ will be the most

important phase for organizations to discover and select
an orgamzation’s most critical mformation assets. Risk
identification consists of three sub steps namely, asset
identification, threat identification and vulnerability
identification.

Limitation of traditional risk analysis: Traditional risk
analysis methods are widely accepted because they are
more focused on technology. Since, these methods
comply with industry accepted security guidelines, an
extensive list of known threats and vulnerabilities towards
technical assets are publicly available. Thus,
organizations can conduct technology based risk analysis
with out any reservations. According to Salmela (2008),
the traditional risk analysis methods are well established
for mvestigating the existence of technology based risks
as there are similarities in every phenomen on that
occurs. According to Halliday et al. (1996), traditional risk
reviews are usually not carried through to a Business
Impact Analysis (BIA). BIA 13 requued in the
development of a business continuity plan. Spears’ (2006)
studies have listed three limitation in traditional risk
analysis. However, this study focuses on people and
processes as they are given the least importance as
significant sources of security risk.

Nevertheless, today techmology has advanced
rapidly where networked computers are almost
ubiquitous. Despite employing technology based security
such as firewall, virus protection software, intrusion
detection systems and other advanced technologies, the
organization’s computers, networks and information are
still facing high security risks (Jowrdan ef al., 2010,
Kolokotronis et al., 2002; Richardson, 2008).

Therefore, several researchers (Halliday et al, 1996,
Kolokotroms ef ai., 2002; Salmela, 2008; Shedden ef al.,
2010, 2011; Spears, 2006; Suh and Han, 2003) have argued
over the need for organizations to employ business
analysis methods to provide a more comprehensive view
on potential business losses.

MATERIALS AND METHODS

Research approach: This study 13 developed based on
the research approach presented in Fig. 1 in order to
identify the non-techmical perspective assets which are
not handled by cwrrent TSRA methods. Tn the first stage,
a comparative analysis conducted to find mutual list of
important assets to be protected. These comparative
analysis are done between six types of ISRA
methodologies known as Professional Organization
namely: CRAMM (Bomman and Labuschagne, 2004;
Sarkheyli and Tthnin, 2010; Siemens, 2005; Yazar, 2002),
CORAS (Aagedal et af., 2002, Bornmean and Labuschagne,
2004; De Braber et al., 2007; Dahl, 2008; Fredriksen et ai.,

3983



Int. Business Manage., 10 (17): 3982-3991, 2016

Sage 1
Conduct comparison on currently available
ISRA methodologies

To identify the most agreed list of technical
perspective assets.

"

Sage 2

Paper selection for review process

Study and review on current research
Analyze previous researchers’ suggestions
and develop a new taxonomy of technical
and non-technical perspective assets in
ISRAs asset identification

To determine the relevant source material
for the review process

To study researchers’ views on the

limitation in current methods and identify

and list out other important assets (non-
technical assets) during asset identification
Develop a new taxonomy of technical and
non-technical perspective assets in ISRA’s
asset identification

Fig. 1: Research approach for identifying the non-technical perspective assets in ISRA

Scanning through joumals, conference proceedings
and articles to identify relevent article.

Go backward by reviewing the citations for the
articles 1dentified m step 1 to determine former

articles that should consider.

Go forward by using the any databasge engine to
identify articles citing the key articles identified in
the previous steps. Finally determine which of
these articles should be included in the review.

Fig. 2: Step to identify relevant materials for review (Webster and Watson, 2002)

2002; Lund ef al., 2011; Raymond, 1995; Refsdal, 201 1a,
2011b; Vorster and Labuschagne, 2005), OCTAVE (Albert
and Dorofee, 2001; C. Alberts et o, 2003, 2001 ; Bornman
and Labuschagne, 2004; Elky, 2006; Sarkheyli and Tthnin,
2010; Visintine, 2003; Vorster and Labuschagne, 2005):
Research Project: [ISRAM (Karabacak and Sogukpinar,
2005; Vorster and Labuschagne, 2005), Risk Analysis Ts
Based On Business Models (Suh and Han, 2003; Vorster
and Labuschagne, 2005) and International Organization:
NIST 800-30 (NIST, 2010, 20114, 201 2; Stoneburner et al.,
2002; Syalin et al, 2009). The List of agreed assets
among the six ISRA methodologies were chosen
based on the highest frequency of ‘most often
agreed’ responses.

In the next stage, papers related to cwrrent views of
assets which adopt a limited view of nformation assets
during asset identification are identified. The materials
selected for this review were the result of conforming to
recommendations proposed by Webster and Watson
(2002) to conduct a structured approach to determine the
source material for the review. According to Webster and
Watson (2002), there are three steps to identify relevant

materials as in Fig. 2. Based on the structured approach
explained in Fig. 2, the process of paper selection for
review was accomplished. The identification of relevant
studies was based on an examination and study of papers
found through manual inspection of papers by querying
the Scopus database. The search included all the articles
in the journal and conference proceedings. Any study
with the title,
“mformation

abstract or lkeywords that contain
security risk”,
“business perspective” and “information” was 1dentified.
These key phase were used as a term in this search to find
articles from 2004 to present. In total, 68 papers were
found. Once agam the search was limited as below:

“asset 1dentification”,

s Subject: computer science and engineering
s Source type: conference proceedings and journals
+  Language: english

After wvetting based on the limitation, a total
47 papers were short-listed. All the papers were examined
by using manual inspection of title and if unsure, the
abstracts. Only 6 articles relevant to the review were
selected. By referring to the citations listed in the articles
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identified in step 1, additional articles which were deemed
relevant to the topics was determined. Fmally, Google
Scholar was used to find articles citing the key articles in
the previous step. Another techmque that was used to
find relevant articles was by using “Cited by” tool in
Google Scholar. This technique further enhanced the
opportunity of finding related articles in the same areas of
concern. This yielded 14 additional articles relevant to the
review topics. Overall, 20 articles (Ahmad et af., 2005;
Belsis e al., 2005; Bermard, 2007; Botha and Eloff, 2001,
Choo, 2000, CISCO, 2008a, b; Fenz and Ekelhart, 2009;
Halliday et al., 1996; Kolokotronis et al., 2002, Liu et al.,
2006, Ramli and Aziz, 2012; Salmela, 2007; Sanchez, 2004,
Shedden et al., 2009, 2010, 2011; Spears, 2006; Suh and
Han, 2003, Zakaria, 2006) were collected to review and
were duly analyzed to design the taxonomy of assets for
mnformation security risk assessment.

During the review, it was evident that researchers
have also looked into issues where there is a limited view
of information assets during asset identification. In
addition, they have also overcome the limitation by
suggesting other important assets m thewr papers.
However, these researchers have suggested and
discussed only one solution in each of their papers. All
the non-technical factors which were discussed
separately are compiled into a single frame. At the end of
this analysis, it was possible to develop a taxonomy of
techmical and non-techmical perspective during asset
identification.

ISRA towards technical perspective assets: Each
organization has to identify the risks to their most
unportant assets and build a strategy for protecting its
critical assets. Normally ISRA practitioners will examine
which assets are most important to the organization in the
early process of doing risk assessment. Based on the
Stage 1 activities, the assets that will be considered first
as important assets for an organization are listed in Fig. 3.
In practical ISRA, practitioners will usually be targeting

Information Asset

Data Asset
Physical Asset
Software Asset
Hardware Asset

Personnel Asset

Fig. 3: List of important assets based on technical
perspective

these assets as important assets for their organization
when conducting risk assessments. This list of assets
however, 1s subject to change whereby, it may increase or
decrease based on the scope of security requirements of
an organization (Fig. 3).

RESULTS AND DISCUSSION

ISRA towards non-technical perspective assets:
Organizations have to revise the process of information
security risk assessment by considering non-technical
aspects rather than just the technical aspects. Since,
traditional risk analysis has critical limitations where it
adopts a more technical perspective, organizations
must incorporate a business practice perspective
nto the identification of information security assets
(Shedden et al, 2010). In other words, the term
“information security assets” in a business practice
perspective can refer to all assets other than technical
asset (also known as non-technical assets). The types of
a ssets that are categorized as non-technical perspective
as sets by researcher shave been identified and scheduled
as m Table 1.

Based on the Table 1 it can be concluded that many
researchers have studied thus issue separately. The
results of the analysis indicate that there are two
non-technical perspective as sets proposed by
researchers to be prioritized during the risk identification
process. These elements are knowledge and unofficial
forms of information such as uncertified documents and
unconsented release of information verbally or in written
form. Scme researchers had locked at this issue in
isolation but to achieveefticient and effective information
security, it is imperative toincorporate both non-technical
assets aspects together. All views and suggestions

given by the researchers are reviewed to identify the sub

Table 1: Analysis on non-technical perspective assets
Researchers Knowledge
Liu et cd. (2006) 4
Ahmad et af. (2005)
Shedden et al. (2010)
Shedden et al. (2011)
Bernard (2007)

Zakaria (2006)

Shedden et al. (2009)
Sanchez (2004)

Botha and Elaft (2001)
CISCO (2008a)

CISCO (2008h)

Fenz and Ekelhart (2009)
Belsis et af. (2005)

Choo (2000)

Compiled from relevant literature (Iterm Found = v)

Unofficial form of information

T N TN N
[ Pt L <

E ]

3985



Int. Business Manage., 10 (17): 3982-3991, 2016

elements liste dundereach of these two elements
mentioned. Benefits derived from protecting the two

elements are also reviewed.

Issues in knowledge: Knowledge is considered as the
most strategically important resource and vital for
organizations.  Therefore, security analysts and
practitioners required to have a broad knowledge of
mformation security in order to efficiently apply general
thinking strategies and confidently making effective
decision regarding information security (Ben-Asher and
Gonzalez, 2015; Souag et al., 2016). Knowledge can only
be shared with others by deliberate actions. For instance
tacit knowledge needs to be transferred to explicit
knowledge in which information and knowledge need to
be embedded mn art efacts mn order to make 1t
understandable to others {Amett and Wittmann, 2014).
Therefore, orgamzations always request the experts to
write-down or record information in publications,
tflowcharts,
scripts, software code, procedures and so on m which
their knowledge is articulated explicitly (Choo, 2000). The
written documentation can provide a detailed description
of how each task is to be performed, how long each task

documentations, audio-visual materials,

should take, the sequence of steps to be followed in
performing each task and the steps that are to be taken by
each worker in checking his or her own worl.

The tacit knowledge wusually
understanding of their routine work’s complexities and

relates to an
how 1t actually operates. It is very important to
protect mdividually held tacit knowledge and explicit
knowledge to ensure the ongomng availability of the
organization’s routine processes. People with experience
and expertise are the organization’s most vital information
resource (Choo, 2000; Dane and Sonenshein, 2015) and
they are considered as tacit knowledge of staffin the
organization. They will help the organization perform its
current tasks, transfer knowledge from omne part of the
organization to another and create new knowledge that
may be useful to the orgamization (Sanchez, 2004).
Shedden et al. (2011), says that the organization should
dentify the nature of individuals® and communities’
critical knowledge as:

+  Distnbuted knowledge (held collectively)
¢ Individually held tacit knowledge
* Individually held explicit knowledge

Orgamizations will be able to identfy the key
individual of the organization and also the critical

knowledge held by the staff by taking into consideration
the sub elements. In this respect, organizations would be
able to identify the important people and their knowledge
which 1s comsidered a significant driver not only of
process efficiency and competitive advantage but also of
accuracy m decision making that could lead to a greater
availability of business processes and services. Thus,
current ISRA should move from the method of identifying
people as assets towards their availability to the
organization and their individually-held and collective
knowledge must also be identified for risk assessments
(Shedden et al., 2009).

Issues in data and information assets: Securing

information assets 18 a critical importance for
organizations. Organizations continuously needs to
nvest 1n security endeavors even though all the
information assets can be made absolutely secure and it
may be prolibitively expensive (Nazareth and Choi, 2015).
Therefore, currently available ISRA methods do profess
that they cater for the protection of information assets
and data assets to achieve a desired level of mformation
security. Traditional TSRA methods have not listed the
types of data and mformation that canbe consideredas an
asset that must be protected. Tn addition, traditional TSRA
methods have limitations in which they do not consider
unofficial copies of assets or created unofficial assets by
individual users that are defined and established through
business practices (Ahmad et af., 2005; Shedden ef af.,
2011; Spears, 2006). Traditional TSRA methodologies only
revealed formal and technical views of an organization’s
system or process (Shedden et al., 2010). Organizations
are able to produce an accurate list of formal based
mformal

documentation. working

violate the

However, the
environment occurs when employees
organization’s formal processes and requirements. From
an information security perspective, the informal
organizational concept may unwittingly result in the
leakage of information.

Every day we produce various kinds of formal and
informal mformation that are to be treated as confiden
tialand steps are to be taken to protect them from threats.
Un official document lossor the probability to be achieved
by the competi to rsis very high if the organization was lax
and unconcerned with unofficial documents. It could lead
to the loss of millions of dollars and customer trust will
also be drastically affected. By getting to know all the
unofficial information flow n organizations and the
employees performing work around activities away from
the formal view of the organization can help security staff
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Table 2:Types of media commonly used

Media types Example

Digital media A form of electronic media where data are stored in digital form. Now a days data storage has started to shift from papers and
files to computers and other paperless storage media
Examples: Desktop PCs, notebook computer, Personal Digital Assistants (PDAs)

Physical media Paper documents, e.g., information forms that can be written, printed and comresponded such as contracts, reports,

drawings, production or transaction records and many other forms of paper data

Cognitive media

Exists in the minds of a personnel, eg., knowledge

to identify the correct assets by evaluating the specific
risks to the firm. In addition, by listing out all the work
which  lead to  unofficial
information flow could act as a guide to identify

around  activities
the actual assets used by the individuals in their
day-to-day activities.

Based on Ahmad ef al. (2005), information may exist
on three types of media such as digital, physical and
cognitive medias as shown in Table 2. Information
has to flow through different orgamzational level and
media to ensure the organization’s operation
continuity. Different people among the employees will
create, store, distribute, transmit,

maintain and destruct in performing their daily working

access, use,
activities. There are a variety of risks that can affect the
confidentiality, integrity and availability of that
information.

Ultimately, traditional TSRA methods are able to find
official mformation flows and are also able to determine
the formal state of the mformation flows. Conversely,
information is leaked through employee’s informal and
unofficial workaround activities. There are legitimate
reasons and processes for informal and unofficial
mformation to exist or be created during the process of
storage, distribution, transmission, access, use and
destruction. Storage 1s the process of storing information
mn all of the places and 1 any form of media. Example:
Saving or copying data/information to a data storage
device. Distribution and transmission are processes
performed by certain individuals in getting the information
to locations where the mformation i1s available for use and
15 accessed by employees, very much depending on the
nature of the process and whether they are official and/or
unofficial activities. According to Eloff ez al. (1996), all the
information contained in documents represent the
transaction based data of an organization. Documents are
used as a vehicles for the exchange (distribute and
transmittal) of information within, between and among
organizations. The unofficial information will be created
during the process of distribution and transmission of
mnformation. Example: Exchange of data/information either
manual based documents or dynamic based documents
within, between and among orgamizations. Access and

use occur once information is accessible or available for
use by employees which may also involve converting
data from one media to another. Example: Activities such
as printing, photocopying, capturing, scanning, typing,
writing reading, hearing and speaking/discussing/
conversing. Destruction 1s the process of destroying
information (digital, physical or cogmtive media)
when the mformation 13 no longer valuable or
necessitated to be preserved Table 2. There will
always be certain vulnerabilities existing in the staff’s
daily execution of activities. Therefore, it is important to
find out all the possible ways of leakage of these
information assets that can occur through their work

practices.

New taxonomy of technical and non-technical perspective
assets in ISRA’s asset identification: Small or multi-
national organizations need to determine which of the
assets are most critical to the organization’s success.
Since risk and threats change over time, it 1s important
that organizations periodically reassess risks and
reconsider all of the important mformation-related assets.
Organizations can conveniently identify all the important
assets for their organization if there i1s a unammously
agreed common list of important assets to protect.
Although orgamzations have a similar list ofcritical assets,
the threat to theassetwillvary according to the scope of
information security of theorganization. Thus, by having
the list of umportant assets to be protected, orgamzations
will be able to establish clear boundaries for the assets,
identify its security requirements and cost effective
controls (Shamala and Ahmad, 2014). Therefore, this
paper contributes a new taxonomy of technical and
perspective m ISRA’s
ISRA  practitioners can use the

non-techrical assets asset
identification.
proposed taxonomy of assets to get a broader
and clearer view for organization to access risk
associated with these assets. The taxonomy can
be used to a get clearer view of information
which strong
orgamizations to assess risk associated with those

assets. As shown in Fig. 4, the new taxonomy has been

assets creates a basis for

developed.
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Fig. 4: Taxonomy of techmical and non-technical perspective assets in ISRA’s asset identification

CONCLUSION

The objectives of orgamzational ISRA which
is to ensure the confidentiality, integrity, availability,
non-repudiation,  accountability, authenticity and
rehiability can be delivered for key organizational
informational assets, in a cost-effective manner. Generally,
information assets in traditional ISRA are considered to
be the infrastructural and informational elements that
comprise information systems, including mformation
assets, data assets, physical assets, software assets,
hardware assets, personnel assets and people (Salmela,
2008; Shamala et af., 2013; Suh and Han, 2003).

Current traditional ISRA methods adopt a technical
approach of identifying information assets while not
considering people’s knowledge which is known to be an
important resource that is
continuity and formation of unofficial assets through

valuable for business

mformal workaround activities. Thus, the goal of the
present study was focused on the development of
taxonomy of technical and non-technical perspective
assets which display all the assets through a
soclo-organizational and dynamic environment. This
taxonomy 1s also able to present a complete view of an
organization’s assets which are deeply embedded within
technical infrastructure, dynamic work environment and
mfluence by user knowledge and formal and informal work
enviromments. The taxonomy can guide practitioners to
establish clear boundaries for the assets, identify its
requirements and cost effective controls by having the list
of important assets to be protected.
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