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Abstract: The next generation computer viruses may spread within minutes to millions of host. A challenging

task 18 to protect computer network from virus attacks. Researchers have developed a framework of computer

network with honeynet using double honeypot and sticky honeypot. The double honeypot is used to recognize
old and new viruses. The old virus gets filtered by router as well as updated antivirus installed in different

hosts. Sticky honeypot attracts new virus to mimmize transmission speed and redirect it towards unused IP
address system. The Transmission Control Protocol (TCP) trick is implemented on unused TP address system

having virus to make window size zero and further related system gets filtered by updated antivirus.
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INTRODUCTION
In the present scenario, secure on line data
transmission is the basic necessity of computer networlk
users which 18 not so easy, due to the attack of old and
new viruses. To secure virus free data transmission
several algorithms, anti viruses and network devices are
developed even if virus free data transmission is not
always true (Twemn and Fantz, 1999; Cohen, 1987,
Williamson and Leveille, 2003; Kumar and Navnit, 2007).
Computer virus is software program either self generated
or generated by Blackhat community to damage important
files. It is transmitted through data into computer network
and initially attacks on executable file and later on the
1993). Several
algorithms have been developed to recognize viruses; one

whole system 1s damaged (Ytiser,

of them 1s Signature Based Intrusion Detection
(Sommer and Paxon, 2003; Pouzol and Ducasse, 2002).
As researchers know, this technique has pre-defined
signature so, this algorithm is unable to detect new
virus attack. Another way to detect the attacked virus 1s
Anomaly Based Intrusion Detection techmique. In this
approach the state of resources is to be conducted at an
mstance and capture huge profile (Kruegel and Vigna,
2003; Ghose et al., 1998; Kruegel et al., 2002). Since, the
spread of malicious code 1s often an mternet-wide event
s0, the fundamental difficulty is to detect unknown virus
attack due to two reasons: firstly, Internet consist of
large number of autonomous system that are managed

independently that means coordinated defense system
covering whole Intemet 15 extremely difficult. Secondly, it
is very hard to distinguish virus activity with normal
activity, especially during initial phase of virus attack.
These days concept of double honeypot has been
implemented into computer network to detect old and
double honeypot
inbound honeypot and outbound honeypot. An inbound

new viruses. The consists  of
honeypot attracts virus and transmit it towards outbound
honeypot to record incoming threats for further analysis.
The concept of sticky honeypot is used to minimize or
remove virus from computer network having the property
of low interaction honeypot. The old virus gets filtered
by router and updated antivirus but the removal of a new
virus attacks in the computer network still remains a
challenges (Spitzmer, 2003; Jones and Romney, 2004,
Tang and Chen, 2005, 2010; Yamoda et al., 2007). In this
study, researchers have developed a frame researchers of
network having  double-sticky-honeynet.
double honeypot and sticky

computer
The honeynet uses
honeypot.

The double honeypot recogmzes old and new
viruses. The old virus gets filtered by router as well as
updated antivirus while as new virus 18 recorded mto
outbound honeypot and redirected towards sticky
honeypot. Sticky honeypot monitor unused IP address
and then minimizes the attacking speed of virus and
redirects the new virus towards unused IP address
system. Several tricky Transmission Control Protocol
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(TCP) options are implemented such as making windows
size zero of an unused TP address system which contains
viruses and then it gets filtered through updated
antivirus. New generated virus may have properties of
self replication and these types of viruses which does
not get filtered. The unused TP address system is
formatted.

BRIEF OVERVIEW OF HONEYPOT

Honeypots have emerged as a new technology with
enormous potentiality for information security. The
background of honeypot has been mitiated by Cheswick
(1997). Further this concept has been modernized by Stoll
(2002). The developed honeypot has been continuously
modified, evaluated and designed for implementations
of different applications. The basic form of honeypots are
designed to record TP address of hacker attacks, attract
malicious code attack and recording malicious code attack
for future study, ete. (Pouget and Holz, 2005). Imtially,
honeypots were used to divert attention of the attackers
from the real network system so, that the hacker 1s unable
to hack original data or information. Further, it has
been extended to capture different type of new and old
malicious codes.

Since, single honeypot is unable to detect, capture
and remove several type of attacks on computer
network , the concept of honeynet has
developed. Honeynet is a tool that spans wide group of
possible threats which define and analyze more

S0 been

mformation for detection, removal and future study
(Provos, 2004).

Honeypots are categorized on the basis of theiwr
purpose as well as level of interactions (Lopez and
Resendez, 2008, Marchese et al, 2011). On the
basis of purpose, honeypots are divided mto three
categories: production honeypot, research honeypot
of
mnteractions, honeypot 1s divided mto the followmng
three categories: low interaction honeypot, medium

high

and honey tokens. Whereas on the basis

interaction honeypot and mteraction

honeypot.
SYSTEM ARCHITECTURE

Three honeypots, 1.e., an mbound honeypot, an
outbound honeypot and a sticky honeypot together with
gate translator and router are considered in the system
architecture double-sticky-honeynet as shown in Fig. 1.
The honeypot runs on specific system or on a virtual
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Fig. 1: Detection and removal of wvius from
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network in  double-sticky-honeynet

computer simulated in the same computer. The gate
translator 13 implemented at the edge router between local
network and Tnternet. Tt is configured to recognize the
list of unwanted port number during the process of data
accession and as soon as viruses are found,
commnection 1s redirected towards mnbound honeypot. The
inbound honeypot easily attracts
related server implements Signature Based Intrusion
Detection (SBID) algorithm to detect old viruses and its
related packets and directs them towards router for
filration. The filtered data 1s transmitted towards the

computer network where incoming packets are again

viruses and the

filtered by updated antivirus through related host if
required.
Further
(PADS) algorithm 1s implemented to verify new virus
which gets attracted by outbound honeypot where it is

Position-Aware Distribution  Signature

recorded and analyzed and later on gets attracted
by the sticky honeypot (Mokube and Adams, 2007,
Hemraj et al., 2011). The sticky honeypot has the property
of low mteraction honeypot which minimizes the virus
transmission speed and redirects it towards unused TP
address system.

As viruses are forced to enter into unused IP address
system, TCP tricks are implemented to make windows size
zero and frequently updated antivirus 15 run on that
system, even if some blocks of self replicated virus may
not be removed. Still if some blocks of the virus are not
removed by updated antivirus, researchers format the
unused IP address system. The flowchart for virus
detection and removal using honeynet is shown in
Fig. 2.
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Fig. 2: Flowchart for virus detection and removal using honeynet

CONCLUSION

Researchers have developed virus free computer
network using double-sticky-honeynet. Different types of
honeypots have been defined and analyzed for different
umnplications. The honeynet uses double honeypot and a
sticky honeypot. The old and new viruses are detected
by double honeypot using Signature Based Intrusion
Detection and Position Aware Distribution Signature
techniques. The old virus is filtered by router and updated
antivirus, whereas new virus is removed by implementing
sticky honeypot as well as TCP tricks and after that
updated antivirus filters related system. Even if some
blocks of new virus are left, they are removed by
formatting the unused TP address system. The future
research will concentrate on detection and removal of new
virus with the help of new algorithm using semsor
techmque which can predict mcoming virus and the
related server can generate corresponding antivirus.
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