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Abstract: Computer networks are sensitive systems and are prone to error. Every time there 1s an error 1 a
computer network it needs to be solved at the soonest possible time so productivity will not be affected. One
problem encountered in diagnosing an error is we do not know it’s possible cause and because it is unknown,
fixing the problem takes a lot of time. Trial and error is often employed to diagnose the problem. The
predicament with trial and error 1s instead of fixing the problem it might make the problem worse. Knowing the
possible cause of the problem before hand saves a lot of tume in diagnostics. One tool that can be used to find
the possible cause of problems in computer networks is an expert system. This system simulates human experts
in diagnosing the problem. The problem with expert systems is that there may be multiple rules and the system
may not know which one to fire. This research tries to solve that problem by applying the Particle Swarm
Optimization (PSO) to the rules of an expert system, so it can give Impasse Weights (IW) to the rules and
determine which rule is to fire. The conflict resolution algorithm for this research was tested on sample data of
the problems encountered in computer networks. This research showed that particle swarm optimization can
be used for an expert system conflict resolution.
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INTRODUCTION

Many companies integrate computer infrastructures
in their business (Kahar et al., 2012) in order to do their
work faster and more efficient. Their important documents
and information are m theiwr email, database, word
documents etc. One part of this computer infrastructure 1s
computer networks. A computer network 1s composed of
the network mfrastructure of the company and 1s used for
communications (Stemnder and Sethi, 2014). Parts of it are
hardware devices like routers switch and modems
(Flammini et al, 2005). There are instances when the
computer network of the company encounters a problem
which causes productivity to be hindered because
employees of the company may not finish their research.
Tt is important that when a problem in the computer
network 1s encountered it should be solved at the soonest
possible time. Diagnosing the problem manually often
results in trial and error. Diagnosing through trial and
error often takes a lot of time and sometimes the improper
use of applying this method may damage the computer
network and make the problem worse (Stevens, 2014).

One method to efficiently diagnose problems in
computer networks is to use an expert system. An expert
system simulates a human expert and gives the possible

cause of the problem by providing it with the symptoms
encountered. An expert system reduces trial and error
(Garibaldi et al., 2012). This system searches its database
for the rule that relates the symptoms entered and fires
those rules. A common problem of an expert system 1s
there may be 2 or more rules given a set of symptoms.
Because of this the expert system will be conflicted not
knowing which rule to fire (Yager, 2000). This research
proposes a novel conflict resolution algorithm for the
rules of an expert system. This algorithim uses particle
swarm optimization to give Impasse Weights (TW) to the
rules of the expert system to determine which of the
conflicting rules are more suitable to fire.

MATERIALS AND METHODS

Expert systems: In the field of artificial intelligence, an
expert system 1s a computer-based system that simulates
a human expert (Stoia, 2013). These systems are designed
to solve complex diagnostic problems through advance
reasoning. Expert systems are usually composed of IF
THEN rules which the system follows to solve a problem
(Ellis and Mathews, 2002). An expert system is divided
into two parts, namely: the knowledge base and inference
engine. The knowledge base of an expert system contains
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the data and rules while in interference engine contains
new information and deduce data (Nan et al., 2008). Expert
systems were introduced by the stanford heuristic
programming project. This project was led by Edward
Feigenbaum in 1977. The research identified domains
where human expertise was needed like in organic
molecular biology and diagnosing infectious diseases. An
expert system is in the category of a knowledge base
system. These systems Thave knowledge base
architecture. The knowledge base of an expert system
contains the facts about the field where it 13 applied
(Burdorf and Swuste, 1999). For example an expert system
for computer networks contains data about the symptoms
and possible causes of problems encountered in the field
of computer networks.

The main advantage of an expert system is it reduces
trial and error. The possible cause of the problem can be
known given enough information (Garibaldi et al., 2012).
Expert systems are also easy to mamtain it 15 because if
new nformation 1s obtained there 1s no need to write a
new code about it. Expert systems also retain the
information to the company unlike in a human expert. An
example 13 if the human expert resigns from the company
his knowledge about the system may be lost with lum
while an expert system will survive changes with company
employees.

One disadvantage of an expert system 1s the conflict
between its rules. One set of symptoms may produce 2 or
more possible causes and the expert system will not know
which one to fire (Yager, 2000). This research solved that
problem by applying a conflict resolution algorithm using
particle swarm optimization to the rules of the expert
system. The conflict resolution algorithm gives Tmpasse
Weights (IS) to the rules to know which rule to fire.

Particle Swarm Optimization (PSO): Particle Swarm
Optimization (PSO) is a type of computational method
where a problem is iterated several times for certain
duration or an 1deal solution 1s discovered
(Tsafarakis et @i, 2011). THE PSO optimizes a problem by
having population of candidate solutions or particles
search each state space to find the optimum solution. The
position of the particles 1s influenced by its best local
point and also guided by the best positions m the state
space (Liu et al., 2005). The positions are updated
constantly for the best solution. The PSO optimization
model was created by Kennedy and Eberhart. These two
mventors originally developed a computer software to
track the social behaviors of bird flocking to find food
sources but later discovered that their algorithms can be
used to solve optimization problems. Since, the time 1t was
mvented the PSO has been applied to many research
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Fig. 1: Conflict Resolution algorithm

areas and applications (Trelea, 2003). The rules of the
expert system can be represented into an objective
function. The PSO searches for the best value of the
objective function after several iterations. The value of
the objective function becomes its Impasse Weight (IW)
(Kahar et al., 2012). The lugher the IW the higher is the
likelihood that the rule contains the possible cause of the
problem, so that the rule will be fired.

Conflict resolution algorithm: Figure 1 presents the
conflict resolution algorithm. The first step is to obtain the
percent sureness of the symptoms from the user. The
corresponding percent sureness 1s then matched with its
equivalent symptom. The wmutializing variable a, 1s
initialized as the value of the percent sureness. The
number of conditions necessary to satisfy the symptom
becomes the value of the aggregation block n. The weight
of the specific feature 1s then obtained by dividing 100 to
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the number of features in block n. The result becomes b,.
The values are then substituted to the formula of the
objective function which 1s: f{x) = (a/x+tbx,/2.. a/x+
b/x/2). Particle Swarm Optimization (PSO) 1s then applied
to the objective function f(x). The result of the objective
function will be the Tmpasse Weight (TW) of the rule. The
procedure is then repeated for all the rules of the expert
systerm.

RESULTS AND DISCUSSION

The variables S1 to Sn represent the symptoms while
D represents the possible cause Sn will have a value of 1
if it exists while O if it does not exist. The objective
funetion of the rules 1s represented as f(x). Particle Swarm
Optimization (PSO) will be applied to f(x) and the result
will be the Tmpasse Weight (TW) of the rule. In case there
are conflicting rules the rule with the highest IS will be
fired as it is most likely the possible cause.

Table 1 presents sample symptoms in computer
networks. Table 2 shows a list of possible cause n
computer networks. Table 3 presents the test data of the
conflict resolution algorithm. Table 3 also shows that the
rules can be represented into an objective function and
Particle Swarm Optimization (PSO) can be used to give
Impasse Weights (IW) to the rules. In case there are
conflicting rules the rule with a higher IW will be fired. An

Table 3: Test data of the conflict resolution algorithim

example is inrules 13 and 14. The two rules have the same
set of symptoms but applying the algorithm rule number

14 has a higher TW therefore, its possible cause is most
likely the problem and this rule will be the one to be fired.

Table 1: List of symptoms in computer networks

D Symptom

51 Runtime errors

52 Divide errors

53 Network dataport problem
34 Firewall disabled

35 Pinged server error

36 Firewall sotbware cannot be detected
57 MAC address conflict

58 LAN malfunction

39 Domain narme service error
310 MOM alerts critical error
511 Server harddisk full

512 Mapping error

313 WIN driver error

514 HTTP error

515 MAC Portal error

Table 2: List of possible causes in computer networks

D Symptoms

PC1 NET defective
PC2 Card error

PC3 Mapping error
PC4 Wire problem

PCs L.ogin error

PC6 Server full

PC7 OS error

PC8 Shared folder error

IF THEN mle Initializing variables Contlict resolution formmila Trnpasse Weights (TW)
TF(81=Dand (83=1)=+D=PCI) a, =70, a,=50,b; =0.5, b, =0. X0 = (a5 +byx/ Dy x5 thpn/2) 35.00
IF(S1=1and S84=1Dand(S5=1)=> a, =70, a, =30, a; = 40, b, = 0.333, (X)) = (a, %, th,x /22Xy th %, /2)) 26.92
(D =PCI) b, =0.333, b, = 0333 +laxa b2
IF(S2=1yand (84 =1 and (S5=1) a; =70, a; = 60, a; = 40, a, = 40, (X)) = (a1 /%ty 1/ 2% Hhoxa2) 30.00
and (86 =1)=> (D =PC2) b, =0.25, b, =0.25, b, =0.25, (A3 2)Ha, X h D)

by=0.25
IF (82 =1)and (34=1) and a; = 50, a; =40, a; = 40, a, = 60, (X)) = (a1 /%0, x1/2) Hapfxg + baxa/2)+ 2987
86=1and (87=1)=> (D=PC3) b, =0.25, b,=0.25, (25/%,thyxs/ 2)+H(a,/ X, x,/2)

b;=0.25,b,=0.25
IF(S6=1)and (37 =1)and (S8=1) a; = 80, a; = 80, a; = 60, a, = 70, (X)) = (a0, Hyxy/ 27y % Hhoxa 2)+ 37.16
and (89=1)=> (D =PC3) b, =0.25, b, =0.25, b, =0.25, (g5 Hha3 )+, 50,20

by=0.25
TF (88 =D and (89 =1)and (S10=1) a; = 30, a, = 30, a; = 80, a, = 90, 17X = (a5 +byx/ D)+ x5 thpn 2+ 31.63
and (811 =1)=> (D =PC4) b, =0.25,b,=0.25,b;=0.25, (a5/X5tbaxa/ 21 (ay/x, b %412)

b,=0.25
IF (88=1yand 89=1 and(S12=1) a; =90, a; =90, a5 = 70, a, = 70, (X)) = (a0, Hyxy/ 27y % Hhoxa 2)+ 36.00
and (815=1)=> (D =PC4) b, =0.25, b, =0.25, b, =0.25, (g5 Hha3 )+, 50,20

by=0.25
TF(82=Dand 85=1and ($9=1) a, = 80, a, = 50, a; = 50, a, =70, 17X = (a5 +byx/ D)+ x5 thpn 2+ 32.00
and (811 =1)=> (D =PC4) b, =0.25,b,=0.25,b;=0.25, (a5/X5tbaxa/ 21 (ay/x, b %412)

b,=0.25
IF (S11=1) and (812 =1) and (813 =1) a; = 90, a; = 60, a; = 90, a, = 50, (X)) = (a0, Hyxy/ 27y % Hhoxa 2)+ 34.00
and (814 =1)=> (D =PC5) b, =0.25, b, =0.25, b, =0.25, (g5 Hha3 )+, 50,20

by=0.25
TF (81 =Dand (83=1)and (S10=1) a; =70, a; = 60, a; = 90, a, = 90, 17X = (a5 +byx/ D)+ x5 thpn 2+ 3543
and (815=1)=> (D =PC6) b, =0.25,b,=0.25,b;=0.25, (a5/X5tbaxa/ 21 (ay/x, b %412)

b,=0.25
IF(S2=1yand (84 =1 and (S5=1) a; = 80, a; = 90, a; = 40, a, = 60, (X)) = (a0, Hyxy/ 27y % Hhoxa 2)+ 47.00
and (814 =1)=> (D =PC6) b, =0.25, b, =0.25, b, =0.25, (g5 Hha3 )+, 50,20

by=0.25
TF(83=Dand (87=1)and (S8=1) a, =70, a; = 60, a; = 70, ay, =40, 17X = (a5 +byx/ D)+ x5 thpn 2+ 50.67

and (810 =1)=> (D =PCT) b, =0.25, b, = 0.25, b, = 0.25,

b,=0.25

(a5/%y by 2)H (% th /2)
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Table 3: Continue

IF THEN nile Initializing variables

Conflict resolution formula Impasse Weights (TW)

IF (810=1) and (S11=1) and (§12=1)
and (§15=1)=> (D =PCT) by = 0.25, by = 0.25, by = 0.25,
ba=0.25

IF (810=1) and (811 =1) and
(812=1)and (S15=1)=>
(D =PCS)

IF (89 =1) and (810 =1) and
(811=Dand (S15=1)=>
(D =PCS)

by =0.25, by = 0.25, by = 0.25,
by=10.25

by =0.25, by = 0.25, by = 0.25,
by=0.25

a; = 80, a; =80, a; = 40, a,= 90,

a; =90, a, = 60, a; =40, a; =90,

a; = 80, a; = 50, a; = 50, a, =40,

f(X) = (a/xy b/ 2)+{ay s thpe/2)+ 34.59
(83/xyHbyxXa/ 2)H{ay Xy thxy/2)
17X = (a5 +byx/ D)+ x5 thpn 2+ 59.00
(@s/x3tbyxa/ 2 H Ay thaxa/2)
(X)) = (a0, Hyxy/ 27y % Hhoxa 2)+ 36.00

(83/xyHbyxXa/ 2)H{ay Xy thxy/2)

CONCLUSION

The sample data in this research showed that
conflicting rules are possible in expert systems because
the same set of symptoms can have different possible
causes. When conflicting rules exist the expert system will
have a problem on which rule to fire. This research solved
that problem by proposing a novel conflict resolution
algorithm which can be used for the conflicting rules of an
expert system. The algorithm converted the rules of the
expert system into an objective function. The Particle
Swarm Optimization (PSO) was used to solve the objective
function and give Impasse Weights (TW) to the rules. In
theory the higher the TW the most likely that it is the
possible cause, so that rule will be fired.

The algorithm was tested only with a sample data for
computer networks. For future studies we recommend that
the algorithm be tested on live data. This algorithm is not
Just for expert systems m computer networks but can also

be used 1n other fields.
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