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Abstract: Recently because of development of remote network technology, users are able to access the network
freely without constraints of time and space. As users are getting more frequent to access the remote server
in a computing environment, they are increasingly being exposed to various risk factors such as forward

secrecy and server impersonation attack. Therefore, researches for remote user authentication scheme have
been studyimng actively. This study overcomes the weaknesses of many authentication schemes proposed
recently. This study suggests an mmproved authentication scheme that protects user’s anonymity with
preserving variable more safe and also provides forward secrecy.
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INTRODUCTION

With rapid advances in network technology, users
can use nternet service freely without boundary of time
or place. Remote user authentication scheme controls
access by unauthorized users to protect remote services
or resources and 18 a very important process to validate
the mjured user. However, various authentication
schemes in the remote environment are exposed the
session key in key distribution process when the security
key 13 exposed so, it 1s meant that the schemes cammnot
provide forward secrecy. And some authentication
schemes have security weaknesses such as reply attack,
impersonation attack, smart card attack, privileged insider
attack, stolen verifier attack, man-m-the-middle attack and
so on. User authentication scheme need to provide the
confidentiality, integrity and availability and forward
secrecy for safe authentication between remote server and
remote users. The typical method of user authentication
1n a remote system environment is as follows (Chot ef al,
201 4ab; Jaspher et al., 2012 (Sensors); Chien et af., 2002;
Ramasamy and Muniyandi, 2009).

Khan et al. (2011) claimed that Wang ef al
(2009)’s proposed authentication scheme have security
vulnerabilities such as anonymity and insider attack. So,
Khan et al. (2011) proposed dynamic ID based remote
user authentication scheme to resolve the problem by
Wang et al. (2009)’s scheme (Khan ef al., 2011). However,
Chen et al. (2012) explained Khan ef al. (2011)’s dynamic
1D based authentication scheme have important problem
with using variables that are vulnerable to mternal attack

and not registered and then proposed authentication
scheme that improves use of variables and does not send
user random value to public channels (Chen ef al., 2012).
Tiang et al. (2013), analyze Chen et al. (2012)’s scheme
and found out their scheme is vulnerable on guess attack
and tracking attack. Jiang et al. (2013) proposed security
enhanced symmetric key based authentication scheme
that provides user’s anonymity and mtractability.
Kumari et al. (2013) point that Tiang et al. (2013)’s scheme
has security vulnerability on user impersonation attacl,
guessing attack and demal of service attack. So, to
overcome these problems, they proposed secure
authentication scheme for telecare medical information
system (Kumari ef al., 201 3). However, Kim and Lee (2014)
claimed that Kumarn ef af. (2013)’s scheme cannot provide
forward secrecy and user anonymity, so, an attacker can
compute the session if the attacker know secret key,
user’s 1D, random number. To solve the problem
related user anonymity and forward secrecy, Lee ef al.
(2016) proposed a symmetric key-based remote user
authentication scheme with forward secrecy and claimed
that their scheme is secure against lack of forward
secrecy, lost smart card attack, onlme password
guessing attack, offline password guessing attack, user
impersonation attack, denial of service, session key
disclosure attack, stolen verifier attack, man-mn-the-middle
attack, privileged insider attack, provides user anonymity,
user untraceability, replay attack and so on (Lee et af.,
2016). This study analyzes the detailed process by
Lee et al. (2016)s authentication scheme. As a results,
this study found out Lee et al. (2016)s authentication
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scheme still has security wvulnerability such off-line
password attack, user anonymity, insider attack, user
umpersonation attack.

MATERIALS AND METHODS

Review of Lee et al. (2016)’s authentication scheme: To
overcomme weaknesses on various authentication scheme,
TLee et al. (2016) propose secure user authentication
scheme keeping the advantages by Kumari et al. (2013)’s
authentication scheme which 1s secure against forward
secrecy and smart card loss attack. Kumari ef al. (2013)’s
authentication scheme, session key is computed if an
attacker knows the security key on the maintenance
of forward security. So, when an attacker decrypted
AID = E, (ID|R), the attacker can obtain the user’s ID and
random number R. And then the attacker can compute
previous session key using user’s TD and J variable.
Lee ef al. (2016)’s proposed scheme an attacker cannot
obtain the user’s ID because the attacker do not know Y
and b if the attacker obtains the security key using
AID = E, (ID(Fh (Y||b). Moreover, T variable is computed
by variable R, A and L. So, Lee ef al. (2016)’s scheme 1s
secure if an attacker obtamn the information of smart card
using the smart card attack.

Lee et al. (2016)’s proposed scheme consists of three
phases: the registration phase;, the login phase; the
authentication phase; this study describes Lee ef al.
(2016)’s authentication scheme in detail. For convenience,
the notations used throughout this study are summarized
i Table 1.

Registration phase: Before starting Lee et al (2016)s
authentication scheme, the server selects the master
secret key x and b, a collision-free one-way hash function
h(*). Then, the user U, registers to the server S. The
registration phase.

[R1]: The user U, chooses his/her identity ID , password
PW and a random number r.

[R2]: Then user computes RPW = h (1|[PW) and submits
ID, RPW to server using secure channel.

[R3]: The server checks the format of ID and assigns the
number to Registered time such as N = 0 to new user and
N =1 to existing user.

[R4]: The server computes following parameters:

T=h&||ID||N),Q=h(ID]| x ¥ERPW
Y = h (RPW || ID), R = b&h (ID | x)

Table 1: Natations

Notation Description

U, A useri

Si A remote medical server

D The Identity of the user U;

PW The Password of the user U,

RGR A Registration record

N The Number of times registers with server

r A random nonce of U;

T, A timestarmp

X The 8;’s secret key

b The 8;’s random number

h(*) A collision-free one-way hash function

Sk The shared Session key

& The bitwise XOR operation

I The message concatenation operation

E. (%) A syrmmetric encryption using a key k

Dy () A symmetric decryption using a key k
User Server

Chooges ID, PW, 1
Computes RPW = h(1|PW)
(Secure channel) (R = {ID, RPW}}

.
Ll

For correct ID format

Sets N =0 or N+1

Computes J = h{x|ID|N)

Q = W(ID|x)ERPW

Y = h(RPW|ID}

R = bdh({ID|x)

L= JEh(RPW]|b)

A =La&h(ID|b)

M = h(JJRPW|ID)

AID = E, (ID®h(Y|b))
Stores {ID@x, N} inits RGR
SC={R, A, AID,M,Ey, D;. h{)}

(Secure channel) {{SC} and }

i
-

Computes

K =h(ID|[PW)@r

B=Q®r

Ingerts K, B into SC

SC={R,A, AID, M, E;, D, h{.), K, B}

Fig. 1: Registration phase by Lee et al. (2016)’s scheme

A=LEh(D || b), L = IEh (RPW || b)
M =h (T||RPW || ID), AID = E, (IDh (Y || b)

And the server stores {IDMx, N}.

[RS]: The server store {R, A, AID, M, E,, D, h(*)} to
smart card and then send the smart card, variable Q to the
server using secure channel (Fig. 1).

[R6]: The user receives the smart card and variable Q,
and then computes K = h (ID | PW)Er , B = Qfr and the

user stores K, B to the smart card.

User registration phase: This phase is invoked
whenever, the user U, wants to login to the server S. The
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User Server

U: Input ID, PW

8C: r* ¢ K&h(ID|PW)
RPW* = h(r*|PW)
h{ID|x)* < BERPW*&r*
b*¢h(ID|x)* €R

L* = A®h(ID|b*)

T* ¢ L*@h(RPW|b*)
M* = h(T+ |REW*|ID)
Check M* =M

Compute Gy, = h(Ty| T

{AID, Ty, RPW, Cyp

Fig. 2: The login phase by Lee ef al. (2016)’s scheme

login phase 13 shown in Fig. 2. The steps of the login
phase are shown as follows; the steps of this phase are
conducted as follows.

[L1]: The user mserts the smart card SC and inputs user’s
1D and password PW.

[L2]: SC computes the r” and RPW" using ID and PW:
r'~K&h (TD | PW), RPW =h (' || PW)

[L3]: The SC computes the following parameters using
RPW:
h(ID || x)'- BEERPW ebr”
b' ~h(ID || x)BR , L' -~Ah (ID || b")
T'=L'Gh (RPW" | b)), M =h{T"||RPW | TD)

[L 4]: SC checks the sameness the M and M. If the they
are same, the SC computes:

Cu - h (Tul H ])
If they are not same, the user closes session

[L 5]: The user send login messages {AID, T,,, RPW_ C}
to server using public channel.

Authentication phase: After completing this login phase,
the user U, and the server S can authenticate each other
and establish a shared session key. The authentication
phase 1s shown mn Fig. 3.

[A 1]: The sever receives the login messages and then,
generates T, and checks (T,,,—T,,) >AT. If the condition
of messages and time stamp is not suitable, the server
closes the session.

User Server

{AID, Tu, RPW, Cy)

[
»

Acquires Trq

Checks (Tyq — Ty)=AT
Computes Y* = h(RPW|ID*)
Checks ID*Eh(Y|b}—D:(AID)
If no such ID* exist

Expires the session. Otherwise, computes
7= h(<[ID M)

C*y=h(Ty|T)

Checks C*,= C,, computes
AID* = E, (IDEh(Y|b))
Acquire Tamg

Cris = Ey (AID*| Cylrusa)

Chus
< {Crs)

SC: Cps= DY(AID*| | Ty)
Acquires Tyg

Checks (Ty-T\g) AT

Confirms C, = C*,

If not AID = AID*, AID<— AID*

Computes S¢ = h(J| Ty | Tmz) 5= h{J[Tw|Taz)

Fig. 3: Authentication phase by Lee et al. (2016)’s scheme
[A 2]: The server computes the Y" and checks as follows:
Y =h RPW || ID"), IDGh (Y | b) 7 =D, (AID)

If ID is not in RGR, the session is closed, otherwise
the server computes J and C";;

T=hx[ID[N),C,=h(T, 1)

[A 3]: The server checks the sameness of ¢, and C, . If
they are same, the server computes AID" = E_ (ID&h
(Y || b)) and generates T ;.

[A 4]: The server computes C,.=E, (AID" || C, || Tpe) using
T.... and send C,; to the user using public channel.

[A 5]: The user receives C,, from the server and then
computes C,, = D; (AID" || C, || T.e) and generates
timestamp T .

[A 6]: The user checks (T, ,—T,) > AT using computed
T,;. If the condition 1s accepted, The user checks the
sameness between ', and C,. If the C', and C, are not
same, the user closes the session.

[A 7]: If the <, and C, are same, the user checks the
sameness between AID' and AID. ATD" and AID are not
same, the user replaces the AID by AID ~AID".
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[A 8]: The user and server compute the session key
S = h (|| T, || Ty and finish the login and
authentication phases.

RESULTS AND DISCUSSION

Security analysis of Lee et al. (2016)’s scheme: This
study analyzes Lee et al. (2016)s authentication scheme
and find out various security vulnerabilities including
off-line password (and identity) guessing attack, user
umpersonation attack, weak anonymity and msider attack.

Off-line password (and identity) guessing attack: Various
studies explain that all information stored on user’s smart
cards could be extracted by physically momtoring its
power consumption such as simple power analysis and
differential power analysis. Therefore, when a user loses
user’s smart card an attacker can get all information in the
smart card. Lee et al. (2016)’s authentication scheme, the
smart card stores important mformation about user’s
authentication. The smart card for the user U, stores
iR, A, AID, M, E,, D, h(+), K, B}. Using smartcard stored
mformation and RPW, attacker can guess the user’s [D
and password PW, as Fig. 4.

First, the attacker can obtain RPW in public channel
and then the attacker take user’s smart card to reveal the
user’s identity and password. By simple power analysis
and differential power analysis on smart card, the attacker
can get all of information on user’s smart card. So, the
attacker can obtain {R, A, ATD, M, E_, D, h(s), K, B} then
the attack knows the following equation:

r =K&Gh(ID || PW ), h(ID || x) = BEERPWr
b =h{ID|x)PR, L =ATh (D ||b)
I =LEh (RPW || b), M =h (J||RFW || ID)
Using equation T, attacker recomputed the equation M:
-M= h (L&h (RPW || b) || RPW | ID)
Using equation 1., the attacker recomputed:

~M = h (A%h (ID|| b)Eh (RPW || b)|| REW || ID)

And using formula b, h (ID || x) and r, the attacker
recomputed as follows:

~M = h{Ah (ID[[h(ID]x) PRYPHRPWI|h(ID||x) ER) |
RPW | [ID)

~M= h(Ah (ID| BERPWEER)&Bh (RPW | B
ERPWELER || RPW || ID)

An attacker obtains RPW in public channel

An attacker takes the user Uy’s smart card

An attacker obtaing all information of smart card using physical
monitoring

— So, attacker can gets R, A, AID, M, Ei, Di, h(*) K, B
Attacker computer the parameters

*r =k@&h (ID| PW) «h (ID| x) = BEPRWEr)

*b=h (ID|x)ER « L = A&h (ID|b)

+T=L&h (RPW|b) *M =h (JJPW|ID)

— M = h (L&h (RPW|b) [RPW|ID); using T

— M = h (AZh (ID|b)Eh (RPW|b) | RPW|ID); using L

— M = h (A®h (ID |h) (ID |x)&R)®h(RPW|h) ID| x)&R) [PW|ID);
uging b

— M = h{A®h (ID |BERPWE rER) ®h(RPW|BERPWE 1E)
R)|RPW|ID); using h {ID |x)

— M = h(A¢h (ID|BERPW&Ek®h (ID|PW)DR) D
h(RPW|B@®RPWEk®|h (ID [PW)ER) [RPW|ID); using r

Attacker know all formula’s parameter except for ID, PW

— Dig and Dy, are very limited in practice such as |Dyl = |DIJW l<
10°

— So, attacker can executes off-line password attacker and obtain

ID and PW

Fig. 4: Off-line password (and identity) guessing attack

~M = h(AGh(ID|BBRPWEKPBh(ID| PW)ER )
h(RPW[BERPWDBK Sh(ID|[PW) 6BR ) | RPW || ID)

In M formula, the attacker know all parameter except
for ID, PW, Let |Dy| and |D,,| denote the number of
identities in Dy, and the number of passwords in D,
respectively. The runming time of the aforementioned
attack procedure is O[D,[*[D,*Ty). where T s the
rumming time for hash because both password and
identity are human-memorable short strings but not
high-entropy keys that is to say, they are often chosen
from two comresponding dictionaries of small size. As
D, and D, are very limited in practice, | Dy < | D,,,| 10°,
the aforementioned attack can be completed in polynomial
time. So, the attacker can compute user’s 1D and PW
using off-line password (and identity) attack using
information m user’s smart card and RPW m public
channel (Ma et al., 2014).

User impersonation attack: User impersonation attack 1s
an attack in which an attacker successfully assumes the
identity of one of the legitimate parties in a system or in a
communications. Lee et al. (2016)'s scheme when an
attacker stole the user’s smart card, the attacker can login
and authenticate to server and compute the session key
S, between the user and server, so, the attacker can
successfully impersonate legitimate user, Lee et al.
(2016)’s authentication scheme. If the attacker can
authenticate with the server using user’s smart card, it 13
serious problem (Rhee et al.,, 2009).
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An attacker obtaing AID T, RPW in public channel

An attacker takes the uger U;’s smart card

An attacker obtains all information of smart card uging physical
monitoring

— So, attacker can gets R, A, AID, M, E, Dy, h (), K, B

An attacker computer the parameters

sr=K&h (ID| PW)  *h (ID|x) = BEPRW&r)
*b=h(ID|x) @R *L=A®h(ID|b)

+T=L &h (RPW|b)

—» J= A®h (ID |b) €h (RPW|b); using L

—3 7= A@h (ID |h (ID|x) &R) ©h RPW|h (ID|x) ©R; using b

— = AGh (ID |BERPWErER) & h(RPW |BERPWErER); using
h{ID|x)

— J=A@h (ID|BERPWE K&h (ID|PW)ER) &
h(RPW|BERPWE KEh) (ID|PW) €R); using r

Attacker know all formula’s parameter inciuding ID, PW from the

attack 3.1

— So, attack can compute T and decrypt Cy,, obtain Tpeo

— So, attacker can impersonate the legal user and compute session
kev S. easilv

Fig. 5: User impersonation attack

Figure 5 describes the user impersonation attack on
Lee et al. (2016)’s authentication scheme. An attacker
obtains AID, T,, RPW in public channel and if the
attacker takes the user U’s smart card, he can obtains all
information of smart card using physical monitoring like
DPA, SPA. So, the attacker has R, A, ATD, M, E,, D,, h(s),
K, B, RPW and knows the formulas of parameters such as
r, h (ID || x), b, L including J = Lh (RPW || b). So, the
attacker recomputed equation J using T., b, h (ID || x), r as
follows:

~[Using L]: T = A%h (D || b) ®h (RPW || b)

~[Using b]: T = AGh(ID || h(ID || x)ER)Ph (RPW || h
(ID || x)PR)

~[Using h(ID || x)]: T= AGh(ID|BERPWEER)Th
(RPW || BERPWEER)

- [Using r]: T = ABL(ID|BERPWEKPBh(ID| PW)ER)E
h(RPW || BBRPWEK Eh (ID [PW)ER)

And the attacker can illegally extract the secret values
and computes ID and PW using off-line password
guessing attack. Therefore the attacker can compute T and
decrypt C,,, and obtain T, . So, the attacker can computes
compute session key S, = h (J || T,, || T,)- The attacker
can login and authentication with server using
user’s smart card and computed TD, PW and can
make the session key S, between user and server.
Therefore, the attacker can impersonate the legal
user.

Weak anonymity: Lee et ol (2016)’s authentication
scheme, they use anonymous identity AID to provide the
anonymity but an attacker can know some information
using AID. The user by Lee et al. (2016)’s authentication
scheme sends AID to server for authentication over
public communication so the attacker can obtain all of
ATD coming to the server because user’s ATD is always
constant. In equation AID = Ex (IDBh (Y || b)), all of
parameter (ID, Y, b) are constant so, AID is constant
though parameters (ID, Y, b) are encrypted. By analyzing
the messages for server of public communication an
attacker can guess the number of registered user to sever.
Moreover, the attacker can acquire information on which
user communicates with server (Rhee et al., 2005).
Therefore, Lee et al. (2016)’s authentication scheme does
not provide complete anonymity so, it 1s necessary for
user to apply dynamic protection technique. Then, when
user sends AID to server, the attack cannot extract the
information from ATD which is varied according to time.

Insider attack: Lee 2t al. (2016)’s authentication scheme,
the server has all of information which 13 needed to
authenticate between server and user. Tt is meant that an
insider of server can impersonate to all of registered user
if the insider steals the information stored the server
(Stolfo et al., 2008). To unpersonate the registered
user an attacker need to make {AID, T,,, RPW, C} and to
compute the session key 3, from C,,. It is because that the
server including RGR has all information such as user’s ID
and secret key. To solve this problem, the server reduce
to store the information for login and authentication
{(especially, user’s ID).

No perfect forward secrecy: Perfect forward secrecy is a
property of secure communication protocols in which
compromise of long-term keys does not compromise past
session keys. Tt is meant the when one of the long-term
keys 1s compromised m the future, if session key derived
from a set of long-term keys will not be compromised, then
it 18 meant that perfect forward secrecy 1s provided.
However, Lee et al (2016)’s scheme does not achieve
perfect forward secrecy (Choi et al, 2014). Lee et al.
(2016)’s scheme, the attacker can compute the all session
key between the user and server if the attacker knows the
one of long-term keys in future. Figure 6 describes why
Lee et al. (2016)’s scheme cannot provide perfect forward
secrecy.

An attacker obtans Tp, and Cp, m previous
communication between user and server. Then, the
attacker knows one of long-term secret I. So, the attacker
can decrypt the C . as follows:

prns

DJ (Cpms) - (AIDp H Cpu H Tpmsz)
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* Aftacker got Tpy and Cyy in previous public communication
« Attacker know one of user’slong-term secret: J
* Attacker has T, Tpy and Cpy,
~ Dy {Cpms) = (AID; | Coul Tmst)
—  Aftacker has T, Tpy, Tyms
—  Previous Sy = bl Tyu | Tymsz)
* Attacker has can compute all of previous session key Sy

Fig. 6: No. perfect forward secrecy

Then, the attacker get I, T, T, which is the
parameters that is needed for previeus S,

Previous sessionkey S, =h (J|| T, || Tpn)
Present sessionkey S, =h (J|| T,; || To)
The attacker can compute all of previous session key
Sgusing J, T, and T _,. And the attacker can make the

present sessionkey S, = h (J|| T, || T,..z) also. Therefore,
this scheme does not achieve perfect forward secrecy.

pros2:

CONCLUSION

Lee et al. (2016) proposed a smart card based
password authentication to overcome the weaknesses of
many authentication schemes proposed recently but
their scheme has security problem. So, this study
analyzes Lee ef al. (2016)’s scheme and pomts out that
authentication scheme has security vulnerability such as
off-line password (and identity) guessing attack, user
umpersonation attack, weak anonymity, nsider attack, no
perfect forward secrecy.
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