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Abstract: Cloud computing is emerging as one of the high performance and integrity aware area in the
distributed and grid based computing environment. Enormous computing and technology based services are
delivered and disseminated throughout the globe using cloud implementations because of mcreasing usage
of technology products. As these products and devices are quite costly to purchase, cloud computing gives
the option to hire the computing infrastructure with per usage base. As cloud computing is escalating by
number of services, there are lots of issues regarding vulnerability and integrity in the data centers from where
these cloud services are disseminated. This research manuscript presents and implements a unique and
effectual approach for security of data centers using dynamic approach for encryption during communication
and accessing the cloud services. The results in the projected novel approach are effective in terms of cost,
complexity and overall performance. The projected novel approach is using nature inspired approach river
formation dynamics for the enhancement of results and performance.
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INTRODUCTION

Security and vulnerability (Popovic and Hocenski,
2010) analysis are the key features which are frequently
addressed in the assorted algorithms by number of
scientists and academicians. Numbers of algorithms are
devised so far for the identification and avoidance of
security issues. These are the algorithms and approaches
which works on the security aspects of cloud
infrastructure.

In cloud computing (Buyya, 2009), there are
multiple and  points security
vulnerability can be identified. These cloud delivery
methods can be Infrastructure as a Service (IaaS)
(Bhardwaj et al., 2010), Platform as a Service (PaaS),
Software as a Service (SaaS) (Bassiliades et al, 2017),
Testing as a Service (TaaS) (Rajput and Gupta, 2014) or
any other. All these cloud delivery pomts can be
susceptible to the assaults from different sources and
cracking modes.

scenarios where

Security vulnerability aspects in cloud: There are number
of attacks and taxonomy of assaults which can be initiated

in a network based environment. Any of the followng
vulnerability and assault attempt can be there i1 cloud
computing environment:

»  Syhil attack (Margolin and Levine, 2008)

¢ Identity threat (Kandias et al., 2012)

*  Wormhole attack

s Distributed Denial of Service (DDoS) attack
»  Jamming assault

»  Traffic overloading

Any lots of other assaults: All of these attacks are very
precarious to cloud based delivery pomnt for the cloud
service provider as well as cloud end user. In this
research, a unique and effectual approach for run time
cryptography during communication is devised and
implemented for the higher degree of security and
integrity against such attacks.

MATERIALS AND METHODS

Problem formulation and proposed work: So
many algorithms, protocols and methodologies are in
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development, still there is a scope of developing new and
higher security algorithms which can enforce greater
security. In this manuscript, the approach adopted 1s the
dynamic encryption during communication of cloud user,
cloud broker and cloud service provider and there are
multiple layers in which the communication can be
authenticated.

The traditional approaches for security and
mtegrity mclude ant colony optimization, genetic
algorithm, honeybee algorithm, neural networks and
similar which are quite conventional and there is need to
evolve and integrate a new approach for the greater
optimization.

The proposed algorithmic approach
manuscript is adopting river formation dynamics for
higher degree of security and integrity with the layer
based refinement of the results. In each layer and phase

in this

of river formation dynamics the path of secured cloud
based transmission 1s decided and further global results
are evaluated. The proposed work 1s taking the followimng
layers to evaluate the appropriate path. Evaluation of the
vulnerability and smffing in the existing scenario. Deep
learming and analytics on the checkpomts of cloud
channels so that, the secured and global optimal path
towards secured environment can be devised. The
sediments processing the river formation dynamics is
keeping track of sniffing points which can be addressed

SR

Analysis of
vulnerabilities and
communication
overhead

and exploited. By this evaluation, a higher degree of
security enabled system is presented as a path of security
for integrity and privacy based applications.

RESULTS AND DISCUSSION

For implementation, the prominent cloud computing
based library and simulator CloudSim is used which is
having all the libraries and base classes for
implementation of security at multiple layers. Using cloud
analyst and grid sim there 1s mtegration of high
performance computing in the grid based environment
which can impose more security and performance in the
higher load to avoid the congestions.

Projected nature inspired approach (river formation
dynamics): In this proposed research and mmplementation,
cloudsim 1s used to call and mtegrate the cloud
components, virtual machines and related objects in the
cloud environment. CloudSim provides the library and
frame work to with the cloud components. The
association of cloud analyst is done to present the data
centers and virtual machines with associated factors in
the graphical perspectives. The proposed algorithm of
river formation dynamics 1s implemented in this phase of
cloud based transmission and communication between
the cloudlets and in secured dimensions. The tool R is
used to have the deep analytics and statistical measures
of the results and security perspectives (Fig. 1-3).
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Fig. 1: River formation dynamics in cloud environment
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Fig. 2: Imtialization of cloud sumulator for dynamic security
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Fig. 3: Generation of intermediate key for security aware communication

Tools used for implementation: It 18 evident from Fig. 4 and 5 that the complexity and
o CloudSim cost in the projected nature inspired approach 1s very less
+  CloudAnalyst as compared to the traditional approach. The overall
. GridSim performance of the proposed approach is higher as

compared to the traditional approach of ant colony
optimization because of the greater security and integrity
aware algorithm (Table 1).

+  Notepad++
e R
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Fig. 5: Generation of mtermediate key for security aware
communication

Table 1: Comparative evaluation of results on multiple parameters

Parameter/Algorithims Cost Complexity  Performance
Traditional approach (ant based 90 87 64
optirnization)
Nature inspired based vulnerability 53 28 96
avoidance algorithm

CONCLUSION

The projected nature inspired approach is river
formation dynamics which 1s used for mtegration of
higher degree of security. River formation dynamics is the
process by which the rivers are formed from frequent
flowing water from a particular region. Same approach is
umitated m the security and overall scheduling of cloud
environment. The proposed results are effectual on
multiple parameters which can be further improved using
assorted soft computing techniques. Tn soft computing
and elaborated nature inspired approaches, there can be
the integration of river formation dynamics, bee

optimization, lion algonthm, elephant approach,

fermentation based algorithms and many others. These
approaches are effectual in providing the global
optimization.
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