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Abstract: Although, many safeguards and security policies have been proposed for Electronic Health Record
(EHR), the need of privacy and security for EHR systems persists. This study presents the literature review and
features of frequently adopted security policies for EHR systems. In this study, the literature of security
techniques and methods adopted for EHR systems have been collected until 2016 and then techniques were
analyzed to identify best security method for maintaining nation health records. This swvey highlights the
features that are essential for security policies of EHR systems and it also presents the technical features and
mandate access control methods through proper cryptography architectures for the nation health record and

Health Information Exchange (HIE) among the nations.
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INTRODUCTION

Nowadays, the study based patient health records are
being converted mto Electronic Health Records to provide
effective and real time services to the patients with
acceptable flexibility i Health Information Exchange
(HIE). The EHR system enables the health providers to
easy access and sharing of patient health information but
literature states that patients are disinclined in sharing
their health information with other than the directed health
care providers. So, the EHR system demands protection
and security to enable authentication to access and share
patient health information. The sharing of EHR raises
noticeable concerns with patient health privacy and
security. Privacy brings right to the patients about
handling of their personal information disclosure where as
data security provides protection to patients personal
mformation agamst accidental, unlawful destruction and
unauthorized access and disclosure. The privacy and
security assures the EHR system and provide quality
health services to the patients. The health providers have
adopted some methodologies and standards in order to
enhance the security to EHR. The worldwide adopted
standards n various developed countries: USA-Health
Level Seven (HL7), Health Information Technology for
Economic and Clinical Health Act (HITECH) and Health
Insurance Portability and Accountability Act (HIPAA),
CANADA-Canada Health Infoway, JAPAN-HEASNET
and EUROPE-ISO/TC 215, CEN/TC, etc.

As the privacy and security has become an important
aspect for maintaining and sharing patient health
information, the swrvey is limited to the technical plans

which lead to the findings of technical solutions.
Fernandez-Aleman et al. (2013) presented a security and
privacy standard TSO 27799 to address security of EHR in
terms of confidentiality, integrity and availability of
patient health data. These security ISO standards can be
implemented for many more real life applications such as
compliance, acquisition, access control, communication
and security policy, physical and environmental security.
The IS0 27799 demonstrates information security and
management schemes for EHR rather than the general
techmical schemes. This survey describes the security
standards such as ISO/EC 29100: 2011 and ISO/MEC
27002: 2013 which demonstrate security and privacy
guidelines.

The ISOAEC 27002: 2013 demonstrates mformation
security and management practices for organisation
information security risk environment. This ISO 2013
standard described 14 information security and control
policies for organisation, human resources, asset
management, physical and environment, communication,
system acquisition and supplier relationships.

The ISOAEC 29100: 2011 demonstrated cryptography
framework for protection of personally 1dentifiable
information in EHR systems and also support security of
information technology. The TSO 2011 standard describes
11 privacy policies for information security.

Literature survey on security attributes and standards:
This study provides state of art of various security
attributes, policies, standards and architectures adopted
for securing patient health information in EHR.
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Access control standards: Access control strategies and
policies are significant in ensuring security for EHR
systems. The access control 1s very important aspect in
providing confidentiality to EHR but it limit the access
rights of patient data to the system users. The broker
based access control is one of the access control
mechanisms adopted for bringing confidentiality to
mformation records. The access control employ
privacy policies in providing access to only authorized
health parties when health information database
contain patient’s personal identification mformation
(Bouhaddou ef al., 2012; Chen et al., 2012; Murray ef al.,
2011, Wu et al., 2012; Bloble and Pharow, 2007). In
literature, there is role based, attribute based and
cryptographic access control (Bouhaddou ef al., 2012,
Martinez et al, 2013; Zhang et al., 2011) policies to
provide flexibility and control the access of health
information with respect to time (Singh et al., 2013). The
attribute based access control 13 widely used m EHR
systems as compared to role based because of flexibility
in policy descriptions (Hsieh and Chen, 201 2). XACML is
an open access control policy language (Acharya et al.,
2013) that has been used in many researches to define and
demonstrate access control polices.

Secure communication standards: Tn order to exchange
EHR data among multiple health care providers, a
secure communication channel needs to be established
using secure firewall mechanisms (Liu et al, 2012,
Mackenzie et al, 2011; Tsai, 2010; Haak et al., 2003;
Aljarullah and Masri, 2012) such as VPN (Blobel,
2000; L1 et al., 2011, Bakers and Masys, 1999), network
segregation and SSL/TLS (Blobel and France, 2001;
Guo ef al., 2012; Safran and Goldberg, 2000; Stingl and
Slamanig, 2011; Khan and Sakamura, 2012; Afzal et al.,
2011). The eTRON architecture demonstrated by Barber
(1998) uses an authentication and hybrid access control
schemes for secure communication. Therefore, encryption
of communication channel mstead of data encryption has
become essential for secure EHR exchange. The
encryption of communication standards addresses the
policies for authentication, integrity, confidentiality,
non-repudiation and accountability of EHR. In
literature (Bouhaddou et af., 2012; Muwray et al., 2011,
Mackenzie et al., 2011; Blobel and France, 2001,
Guo et al., 2012; Santos et ai., 2011; Bloble and Pharow,
2007, Coleman, 2013), many researchers addressed
methods such as HL7, EDIFACT, xDT and XACML for
secure communication channels. The HL7 proposed
standards and methodologies for secure health
mformation exchange and retrieval through Secure
Message Delivery (SMD) methods. These methodologies

are prominent
used in many countries like
Germany.

secure health messaging standards
USA, Canada and

Secure compliance standards: Tmplementation of EHR
systems must obey the security standards of
HIPAA, HL7, access control and ISO EHR standards.
The healthcare providers obey the vocabularies
(Bouhaddou et al., 2012) and common standards to
enable and enhance data exchange efficiently of EHR
(Afzal ef al., 2011; Santos ef al., 2011). The literature on
this research demonstrated the compliance of HIPAA and
HL7 standards and also importance of common database
platforms. HIPAA gives policy guidelines to establish
privacy and security to health information systems
(Liu et al., 2012). HL7 describes architecture for secure
cryptography frameworl for secure health information
exchange (Hsieh and Chen, 2012).

Interoperability standards: Interoperability is an attnibute
of security system that permits and coordinates
information database systems in exchanging information
among multiple resources m order to quick sharing of
available mformation. The mnteroperability can bear few
information security policies such as constraint of
unauthorised access and disclosure on health data to
maintain confidentiality, mtegrity and availability. In order
to achieve the objective of Health Information Exchange
(HIE) systems, the interoperability integrate different EHR
data repositories. In literature, there are many articles
addressed various methods of mteroperability. The
interoperability methods and policies are stated in CEN
prENV 1306 interoperability (Laszewski et al.,, 2011). The
Data Segmentation for Privacy (D34P), Win and Fulcher
(2007) proposed and aims to ensure interoperability
standards to access patients health data across different
EHR systems. An architecture has been proposed for HIE
(Santos et al., 2011) by using HL.7 V3 standard and that
architecture  brings  sigmficant security through
interoperability. An interoperability model called eMOLST
has been proposed to integrate health record systems
among Healthcare Enterprises. Moreover, maintenance of
contimious care documents can strengthen the policies
for interoperability and portability (Acharya et al., 2013)
of EHR. TInitially, Broker based composite EHR
authorisation brings interoperability to EHR by
developing a small database system mitially and then the
concept 15 extended to orgamze the patient data in the
local and public databases (Blobel, 2000). By Bakers and
Masys (1999), the interoperable EHR have been presented
using encapsulated and modularised applications. The
methodologies m literatures can transform to design
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service oriented architecture for satisfying the security
requirements. The project bIT4, Laszewski et af. (2011)
presented a telematics architectwe for providing

mteroperability through independent computational
methods.

Consent policy standards: The concepts of sharing and
controlling patient’s health information with EHR
information centres and national clinical research
networks, provide effective health care to the patients.
Canada health centres recommended DAC and RBAC as
privacy and secure access control mechanisms for patient
consent (Barber, 1998). Few researches in literature states
that the hospitals and healthcare providers are primarily
responsible for mtimating patients and obtain consent
from them to disclose and share their health data to
healthcare provide centres. A consent model is presented
by Win (2005) and it states that, written patient consent
1s very iumportant in creation of agreements and policies
for patient health mformation exchange. However, the
data privacy legislations and health record privacy
Acts in developed countries like UK, NSW and healthcare
professional’s states that the healthcare provider can
access patient data without patients consent in
medical emergencies (Sun et al., 2011; Blobel, 2004,
Matteucci et al., 2011). The literature also states that the
healthcare provider should not force the patients to
obtain their consent and use or disclose such patient
health data for payments, treatments and healthcare
operations (Murray et al, 2011). The digital rights
management techmques already have taken the
steps to help and provide patient consent to EHR
systems (Huang et al., 2012). The ISO standards TSO/DTS
17975 and ISO/TS 27790:2009 demonstrated patient
consent policies ag privacy methods and profiles. The
popular privacy methods for patient consent include
Patient  Tdentification Cross-Referencing (PTX) and
Cross-Enterprise User Assertion (XUA). The Data
Segmentation for Privacy (D34P) demonstrated privacy
policies for sharing and enabling patient health
information database systems to achieve the objectives of
privacy protection schemes (Win and Fulcher, 2007).

Privacy policies and regulation standards: The policy 1s
the legal frameworks about rules and regulations,
organizational and administrative rights and agreements
to provide techmical solutions m order to process and
communicate nformation through recorded database
systems (Huang et «l., 2012). In literature, there were
privacy and security policies demonstrated for access
control, authorisation, delegation, goverming regulation,
disclosure, sharing and integrating and medical

regulations. Effective and information specific policies
and procedures would help in achieving strong
security and high level privacy for electronic records
(Smgh et al., 2013; Safran and Goldberg, 2000, Toh ef af.,
2011). Adopting common information sharing policies
and regulations would help healthcare centres in
providing specific solutions patient health information
(Bouhaddou et al., 2012; Santos ef af., 2011; Li et al.,
2013; Blobel and Pharow, 2006).

Flexibility standards: The role based and time bound
access control provides privacy and flexibility for EHRs
(Win, 2005) but the Attribute Based Access Comntrol
(ABAC) is effective as compared with role based access
control adopted. Since, the ABAC brings flexibility and
granularity to the EHR systems, suitable network
architecture need to be established across different EHR
to bring optimum scalability and security features for EHR
systems (Blobel and Pharow, 2006). The scalability is
necessary for distributed EHR systems in order to
handle with big data (Blobel, 2000; Bakers and Masys,
1999). The flexibility play significant role in designing
security for EHR with automatic decision making features
during medical emergency (Bakers and Masys, 1999,
Burton et al., 2013). The flexibility and security of EHR
systems offers interoperability to the systems while
exchanging health information (Rodrigues et al., 2013).

Applicability and scalability standards: Applicability and
scalability enable the patient to access their health data
from EHR even at outside home. The applicability and
scalability standards also support patient and healthcare
providers to access data instantly in medical emergency.
The aim of scalability in EHR is to exchange patient health
information through private and public network domain in
order to support patient medical emergency (Singh ef al.,
2013; Hsieh and Chen, 2012). Applicability of privacy
policies to EHR systems is crucial in disclosure of patient
health mformation (Wyayanti, 2017). The scalability
supports in merging EHR systems into complex database
systems (Burton et al., 2013) called cloud computing
environment.

Integration and sharing standards: The advancement in
secure information sharing through cloud computing
environment can provide security for Personal Health
Record (PHR) and also it raises sigmficant barriers to the
EHR while storage, usage and access management of data
(Chen et al., 2012; Bloble and Pharow, 2007; Hsieh and
Chen, 2012; Acharya et al., 2013; Afzal et al, 2011;
Baldas ef al., 2010). There 1s need of defimng standards
for authenticity and integration of health information with
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unsafe EHR systems in cloud. Matteucci et al. (2011)
proposed a data sharing standards for sharing EHR data
i controlled environment to assure confidentiality and
data integrity. The sharing and integrating standards
of HIE can integrate different nations to process
health information through common interface and enable
health care centres to provide quality health services
(Santos et al., 2011). Adapting nation health information
integrating standards for EHR system through centralised
approaches can enhance the quality of services and also
it controls the costs (Hsiao et af., 2012).

MATERIALS AND METHODS
Cryptography standards for EHR: This study
demonstrates the methodologies adopted worldwide for
maintaining and sharing of health records through secure
channels.

Cryptography methodologies for health information
records:  Cryptography  provides  authentication,
confidentiality, integrity and authorisation to the
patient health nformation. These cryptographic security
methodologies are classified into server security, user
security and transmission security. The digital signatures
based standards provides privacy to patient information
through Trusted Thud Party (TTP) and it helps n
mvestigating non  trusted medical mformation
transactions and avoid illegal unauthorised services.
Certificate Authority (CA) cryptography techniques has
been presented (Neubauer and Heurix, 2011) as a TTP
technique to issue security certificates and offers public
supported services. The techniques like End-to-End
Encryption (EZEE) for record authorisation and
authentication may satisfy security requirements and also
describe policies for access control (Hsieh and Chen,
2012). Pseudonymization of Information for Privacy in
E-health (PIPE) framework has been presented by
Riedl and Grascher (2010) to provide privacy and
confidentiality for patient health record maintenance
systems (Riedl and Grascher, 2010). The key in
cryptography manages management crucial aspects such
as storing, updating and revoking considered in
cryptography (Burton et al, 2013). The public key
encryption standards with keyword search security
provides patient controlled encryption,
especially m  fine-grained integrated  systems
(Acharya et al., 2013).

schemes

Cryptographic techniques for EHR business continuity:
The busmess continuity of EHR demands integrity and
availability of EHR systems. The EHR systems should

available instantly for patient and healthcare providers in
order to bring effective health services. The security
control policies also required for commumcation channels
to cooperate EHR systems and prevent any disruptions or
failures (Chen et al., 2012; Aljarullah and Masri, 2012).
The patient data in EHR need to be secured with
technologies like digital clusterng, RAID systems and
back-up procedures mn order to bring business contimuty
to the patients EHR in cloud server (Chen et al., 2012,
Singh et al., 2013; Aljarullah and Masri, 2012; Blobel,
2000; Khan and Sakamura, 2012; Matteucci et al., 2011).
So, the business continuity of EHR can be achieved by
implementing cryptography techniques that bring high
level of security and availability for EHR information in
cloud computing designs (Chen et al., 2012; Hsieh and
Chen, 2012, Acharya ef al., 2013; Blobel, 2000, Khan and
Sakamura, 2012; Liet al., 2013).

Accuracy and quality standards for EHR: The quality and
accuracy standards provide services like security and
privacy protection to the EHR systems. Integration of
patient’s health information with EHRs in cloud servers
provides accuracy and consistency for data (Chen et af.,
2012; Singh et al., 2013; Blobel and France, 2001; Li et al.,
2013, 2011). The Patient Centred Access to Secure
Systems Online (PCASSO) project improves the quality of
health care and provides considerable privacy to patient
health mformation by adopting right security methods like
RBAC, multi level security and privacy authentication
audit trails (Blobel and France, 2001). The appropriate
quality assurance methods and health plans can provide
confidentiality and security for EHR transactions through
cloud servers.

Operations security for EHR: Operations security brings
features like momnitoring, auditing, archiving and restoring
of patient health information in EHR systems. Auditing
the records refers to maintenance of log in register for
users and activities. Archiving means storing information
1n offline and restore them whenever required (Chen ef af.,
2012; Singh et al., 2013). Monitoring is very significant in
transmitting data through secure communication channels
and also m 1dentification of suspicious activity to protect
the data from malicious events. The EHR system needs to
be adopted back-up mechanisms in order to ensure
privacy to the patient health data for authorised users
(Khan and Sakamura, 2012).

RESULTS AND DISCUSSION

This study presents finding of literature survey

and their significance in  secure health record
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maintenance. The access control and privacy policies
should be defined to EHR through cryptography ISO
standards in order to provide sigmficant security for
patient health nformation There are researchers in
literature proposed many procedures and standards to
provide efficient encryption and key management scheme.
The cryptography control standards and policies play
significant role in achieving mformation security goals
such as confidentiality, integrity, authenticity and
authentication. The literature survey demonstrates that
the EHR systems demand secure communication for
sharing health mformation. Encryption of commumcation
channel addresses the proper data exchange standards
and regulations and there were standards addressed in
HL7, HITECH, HEASNET to ensure secure health data
exchange mn healthcare providers and clinical database
systems. The data exchange networks need to be
managed and controlled by defining cryptography
implementations that provide security and protect patient
health nformation from unauthorised access.

This swrvey demonstrates the research gap in secure
exchanging of health information systems. Interoperability
can address information security, information access and
mnformation retrieval of EHR systems when they adhere to
acceptable formats and regulations. The principles like
understandable, affordable and accessible mechanisms
bring patient consent to health care providers in
accessing health mformation at the right time at right
place. This survey reveals the research gap on patient
consent methods to define policies and standards that
need to be considered while accessing information from
EHR. Patient’s can share the control and access rights of
information to the authorised patients and healthcare
providers and also to climical research agencies. Patient
consent states the ways of informing the patient and user
about the processing of patients personal information.
The healthcare providers should inform the patients about
consent methods before processing their information and
also need to inform the healthcare providers about the
access rights of patient consent schemes.

Literature proposed few privacy policies and secure
cryptographic architectures for flexibility of EHR systems.
This survey uncovers the research gaps concermng to
the flexibility policies of EHR systems. The proposed
flexibility policies play major role in defining strategies for
security of distributed EHR systems. An applicability and
scalability policy of cryptography techmiques ensures
security of EHR systems. The survey suggests that there
is need to emphasise security and privacy protection
when sharing information of EHR systems. So, there is
demand for defiming agreements for security requirement
i order to share information and provide coordmation

among security implementation techniques. The
healthcare providers should adopt the proposed policies
to share or mtegrate different EHRs. The hterature on
attribute strategies of EHR systems suggested right
encryption schemes and access control policies to
maintain EHR.

The literature survey demonstrated various security
policies, controls access policies against malwares,
technical exposure management standards, documented
functioning procedures, policies on functioning software
and thewr future updates. The survey described business
continuty in health care should include utility and
availability methods along with appropriate security
protections for secure EHR systems. The business
contimuty ensures establishment of procedures and
access controls policies for protecting available EHR
system. So, healthcare providers can adopt redundancy
requirements to meet the availability of EHR systems.
The literature addressed quality and accuracy policies
for maintaimng EHR systems in order to provide
quality services, healthcare and patient privacy. The
study suggests operational accountability of networks,
safeguarding policies of integrity, authentication policies
for secure commumnication of EHR imformation. The
information security policies presented review of technical
standards for processing EHR information through secure
cloud systems and servers. The growing complexity of
ICT systems demand robust and secure processing
standards to provide secure sharing and exchanging
environment for patient health information.

CONCLUSION

The survey has been conducted to present secure
and privacy standards for EHR systems. The survey
demonstrated access control standards which are critical
in providing privacy to patient health information while
controlling the access rights of patient and healthcare
providers with pre-defined access control policies and
standards. Applicability of security and privacy standards
to maintain EHR system demands cryptography specific
frameworks. The EHR systems should comply with
security requirements and standards to analyse and
monitor the mformation security. The sharing and
integration standards of EHR addressed increasing
demands to patient’s consent with standardized policies
and access control strategies to authenticate patients
healthcare systems in order to share health records
through clinical networks. The interoperability standards
make possible the health information access, exchange
and retrieval through acceptable formats, standards and
regulations. Availability standards provide security
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operations  including redundancy, organization of
networking, network functioning responsibility, integrity
and privacy, logging and authentication policies for
secure commurications. Accuracy, quality and flexibility
policies must ensure enhanced healthcare system
services.
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