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Abstract: Due to the quick growth of communication, security has become an major issue for communication
and to prevent the data, so, cryptography is used mainly. Cryptography 1s used to safe the message and data
from attacker or hacker. It 1s primary necessity in any type of area. Some firm may have large set of data and
some many have small set of data. Encryption is one of the ways to secure the data. Encryption is the process
of changing appearance or adjusting of a message in order that only the intended recipient can read it.
Encryption can provide a means of securing the message. For safety purpose various algorithms are proposed
such as AES, DES, 3DES, etc. A new symmetrical cryptography algorithm 1s proposed here to secure the data
from outside attacks. Tt also additionally avoids the key exchange between the sender and user. Here, security
as compared as the size of key will expand at the time of encryption and decryption.
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INTRODUCTION

With the grow of security, hacking and cracking of
knowledge has also increased. Security of networking
systems has become very important. Many companies
now rely on web services as a major source of revenue
(Ray and Anbu, 2014). If user wants to safeguard the data,
then cryptography 1s must. Cryptography 1s the art of
preventing information by reworking it into an unreadable
format. In cryptography the information that is in the form
of plaintext gets changed mto cipher text by the use of
key and this process 1s known as encryption. The cipher
text 1s then regenerate into plaintext by decryption
method. Cryptography systems can be  classified
mto symmetric-key systems that use one key that both
the sender and recipient have and asymmetric-key
systems that uses pair of keys, a public key known to
everyone and private key known to only sender and
recelver. There are already many old encryption
techmques like DES, AES or 3DES etc., (Stallings, 2007).
For providing high security to the data that will be in text
or in image kind All these are used in different
applications. In all algorithm different variety of
operations are performed like XOR, substitution, shifting,
ete. (Fig. 1)

DES algorithm: The Data Encryption Standard (DES)
15 the symmetric key algomthm for encryption and
decryption of message (Singh, 2013). Tt apply on 64 bit
blocks of information by using a 56 bit key size. Tt uses
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feistel network that divides block into two halves before
doing secret writing of data. Tt is an old technique used
for encryption and decryption.

Disadvantages:

» [t 1s breakable with Brute force attack

s Key size is small so can be easily recognized

»  The 4 keys are in total weak keys

¢+ Many DES cracking machines can search entire key
space
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3DES algorithm: The triple data encryption standard is
a symmetric-key block cipher which applies the data
encryption standard cipher algorithm thrice to each
data block. 3DES consists of three different DES keys
K,-K; 3DES key has total length 3x56 = 168 bits.

Disadvantages:

» Ifall the keys are same then it will research as DES
algorithm

¢« Out of total 168 bits keys only 112 bit keys are
effective keys

AES algorithm: The Advanced Encryption Standard
(AES) is an coding method (Daemen and Rijmen, 2001).
The AES encryption algorithm 1s a block cipher that uses
an assoclate key and several other rounds of encryption
AES encryption uses a single key as a part of the
encryption process. The ey will be of 128, 192 or 256 bits
mn length. The term 128 bit encryption refers to the use of
a 128 bit encryption key. With AES both the encryption
and the decryption are performed using the exact key. An
encryption key is simply a binary string of data used in
the encryption process. Because the same encryption key
15 used to encrypt and decrypt data. It is important to
keep the encryption key a secret and to use keys that are
hard to guess.

Disadvantages:

¢ Ttis very complex

¢ Ttrequires more round of communication as compare
to DES

Proposed system: The main motive behind this algorithm
15 to provide higher security to the user, so that, he can
transfer his confidential information simply. In this study
a block cryptography algorithm 1s presented. Distinctive
style of operations is used in this algorithm such as
S-box and gate and xor gate (Ramesh and Umarani, 2012).
This algorithm rule contains 64 bits of plamtext by 64 bits
key size. It avoids key exchange through encryption
and decryption method. Here 8 rounds are used for
encryption and decryption. Distinct plaintext uses
dissimilar key. S-box plays wvital role during this
algorithmic rule. It has total 8 columns and 256 rows. Each
element consists of 8 bits (Amador and Green, 2005). Tt
exchanges the input with completely different code to the
output. The order of columns 1s going to be as:

¢« Round 1: C1C2C3C4 C5C6CTCE
¢« Round 2: C2C3C4AC1 C8C5C6CT
*  Round 3: C3C4C1C2 CTCBC5C6
*  Round 4: C4C1C2C3 C6CTCRCS

M,
Ky —>| XOR > S-box §-box
R
K, —> AND | >|7X()R
M, &—— S-box

Fig. 2: Encryption process

* Round 5: C5C8C7C6 C3C2C1C4
*+  Round 6 C6C5CRCT C2C1C4AC3
*  Round 7: C7C6C5C8 C1C4C3C2
*  Round 8: CBCT7C6CS C4C3C2C1

The sequence of columns in S-box is reorder in every
round. Rounds are split into two parts, imtial part consists
of rounds 1-4 and second half consists of rounds 5-8.
Second part is the reflection of initial part of round.
During secret writing there are two outward keys K
and K, where k, 13 equal to (0000000000000000) and
(FFFFFFFFFFFFEFEEE) values and in K, 1 1s the number
of round from 1-8 and has primary value as 64 bits, this 64
bits can be similar for every round or may be dissimilar
key values. Imitially key 1s split into eight parts of 8 bits
each.

Figure 2 shows the encryption of URS algorithm of 64
bits. Throughout the time of encoding the plaintext
message of 64 bits will gets split into 8 parts as 8 columns
of S-box. The column order will going to rely on the round
number. The output of S-box probably be XORed with R,
which 18 round key. The output will get split into 8 parts
and then it will apply on S-box. The output will be the
input for the next round. The key which 1s turn out will not
depend on other round key. During decryption if any
complication will occur then K, will set to beginning value
zero and K; to its initial key value. In decryption process
the order of R, will get inverse while obtaning plaintext.
For next message the key will upgrade itself. Dissimilar
keys are used in different rounds.

RESULTS AND DISCUSSION

New symmetric algorithm: In this new symmetrical
algorithm 512 bits plamtext 1s apply with key size 512 bits
to encrypt and decrypt the mput. It uses 16 rounds for
encryption and decryption (Ramesh and Umarani, 2010).
Different operations is used namely XOR and S-box. XOR
and gates are apply for different move process and S-box
1s the matrix of 16x16x16 which compnse of 16 shdes. The
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Vertical shift |

16 keys are generated during 16 rounds. OCrniginally
the key is divided into four parts a-d of 128 bhits
each as shown m Fig. 3. Round key consist of a’-d’
Algorithm 1.

New system algorithm:

1)  Divide the initial key into 4 parts : a, b, ¢, d of 128 bits each
2) a*=aXORb=d

3) b*=bXORc

4y  c*=¢XORd

5)  d*=aXORd

6) a’=a"XORb*

7)  Horizontal shift of c* part =h, in this left shifting will be done
8)  Result instep 7 will apply on S-box =m=1b>

9 Vertical shift of d* = w in this up shifting will be done

1 mand w will be XORed=¢’

Here plamtext of 512 bits will get encrypted with
the help of 512 hits key during 16 rounds as shown
m Fig. 4.

Algorithm 2:
1) K.=KeR
R;=Round key

i = Number of rounds
K;=Feedback value
2 Ka=§ X*Y (Kv)
K, = Updated key

3)  M,=SiX*Y(QD

4) M, =ROM)

5y M,=MeK,

6)  M*=8[X*Y(M,)

Decryption process 1s the reverse process of
encryption. In horizontal shift, right-shift will be done
mstead of left-shift. In vertical shift, down-shift will be
done instead of upper-shift (Pakshwar et al., 2013).
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Fig. 4: Encryption process
CONCLUSION

This study has present two different cryptography
algorithms. The message becomes more secure as
different keys are used for every message. The hacker
cannot determine the key if he knows the plaintext. Tt is
simple and the delay time will be less than DES, 3DES,
AES and RC6 algorithms because of no multiple functions
used The outsider attacks cannot know the lkey even if
they have the plaintext and the cipher text. The algorithm
will help the authentication protocols to reduce the delay
taken by them and provide the channel the data security
wanted.
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