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Abstract: Along with the development of ToT, telematics technology has also been applied to automobiles.
Thus was a risk of leakage and exposure of private mformation. The purpose of this study is to investigate a
method to protect ageinst the leakage and exposure of personal information. After examiming the case in relation
to the telematics environment, we define the personal information and propose a technical method to protect
the personal information. We investigated the personal information generated in the telematics environment
and mvestigated the vulnerability such as leakage or exposure to the generated perscnal information data and
then studied the techmcal measures to protect the perscnal information data. That 1s to study the technical
solution through application of data management framework to protect personal information in the telematics
environment. It is possible to reduce the damage of personal information leakage caused by application of
telematics technology and enhance the reliability of the telematics technology.
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INTRODUCTION

The development of both ToT (Internet of Things)
technology and wireless network communication
technology are changing from riding in the vehicle to
cultural space elements with contents available. Vehicles
that the technology is applied in the telematics
environment are not only media that receives and uses
various services with information but also transforming
them into a subjective element to create, transmit and
receive information. For this reason, a large number of
companies from many fields are plannming to integrate and
utilize a variety of technologies m the telematics
environment and to connect or utilize them in business
(Francois et al., 2009).

In the telematics environment, the information and
services that are used with vehicles and the
various mformation generated are related to personal
mformation. Such personal information 18 transmitted and
received using various communication technologies
such as wireless internet, sensor network, Bluetooth,
satellite communication and so on. In this process,
unencrypted or unmenaged personal mformation may
cause accidents pertaimng to loss, theft, leakage,

tampering and damage (Nobuhiro and Manabu, 2014;
Kaminski et a., 2011). For spreading and developing the
telematics, created personal information data is safely
managed and protected to be trusted from users. The
purpose of this study 15 to mmvestigate the threats
regarding personal information and personal mformation
generated in the telematics environment and to study the
technical measures to protect personal nformation
data (Eichler et al., 2005).

MATERIALS AND METHODS

Personal information

Personal information in the telematics environment:
Personal information may be defined as information that
identifies an individual in order to cause harm and damage
about all such parts such as the individual’s identity,
property, physical body and social status.

In recent years, everyone knows about necessity
of protecting personal information through various
accidents and incidents. Furthermore, the importance of
protection was emerged with the development of
information and communication technology. It has been
supplemented legally and mstitutionally and applied to
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Table 1: Personal information of telematics environment.

Tvpes Contents Remarks

General information  Name, social security Driver information
number, driver’s license
number, address

Vehicle type, vehicle price,
vehicle driving record
Communication Various communication
information information used in the vehicle
Location information  GPS usage information

Vehicle information

Navigation

each field on account of leakage and infringement of
various personal information. The personal information
produced m the telematics environment may be used for
general information such as name, social security number,
driver’s license number, address, etc. used for various
services, information related to vehicle such as vehicle
type and vehicle value, e-mail, commumication contents
and location information related to the position
mformation of the GPS or personal portable devices.
Table 1 1s types of personal mformation that can be
generated in the telematics environment.

Necessity of protecting personal information in the
telematics environment: In the telematics environment,
there are no cases related to leakage and damage of
persenal information but this can be happened mn a
variety of ways. Personal information in the telematics
environment can cause a lot of damages such as leakage
or seizing personal information generated by the
combination of characteristics of wireless network and
GPS satellite commumnication, leakage of personal
information due to network attack.

The personal information generated in the telematics
environment 1s different from the static personal
mformation created in the existing network. That is, it can
cause damage different from the existing personal
information, since, dynamic personal information such as
the route and place of the driver and the passenger 1s
generated as well.

Insurance compamies like automobile insurance
companies have launched insurance products with
utilizing of driving habits, mileage application as well as
discounted products with black boxes and used through
comimercialization about things that are not recognized as
personal information. Tnsurance products with utilizing of
driving habits make use of the driver’s driving habats, the
driving time and place and so on and information that can
be considered as personal information such as accident
location or vehicle number 13 opened or used when
reading mmages related to accidents using black box.
This information is uncontrolled and can not even be
cryptographically processed, resulting in causing other
damages. Concentration on driving information related to
the vehicle driving with telematics service can be an
obstacle to populate the telematics due to the issue of
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Fig. 1: Telematics system structure diagram
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Fig. 2: Information related to telematics occurrence

privacy infringement and leakage of personal information
even though there are positive aspects of convenience in
the telematics environment.

Figure 1 shows simple schematization of telematics
system  structure.  GPS  commumcation, internet
communication and communication between various
sensors in the telematics environment generally transmit
and receive information through the telematics and smart
devices. This information 1s integrated mto its own server
storage using the information. Figure 2 shows the
information related to the generated and used in the
telematics system (Dun et al., 2002).

RESULTS AND DISCUSSION

Technical measures to protect personal information

Technical measures to protect personal information in
telematics environment: In the telematics environment, a
variety of issues due to leakage of personal information
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Fig. 3: Telematics attack threatening elements

can be occurred. User consent regarding personal
information is required and there should be consent and
access control in terms of personal information collection
and control. As for personal mformation utilization,
techmical measures for risk prevention should be
mtroduced. In addition, monitoring and correction are
required as well.

As to vehicle, the various devices and environments
surrounding the vehicle can be a path to infringe upon
personal information in the telematics. Figure 3 shows the
telematics attack threatening elements.

The attack threatening elements include internet,
Cloud, OBD device, GPS satellite, transmission and
reception between other vehicles, remote control key,
external sensors, USB and upgrade through it, radio and
navigation, Bluetooth and WiF1 access through mobile
devices. This lets personal information of wvehicles
and passengers to be collected (Prabu et al., 2011,
Foster et al., 2015; Daniel, 2014).

Collection: Tn the telematics environment, personal
information 1s created in real time. Perscnal information
such as location information 1s created through
movement of the vehicle and GPS commumcation.
Spying on movement of specific person or private life
can cause problems through collection of such
information.

In addition, it can be a path for collecting personal
mnformation through the wireless network commumcation
of the wireless terminal device equipped m the vehicle. In

particular, the location information through the GPS
device can be collected without the consent of the
customer and the collected information is highly
probability of mfringing on privacy.

Besides, theft and loss of devices in the vehicle can
also be used to collect personal information. For instance
if the vehicle with black box is stolen, the route and place
of the vehicle can be easily collected together with the
image information. The transmission and reception of data
may be detected and collected when moving towards
destination in the navigation.

Unauthorized access: Accessing, browsing or using
personal information by an unauthorized person such as
a hacker or a cracker can also be a large blind spot in
protecting personal information m the telematics
enviroment. This unauthorized access can lead to
problems such as mampulating or leaking personal
information.

Errors: The damage may occur due to some reasons
such as mechamcal defects or emrors m the terminal
device, leakage of personal information or wrong
transmission due to errors in the network or GPS
comumunication.

When upgrading related devices or sensors,
malfunctions and errors may be occurred due to the
influence of malicious codes or inexpected situation that
the generated mformation 1s foreibly transmitted to
another location (Koscher et al., 2010).
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Tllegal use: Personal information in the telematics
environment that has been collected, unauthorizedly
accessed or leaked on account of errors may be used for
commercial or illegal purposes without the consent of the
second or third anonymous person. In that case, this can
lead to serious damage towards social issues beyond
personal damage.

Personal information protection technology in the
telematics environment: There are quite a number of
protection technologies to protect personal information in
the telematics environment. There are some protection
technologies such as privacy policy creation, encryption
for personal information and related stored data, filtering
technology, anonymization technology and coolkie
control for vehicle wireless devices. Personal information
is necessary to be classified and defined to apply these
technologies and personal information protection policy
should be needed. In addition, it 18 essential to introduce
framework for telematics through preparation of access
control measures.

In the telematics environment when personal
information is exposed or leaked due to satellite
comrmunication, theft, unauthorized access and errors,
data encryption is the most important technology to
protect personal mformation 1in the telematics
environment.

It is necessary to protect the personal information
data as original source protection in order to protect
persenal information 1n the telematics environment. The
major reason for protecting data is that the users who
access and use the telematics technology can obtain
reliability and data protection based on reliability can
extend the utilization of the telematics technology.

Figure 4 shows commumcation and utilization
through personal information data and data protection
between companies using it in the telematics environment.
Personal mformation data that 1s created m vehicles with
telematics technology can be protected and managed.
This protected and managed personal information is
communicated with devices, other communication devices
and sensors associated with the vehiclee When
communicating using personal information data, the data
management framework transmits the personal nformation
through encryption. The devices and sensors receiving
this personal mformation decrypt and use it in accordance
with need.

Furthermore, the persenal mformation received
from the vehicle through the data management framework
should be decrypted or stored and managed as it 13 in
companies and public organizations that use telematics
technology and should be used lmitedly by the

relevant authority users as needed. In addition, personal
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Fig. 5: Operation process flowchart of data management
framework

information may be used in the vehicle with telematics
technology. Companies and public orgamzations that
provide related technology encrypt and transmit the
requested personal information wusing the data
management framework and also use the decrypted data
1n the velicle.

The data management framework for protecting
personal information n the telematics environment stores
the data after encryption according to whether or not
encryption 1s required for the generated data and
transmits it to the requested device and sensor. After
recewing the data agam through this work and deciding
whether or not the encryption is necessary again, the
storage activity 1s performed.

In addition, the data management framework verifies
whether the mnformation requested by the device and the
sensor is the information in the data management
framework. If the external request for data 1s needed, the
request is delivered to the company or the public
wnstitution. The company or the public mstitution
transmits the requested data with encryption. Figure 5
shows the operation process flowchart of data
management framework in the telematics environment.
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CONCLUSION

The development of both IT technology and IoT
technology would accelerate the application of telematics
technology. Trust to telematics technology should be
supported to generalize and develop the application as
well as use of telematics technology.

In the environment, drivers and
passengers may be generating and providing personal
information without being aware of it. The variously
exposed threat elements may exist in the process of
generating and providing personal information. In
particular, in the telematics environment, personal
information in real time is created and the type of personal
mformation that 13 generated may change in accordance
with the given type of time. The protection and
management of personal information data should be
performed, so as to eliminate the damage caused by
leakage and exposure of personal information,
mcluding  increasing the reliability of telematics
technology. For this purpose, the data management
framework is necessary to manage and protect data in
vehicles with telematics technology. Data would be
encrypted, decrypted and managed by data management
framework.

telematics
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