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Abstract: Security aspects are serious issues for multi-agent systems that should be taken into consideration
when designing the systems. The significant effects and outcomes of the software agent technology malke its
application more and more popular 1 several fields. The rapid development of the agent technology promotes
its ability to be applied in many different areas such as transportation, e-Business and healthcare. However as
with any other systems, the agent technology is also vulnerable to security threats and consequently, there
is a need to equip the system’s functionalities with some security defense system. A number of methodologies
are providing methods and techmiques for constructing security for multi-agent systems. A survey of the
current state-of-the-art of security 1ssues for MAS is the aim of this study. Techniques and models for securing
multi-agent systems are presented in this study which is categorized according to the concepts and models
regarding agent’s and system’s functionalities. Additionally, possible threats and attacks on multi-agent
systems are defined and considered with agent’s roles and communications concerns. Moreover, up to date
security solutions are elaborated at both levels: agent and the system levels. Finally, an analysis of existing
work problems and the challenges of future research for the security of multi-agents are presented.
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INTRODUCTION

The traditional methods techniques of developing
software systems are no more applied, especially when
the facilitations of agents are expanded arises. Gradually,
facilitations of agents mmproved several devices to
become more cognitive and intelligent within its
envirorment. Such devices are developed with software
agents that can autonomously decide and accomplish its
aim to satisfy user’s objectives. The software agent
technology is a prevalent paradigm that is increasingly
popular i its application within orgamzations. However,
for an agent to achieve its intended goal, it should have
the ability to communicate and interact with other parties
which could be agents and/or humans.

Simply put agents are considered as a group of
computational entities that can perform tasks on behalf of
their owners (Ramchurn et al., 2016). An agent has the
influence to collaborate with other agents to achieve its
goal. Collaboration 1s one of the key aspects of agent’s
activities. It provides the necessary actions when an
agent performs complex tasks. These collaborations use

some mechamsms and actions to execute a secure
performance such as message exchanges. Message
exchanges are autonomously performed without human
intervention to resolve problems with other agents in the
same system. A typical agent architecture is designed
with Beliefs, Desires and Intentions (BDI), processing
instructions that enable the agent to autonomously
perform actions m its lifecycle.

Collaboration systems allow workers to solve a
problem that is beyond their capabilities or knowledge
(Majid et al, 2016). Due to the distributed nature of
heterogeneous systems, the objectives of a MAS are
achieved when a variety of agents communicate and
collaborate with each other (Mohammed et al., 2014). The
interactions made with other agent creates a virtual
soclety that fulfills the reason for its existence. Such
virtual society allows the MAS to unplement the
complexities of real world issues. Some complex systems
comprise of multiple agents which interact with each other
to achieve some goals. Multi-agent systems provide
designers with more flexability by creating agents
with many functions (Hanna and Richards, 2012).
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Collaboration, communication and intelligence are the
critical functions with which agents should be designed.
Such agent functions support the design of complex
systems and making it closer to a real-world human
society (Majid, 2011).

Multi-agent systems are widely used in complex
applications such as mdustrial, commercial, governmental,
military, entertainment and healtheare applications. Each
agent has special abilities to perform tasks and it is
specialized with certain capabilities to assist humans in
their daily work. An agent 1s beneficial to humans when
the agent assists to reduce the task’s complexity. In
many circumstances interfaces are provided to handle
communication and task’s exchanges between humans
and agents. Agents are currently applied i both small
applications such as email filters and personal assistants
as well as open and complex applications such as air
traffic control, military demining, logistic planning,
fmancial portfolio management, among others (Shih ef al.,
2013).

The particular capabilities of MAS are expanding
when internet services are provided due to the availability
of wide-area networks. Consequently, MAS including
the autenomous systems, improve the choice for building
complex and adaptive software applications agents in
distributed MAS are
collaborate m utilizing the systems information and
resources for goal achievement. Additionally, distributed
MAS offer significant benefits to the system such as
enhanced decision-making, suggest
separating expertise.

However, in order to develop multi-agent systems
that use the internet to interconnect the agents, security
aspects should be unplemented MAS rely on
collaboration between humans and agents which make it
more vulnerable to interact with strangers. Systems in
heterogeneous environments in which agents reside are
open to security threats. A multi-agent system is similar
to other systems when using the network, threaten by
malicious actions and other security problems. The
security problems in these environments which must

usually  interconnected and

solutions and

not be neglected include malicious actions, blocking
of resources, breach of mformation integrity and
breach of private data. Additionally there are
several vulnerabilities of MAS when connected to
an open-network (Adameit et al., 2010). Malicious entities
in the environment of open-network may cause problems
by rendering agents to misbehave or vulnerable to attack.
By exploiting an agent’s social ability, these entities
applied in heterogeneous systems could force the agent
to misbehave and redirect its result to the hacker’s
destination.

One of the techniques that attackers use to deceive
is to use a masquerade agent that acts similarly to a real
agent in a certain environment and steal valuable data and
perform malicious actions. Attackers can also persuade an
agent to perform mischievous tasks by observing data
that belongs to other agents. For example in financial
systems in which MAS are used to support team
decision-making such systems may be inheritably unsafe.
Such systems demonstrate a failure resolve security
problems when a huge amount of data or online banking
transactions are wrongly transferred by attackers.
Furthermore, numerous insecure actions may occur and
put the organization in a serious danger. In order to avoid
these security threats organizations (such as healthcare
administration and e-busmness) that depend on MAS,
must install and deploy security systems within the
organization.

The main purpose of this study is to identify the use
of security systems in MAS and summarize the literature
in related works.

Literature review: Several attempts have been made to
identify the vulnerabilities m the Multi-Agent Systems
(MAS). Security in computing 1s a platform that provides
solutions which can contribute to resolving these
vulnerabilities. Consequently, it is critical and important
to protect data from being tampered or hacked by
malicious actions. The term computer security does not
have a unique definition by researchers. Security in MAS
is quite susceptible to threats compared with other
systems that make use of centralized performance. Many
components of MAS are decentralized and deployed in
different areas. Hence, it essential to promote multi-agent
systems deployed with security aspects.

Researchers have proposed a diversity of techniques
and methods to ensure that multi-agent systems are
secured from aftackers. Yue et al. (2009) propose a
security model to prevent a colluded truncation attack
which focuses on a sent message and modifies it. This
attack comprises of two malicious agents which connect
to a sender agent and conspire to change its message.
Another technique presented by Becker-Asano and
Wachsmuth (2010) in which an inference system 1s
provided. The assistance of inference system 1s to tell and
estimate the users about a malignant part and can be
detected by the whole system. Ewven though their system
1s not established for MAS, it can be used to keep MAS
safe from malevolent parts. Backer provides his framework
based on the secrecy of policy language analysis.

Clark et al. (2010) propose a framework for a particular
Service Level Agreement (SLA) that mvolves methods
to dynamically protect and mamtain reliable violation
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monitoring policies. Clark uses a web service for an SLA
specification which he implements in agentscape. The
reagson for utilizing the web services is to test and
establish an agreement among participants in a centralized
and decentralized monitoring. Clark framework offers
usefulness of results when it 1s applied in decentralized
systems.

Nowadays, many devices that use networks to join
and share data need smart utilization to safely prevail in
several areas. Defimitely, security perspective considers
a smarter utilization due to software vulnerabilities that
cause huge problems (e.g., e-Commerce field). Security
applications continuously improve system’s devices with
data theft invasion detection, fire detection, personal
health protection, etc. Nevertheless, there are deficiencies
to fully secure network devices and equip them with
flexibility to serve users. Therefore, several systems have
been proposed to enhance and construct security
services by providing monitoring sensors, controlling
parameters and robots. Moradian (2013) in the study
entitled “Security of e-Commerce software systems”
suggest using intelligent agents to develop busmness
processes. The researchers show in their study the
facilitation, mnplementation and design of the agent
technology to support engineers during the development
process. The proposed system enacts various security
services in an e-Commerce system which assist engineers
to monitor decisions and activities; Search for security
measures and mechanisms; Perform checks and provide
advice and feedbacks.

MATERIALS AND METHODS

Security service provision for mas: Numerous
multi-agent based systems are being developed with
practical applications such as the multi-agent based
marketplace (Macal and North, 2014). However, in such
systems often the developers tend to overlook important
security features. This only leads to loss of confidence in
such systems. Standard mechamsms for specifying
security in multi-agent systems must be developed.

Multi-agent systems with practical applications are
developed in a variety of domains (Majid et al., 2009).
Unfortunately, researchers often fail to include a security
level in their systems, depending solely on the network
security schemes. Security camot be ignored due to its
importance in developing systems. While basic security
1s important, gradually, confidentiality and authentication
will be weaknesses to such systems. In order to solve
this matter, the developer must design multi-agent
systems with security in mind.

So far, there 1s no standard security model for MASs,
although, various security models have been proposed in

the literature. Poslad et al (2002) propose the asset
security model m which security 1s defined as a set of
safeguards that help protect the assets. They define the
communication service, the name service and the
directory service as the core MAS assets and then
describe threats and safeguards for each.

Mouratidis et al. (2003) propose security concepts
which enable the tropos methodology to model security
concerns throughout the entire MAS development
process. Tropos (Bresciami et al, 2004) has been
proposed as an agent-oriented software engineering
methodology but it does not consider security.

Hence, Bresciani et al. (2004) add security to tropos
methodology by employing various security concepts
such as security constraint and security dependency,
security entities such as secure goal and secure task and
a security reference diagram. As an initial step, they
introduce an algorithm that identifies and break security
bottlenecks to reduce the complexity and criticality of
MASs. They have extended Tropos to propose the secure
Tropos Model (Mouratidis and Giorgini , 2007).

Potential threats and attacks: In the past decade,
researchers have attempted to work on and develop
agent-oriented software engineering methodologies. In
fact, Gaia, one of these methodologies, provides various
approaches in modeling multi-agent systems. But the
development stages of such methodologies neglect the
security aspects in design which few researchers seek to
handle (Sawa ef al, 2016). In a typical orgamzation,
systems that use MAS can be crippled by cybercriminals
which could ruin the busmess operation of the
organization. Accordingly, agent behavior at some stage
of operation should evolve, so that, its patterns of
strength and capabilities should reduce the system’s
risks. In cybercrimes, deception shapes an intricate
information and costs an organization both financially and
adminmstratively. These ruin the orgamzation’s reputation
and image which is the objective of those criminals.
Eventually, the threats mentioned above motivate the
needs for security that should be considered early in the
development stage.

Human vulnerabilities incite attacker’s to hack
systems 1n orgamzations which are hard to protect.
Numerous researchers have identified and improved
significant issues regarding the development of security
approaches and system design. Therefore, security
approaches  icorporate both the design and
implementation part of system functionalities. Information
assets are protected once security 1s established in the
development of MAS. The information assets and
security include confidentiality integrity and availability
(Mouratidis and Giorgini, 2007). Building asecure MAS
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increases the degree of information confidentiality
integrity and availability. Sawa et al. (2016) introduce an
approach using natural language processing techniques
for two purposes: first is to detect a social engineering
attack, Second is to identify suspicious comments
fabricated by attackers.

The researchers focuses on social engineering
attacks which 13 divided into private mformation and
command recuests. Sawa et al. (2016) approach applies
questions to the listener by performing tasks. The speaker
15 not authorized to perform any of these tasks before it
uses a technmique to detect questions and commands and
extract their likely topics and finally determine which one
is malicious. This approach employs the benefits of
text dialogues i order to evolve its applicability and
functionality on many attack vectors. However, a prime
limitation to this approach is applicability because the
openness of such approach refuses many traditional
security solutions.

Although, applicable approaches in MASs award
them an attractive behavior for various new applications,
new problems arise, among which security is a key. Most
of these applications are used m the real world, the
need for security increases. Consequently, researchers
apply their approaches to analyze several attacks and
provide users and system designers with obvious and
high detection techmique (Mohammed et al., 2014).
Fortunately, there are several researchers who are working
to address the potential gaps in the security of
multi-agent systems and limit its vulnerability.

For example, Casey ef al. (2016) focus on cyber
security which relies on the private and asymmetric
information which is significant to agent utilities.
Furthermore, his approach provides an agent behavior
decision when it links with an advanced model using
signaling method. In addition, the nature attributes of
MASs that utilizes an agent to perform its tasks in
systems traditional  security
techniques prevail, confer attacker to distort system
data while new risks are appeared (Bijani and Robertson,
2014).

Security threats and risks enclose MASs and
mimmize its perfect performances and mfluence its
outcomes. Consequently, these weaknesses need to
study and detect to decrease the attacker’s deception
appetite. The vital features of multi-agent systems such as
autonomy, openness and independence of multi-agent
systems mcrease the value of being threatened, especially
when comnected to the human. Agents capabilities of
interactions with humans and/or other agents enlarge the
security difficulties in MASs which i1s an assumptive
factor to keep the data of such systems safe. Phishing,

miserable where the

spoofing, sybil, elicitation and webpage compromises
(Homok et al., 2014, Gonzalez et al., 2008) are some
examples of vulnerabilities of MASs used by attackers
via. soclal engineering for their diabolical scheme.
Consequently, social engineering is considered as an
important and significant subject that should be intensely
analyzed by cyber security designers.

Threats and attacks in multi-agent systems are not
fully studied and understood by researchers. Since,
MASs are gradually implemented in many distributed
systems, 1t 1s imperative that desigmng such systems
should entail a comprehensive and detailed analysis of
security requirements. For instance, system’s information
is considered as prime risks due to insider threats and
attacks. Subsequently, security in multi-agent systems 1s
extremely fundamental and should be implemented for two
reasons: firstly in order to defend systems against threats
and attacks, Secondly, its design and analysis in the
methodology phase which 1s 1ignored.

RESULTS AND DISCUSSION

Integration of security aspects for gnma: Since,
Multi-Agent Systems (MAS) have grown in popularity,
secure communication is of paramount importance. A
crucial limitation to MAS is security issues because of the
opermess of the system. Comsequently, a strong
mechamsm with which agents in our model (GNA) can
secure and defend themselves against attacks on other
agents and humans needs to be developed and integrated
with the main model (Mohammed ef ai., 2012). GNA s a
generic nodal approach in which several nodes can be
created, for example, human-human node, human-agent
node and agent-agent node. Node refers to
interdependence entity where a human can collaborate
with one or more than one agent via. mediator agent that
act as a consultant for its human counterpart.

Basically, number of agents is restricted according to
the assignment of mediator agent and delegated tasks that
must be achieved. In Fig. 1, () represents a human’s set
of functions and (A) represents an agent’s set of
functions. GNA enhanced with security table for each
node i the system. A security table store all the
information of the node include: node name, agent ID and
a secret key which play a role of verification and
authentication when nodes interactions oceur.

In such a model, appropriate security techniques
need to be established by providing the following points:

¢ A mechanism with which agents in the generic nodal
structure can secure and defend themselves against
attacks on other agents and/or humans
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Fig. 1: Nodal approach concept
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Fig. 2: The architecture for the GNA

¢+ A security infrastructure that is applicable for the
model securing agent’s actions and communication
1n general

¢ TImplement security methods for agents in a MAS
environment and/or distributed systems and enhance
the individual agent’s abilities during collaboration

The architecture for the nodes comprises of modules
which are shown in Fig. 2. The collaboration module
llustrates the cooperative stage between human and
agent.

Normal
agent n

Main node

Secret key Mediator Secret key

R\ A
' .

Mediator

Mediator

” | Security table |

Node 2

Security table

Node 1

Encrypted message

Fig. 3: Security planning module

Commurnication module provides protocols in which
an agent 1s capability to exchange secured information
including cooperative requests and feedback information.
The security planning module receives security-resolving
requests and decides whether to deal with the request
according to the security policy base. Security plamming
module is detailed further in Fig. 3 which shows how
message exchanged between nodes.

Security plarming module described i Fig. 3 shows
the message exchange among nodes m the GNA.
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Specifically when node 1 sends a secret message to node
2 seniors occur before node 2 can open it and read it.
Fustly, node 1 sends an encrypted message and to
node 2. Smnultaneously, node 1 sends also a random
secret key to both node 2 and main node to be
authenticated latter by node 2.

Note that a verbal node means practically the
mediator agent mside the node which has the capabilities
and authorities to check and retrieve the information with
security table. Finally, node 2 need to send authentication
for the main node meludes sender node 1d and its secret
key. The main node checks this information if the
secret key of node 2 and node 1 are matched then an
authentication sends to node 2 and now it can open the
recelved message.

Security in multi-agent systems: Nowadays, a network is
considered as a prevalent platform for organizations and
people to communicate. The Internet 1s a manifestation of
this network. In fact, netizens deal and commurmcate with
each other via. the mternet. However, the internet is
highly subjected to be a target of attackers. Intrusion to
websites 15 one of an example of an attack that has rapidly
mcreased and deters some people and orgamzations from
using the internet.

Generally, the current security solutions focus on
preventing authorization and authentication access at
various systems levels (Wardell et al., 2016). Along with
this security concern, a great deal of research have been
done recently to secure their systems. Researchers in this
field attempt to protect the systems from threats that
might be caused from mside or outside the organization.
Hence, these threats may cause damage to the internet
assets as well as to the mformation.

To overcome these problems, researchers have
attempted to provide better techmiques by studymg
multi-agent systems and how the technicues can enhance
and improve the security aspects. In particular, a typical
security approach m MAS utilizes the software agent
abilities and its mtelligent, cooperative and autonomous
characteristics as well as its collaboration with other
agents.

For agent security, the origin of information must be
authenticated to protect agents from improperly accessing
or communicating with malicious agents (Jansen and
Karygiannis, 2000). Additionally, an individual agent
should share and permit access to its resources and
mternal status only with authenticated and authorized
agents. Otherwise, the insecure communications among
agents as well as between humans and agents could
occur. Jung ef af (2012) show 1n his study a number of
security problems which are caused by wvarious actors.

They point out some security causes that impair the entire
system such as verification of information, unauthorized
access mtrusions to MAS, attacks from mobile agents and
malicious agents.

Chae et al (2016) propose a model for information
interoperability systems with security based on
multi-agent. They present an agent mutual authentication
method in which certificates and session keys are
combined. Their MASs proposed for the national R&D
information interoperability by providing session keys
and mutual authenticaion method to overcome the
security vulnerabilities in MASs. A mutual authentication
methed is conducted based on certification method where
each agent synchronized session keys which are used to
propose a method of securing channel.

Researchers have applied the MAS which
provides interoperability within and across agent-based
applications. They are studying the MAS approach and
how the agent-based systems could be improved with
better techmiques to enhance the security of the systems.
Security processes such as encryption, decryption,
verification and digital signature are supported when the
agents cooperate and commumnicate together.

CONCLUSION

Lack of comprehensive security techmiques to
multi-agent systems present a huge drawback. The
challenge in multi-agent systems is to provide security
mechanisms which do not affect the characteristics
(such as collaboration mtelligence, dynamic, cooperative
problem solving and efficiency) of agents and its
performances. Despite the complexities of multi-agent
systems, many researchers have attempted to resolve the
security problems and proposed various security
approaches for MASs. Additionally, they have attempted
to improve MAS facilities with security processes to deal
with open issues such as secrecy of agent execution. In
this study, we have categorized the existing security
1ssues that are applicable to MAS. Among the diversity
of security issues, we have devoted our study to review
in more detail on threats and attacks in multi-agent
systems and how the current security techniques protect
message exchanges executions. However, new and
aggressive attacks will continue to be released and new
technologies will be developed to defeat them.
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