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Abstract: Privacy has been recognized to be a critical requirement in computing environments. To keep the
privacy safe from inappropriate use, one of the most popular methods that can be used is the access control.
Currently, many augmentation of access control models has been developed to improve the effectiveness in
preserving the privacy. However, there are still 1ssues that need improvements. In current Purpose-Based
Access Control (PBAC) Models, all authorized users in the domain are allowed to access the personal
information especially sensitive attributes equally. Tt may cause the risk of privacy disclosure by
‘limited-authorized” user, ie., legitimate user but untrusted and unauthorized to access certamn personal
mnformation with sensitive attributes. In this study a finer-grained access control called performance and
divisional trust and purpose-based access control is proposed to prevent limited-authorized user access to the
privacy. Based on organizational structure (functional departmentalization) current PBAC Models permit
authorized user in the functional level to access the personal information. This model can be set at the next level
after the functional level, 1.e., the divisional level to access it. Subsequently, a comprehensive policy 1s
proposed to permit user to access sensitive attributes based on two trust metrics namely user experience and
behaviour. To evaluate the trustworthiness of the authorized user, a quantification method is proposed to
measure those metrics. Based on the results, thus model may sigmficantly permit or prohibit access to personal
mformation or with sensitive attributes. Besides, the issue of privacy disclosure by limited-authorized user to
access certain privacy is resolved.
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sensitive attributes, trust

INTRODUCTION

Organization permits authorized users or staffs to
access the privacy contamned within the information
systems and it can be accessible at any time and location.
Privacy is divided into three categories, de-identified,
quasi identifier and sensitive. De-identified 15 defined as
a key attribute. Thus attribute should be removed as 1t 1s
the obvious identifying records, for instance name,
address and social security number. In contrast, quasi
identifier 1s a non-key attribute. However, this attribute
needs to be anonymized before it can be released. The
example of quasi identifier attributes is race, age and zip
code. Finally, sensitive is a classified data which the
1dentity belongs to the customer, for example, disease and
mcome. The privacy i1s permitted to be accessed by the
user but the information system should be equipped

with access control. Access control 1s assigned to limit
access the privacy by preventing the resources from
unauthorized access. Privacy 1s permitted to be accessed
by the user based on access control policy (Bertolissi and
Fernandez, 2014; Crampton and Sellwood, 2014,
Sandhu et al., 2000, Kayes et al, 2013; Lazouski et al.,
2010; Hung, 2005; Ruj ef al., 2012, Samarati, 2001).

In access control, two most popular models are
Trust-Based Access Control (TBAC) and PBAC. TBAC
assigns human’s trust to access resources and the user
with a ligher level of trust will be permitted to access the
privacy. Next in PBAC, purpose means for what reason
data is collected or used. To permit or deny access to the
privacy, the decision in this model considers the factor of
purpose.

The weaknesses of current PBAC models are privacy
disclosure. Currently, authorized user in the domain who

Corresponding Author: Mohd Rafiz Salji, Faculty of Computer Science and Information Technology, Universiti Putra Malaysia,

Seri Kembangan, Malaysia

7032



J. Eng. Applied Sci., 13 (Special Issue 9): 7032-7038, 2018

are not supposed to access certain privacy is equally
permitted to access it. For example, the users i1 a Human
Resource H Department are permitted to access
customer’s personal information. However, not all users
i H supposed to access it, 1.e., staff in the training umt in
H is assigned to tramn all staffs in the orgamzation and
they are not related to accessing customer’s personal
information. Therefore, the staff in training unit is not
supposed to access it. Besides, they are permitted to
access sensitive attributes without any validation of trust.
Tt may cause the inappropriate use of the privacy by
legitimate users but
untrusted and wnauthorized to access it.

‘limited-authorized” user ie.,

In this study Performance and Divisional Trust and
Purpose-Based Access Control (PDivITPBAC) Model 1s
proposed to permit a specific authorized user with a
higher level to access personal information with sensitive
attributes. In current PBAC Models, the user’s functicnal
purpose fp (the department where they work) needs to be
authorized by Access Purpose (AP) to permit access to
the privacy (Kabir et al., 2011; 2012). AP refers to the user
in functional level (based on organizational structure
(functional departmentalization)). Besides, current PBAC
Models does not consider the user’s trustworthiness to
access sensitive attributes. In PDivTPBAC, to permit or
deny access to personal mmformation or with sensitive
attributes, the authorzation must consider the user’s fp
and dp (the umt in the department where they work) to
access the personal mformation and user’s 1p (the level of
seniority and behaviour) to identify their trustworthiness
to access sensitive attributes. In order to access the
personal information, two methods are introduced to
authorize the user’s fp and dp. First, the user’s fp and dp
will be authorized by AP directly. Sec, the user’s fp 1s
authorized by AP while dp will be authorized by
Divisional Access Purpose (DAP). A responsible person
in these two methods is suggested to set the privacy in
the divisional level. First, the customer 1s assigned to set
1t in the Intended Purpose (IP) while in the sec method, an
admimstrator 1s assigned to set it in DAP. Moreover, to
permit access to sensitive attributes, a comprehensive
policy 18 introduced to authorize the user’s trust by using
the user’s level of semority and behaviour, called role
performance, rp. The quantification method to measure
the user’s rp is proposed to determine either the user is
permitted or denied access to sensitive attributes.

Literature review

Purpose-based access control: In PBAC system, purpose
15 an essential factor either to permit or deny access
to the privacy. Purpose have divided mto two types;

Table 1:The illustration of divisional access purpose
Divisional access purpose

Parameter Variables
Department: H

Units: HRA
Department: M

Units: Adv, Dis

General
]
i l L l = Functional
Shipping Human Purchasing Markitng

resources

|
¢ ¢ ¢ ¢ ———— P Divisional
Recruitment HR admin Training Staff
development

Fig. 1: Purpose tree refers to domains and units

Intended Purpose (IP) and Access Purpose (AP)
(Byun and Li, 2008). In PDivTPBAC, to permit trusted
specific authorized user access to the privacy, Divisional
Access Purpose (DAP) (Table 1) 18 proposed as a new
type of purpose to authorize user’s dp.

In current PBAC Models, customer 1s required to set
the privacy by using IP to permit authorized user access
to their privacy (Byun and Li, 2008; Sun and Wang, 2012;
Sun et al., 2010). In PDivIPBAC, aresponsible person in
the two methods 1s proposed to set the privacy. In the
first method, functional and divisional levels (Fig. 1) are
set by the customer directly. Next, functional level 1s set
by the customer while divisional level is set by an
administrator on behalf of the customer. These two
methods have the advantage and disadvant age but both
positively releasing the customer’s privacy to the target
user.

Trust-based access control: To access the privacy, the
system requires the most powerful methods to identify the
degree of user’s trust. Three levels of trust have been
proposed in a multi delegation model to permit or prohibit
access to the system. The three levels of trust are
organized as follows; low (less trust) medium
{(intermediate trust) and high (highly trust). A user with a
higher level of trust is assigned to handle a higher level of
delegation task (Li et al., 2012). In PDivIPBAC, the user’s
rp is assigned to identify the user’s level of trust which
comprises the levels of semority and behaviour. Two
levels of the user’s seniority are organized as follows;
(qumor (less trust) or semor (highly trust)) and three levels
of the wuser’s behaviour, (mistrust (junior) trust
(semior) or uncertainty (senior performing negative
behaviours). The specific authorized user with a higher
level of rp (senior-with-trust) are able to access sensitive
attributes.
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In general, the user’s trustworthiness is mutable.
The changes to the negative behaviour may revoke user
from ongomng access. The admiristrator has the authority
to revoke manually or automatically (Sarrouh, 2013;
Toahchoodee et al, 2009). In PDivTPBAC, the
admimistrator can change the user’s rp manually if the
customer proved to perform negative behaviour. It means
that the user’s behaviour will be changed from trust to
uncertainty.

Definition of purpose

Intended Purpose (TP): Customer is assigned to set their
privacy to be accessed by the user. They can set their
privacy in three options, Allowable Intended Purpose
(AIP), Conditional Intended Purpose (CIP) and Prohibited
Intended Purpose (PTP).

Allowable Intended Purpose (AIP): Data 1s permmitted to be
accessed by the user for certain purposes without any
restriction. For example, Bob’s income, e.g., 11K.

Conditional Intended Purpose (CIP): Data 1s allowed to be
accessed by the user for certain purposed with certain
condition. For instance, Bob’s income, e.g., from
11-10-15 K.

Prohibited Intended Purpose (PIP): Data is restricted
access by the user for certain purposes. For example,
Bob’s income, e.g., from 11K to “*”,

Access Purpose (AP): The intention of user access to
customer’s privacy. The privacy was determined by the
systerm.

Departmentalization: One of the key elements in
organizational structure and it is the arrangement of
individual jobs and activities into logical groups in the
organization (Mosweunyane et al., 2005; Rehman, 2008,
Bianchi, 2000).

Functional departmentalization: The same job or function
or skill 1s grouped together in the organization to form an
organized management in the organization (Lunenburg,
2010; Rehman, 2008; Theodore, 2011).

The policy of curent PBAC models stated the
privacy 1s allowed, conditionally allowed or restricted
access by a third party based on AP (Kabir and Wang,
2009; Kabir et al., 2011, 201 2). However, in PDivTPBAC,
the privacy is allowed, conditionally allowed or restricted
access by a trusted specific third party based on AP (first
method) or AP and DAP (second method).

MATERIALS AND METHODS

Methods for accessing personal information: Two
methods are introduced in the authorization phase. A
responsible person is suggested to set the privacy in the
divisional level and the explanation is as follows:

Customer:

¢+ Two levels of the privacy are set by the customer
{(functional and divisional levels) (Fig. 1) directly

s For example, based on Table 2, the customer Bob can
set his privacy in income, H (HRA) for ATP

+  Advantage

*  The privacy is set by the customer itself

s Disadvantage

»  Customer unfamiliar with the functions of each umit

Administrator:

¢ The customer’s privacy is set by the administrator at
the divisional level by using DAP (Table 1)

s+ Advantage

»  Adminstrator familiar with all the units

s Disadvantage

» The customer feels not comfortable due to their
privacy is set by the administrator

A comprehensive policy for accessing sensitive attributes
Properties: Each role in the orgamization requires certain
properties of a user. In this research, two types of
properties are assigned to permit access to sensitive
attributes and the explanation is as follows:

Experience:

+  Refers to the number of the user’s activities that is
performed during their substantive service to identify
their activeness

» Ttis assigned to specify the seniority of a user. If the
user has achieved the mimmum requirement of
activeness set by the administrator based on
quantification, they are eligible to become a serior

¢+ Two seniority levels; junior (less trust) and senior
(highly trust)

Recommendations: Recommendations are assigned by
the admimstrator to evaluate a user’s behaviour. User’s
behaviowr refers to the user’s attitude shown during their
substantive service to identify the trustworthiness of a
user. The scope of the user’s behaviour mn this model
refers to the categories that 1s mtroduced by Bruhn (2001)
in Table 3. Three behaviour levels: mistrust (junior) trust
(senior) and uncertainty (senior performing negative
behaviours). In this model, the user 1s permitted to access
sensitive attributes 1if the user” rp 1s serior-with-trust.
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Role
performance
Functional
purpose —7/ Department /4—
Access Intended
Personal
purpose purpose
Divisional .
purpose _’/ Unit /
Fig. 2: The illustration of the authorization process (Divisional level set by the customer)
Table.2: Microdata illustrating AIP, CIP and PIP
Name Age Address Income Namney, Age, Address,, Income,,
Bob 40 2 May 12K {{G}. Gy, {{G}. {{H{HRA}}
Ave. {M{Adv, {M{Adv, {3}, {A{Sta}},
WA Dis}}. Dis}}, {M.P}} {M.P}}
21000 {P}} {AP}}

G General, A Admin, M Marketing, H Human resource, P Purchasing, Adv. Advertising, Dis. Distribution, HRA HR Admin, Sta. Staffing, Eva. Evaluation,

ip Intended Purpose = {ATP, CIP, PIP}

Table. 3: The result appears to comply with AP and DAP
Variable Name Age Address
Result Bob 40 2 May Ave. WA 21000

Quantifying experience: In PDivTPBAC, a weighing
evidence is assigned to quantify the user’s experience or
activittes (Gollmann, 2011). The example of activities
organized by compamies is as follows; semimar, workshop,
courses and others.

Weighing evidence: Weighing evidence can be assigned
to quantify and specify the semority of the user based on
their activities. The value of each component 1s between
[0, 1]. Assume the admimstrator set the minimum required
weight 1s 0.4 and a user Bob’s overall score 13 0.5, This
means that he 1s permitted to assign as senior role.

Quantifying recommendations: A user’s behaviour
llustrated by Bruhn (2001) 1s evaluated by
recommendations to specify the user’s trustworthiness.

User behaviour evaluation form
Categories:

*  Open, participative, accept responsibility
¢ Highly productive

+  TLoyalty to the organization

*  Not defensive

*  Cooperation, work teams

¢+  High job satisfaction

¢ Problem-solving attitude

* Involvement in decision-making
*  Sense of pride in work

Scores for each category will be added first and
divided by a number of categories to obtain an overall
scare. For example, assume a user Bob’s overall score is
0.5 and the administrator set the minimum requirement is
0.4, As aresult, he is qualified to be assigned as trust.

Access control mechanism: Based on Fig. 2 (first method)
the persconal mformation with sensitive attributes can be
set by the customer in IP until the divisional level. For
example, the customer Bob set his age (Table 2) G for AIP,
M (Adv, Dis) for CIP and A and P for PIP. It means that he
set his age in two levels, i.e., for CIP, M (functional) and
Adv, Dis divisional. If a trusted specific authorized user
request to access Bob’s privacy, AP will be assigned to
communicate with the system.

In Fig. 3 (second method) customer set the privacy
only to the functional level. For example, the customer
Bob set his age (Table 4) G for ATP, M for CTP and A and
P for PIP. To set the privacy in the divisional level, an
administrator 1s assigned on behalf of the customer to set
it at the DAP (Table 1). For example, if the user’s dp 1s
human resource admin HRA, the system needs to check
either HRA is listed or not in DAP. Assume HRA is listed
1 DAP, therefore, the specific authorized user 1s permitted
to access the personal information. User divisional access
purpose database is assigned to store DAP.

If the user’s rp is senior-with-trust and fp and dp are
in compliance with AP (first method) or AP and DAP
(second method) the trusted specific authorized user is
permitted to access personal information with sensitive
attributes.
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Data anthorization phase

Role
perfomane

Functional ) / Department /l > Access . Intended
purpose | purpose purpose
1
: User Divisional
Divisional S Unit divisional access
purpose ¢ 1 ’ access LrDose
: purpose purp
Fig. 3: The illustration of the authorization process (Divisional level set by the adm inistrator)
Table 4: Microdata illustrating ATP, CIP and PIP
Name Age Address Tncome Naimey, Agey Address;, Tncormey,
Bab 40 2 May 12k {{G}. {ay. {{G}. {{H}.
Ave. WA {M}, {M3, {@}, {al,
21000 {P}} {APH} {M,P}} {M,P}}
G General, A Admin, M Marketing, H Human resource, P Purchasing, ip Intended Purpose = {AIP, CIP, PIP}
RESULTS AND DISCUSSION Table 5: The result appears to comply with AP and DAP
Variable Name Age Address Income
Result Bob 40 2 May Ave. WA 21000 12k

To permit or prohibit user access to the personal
information or with sensitive attributes, 6 parameters
are assigned by the system to identify the user. The
parameters are as follows; <u, 1p, fp, dp, a, 0> where ueuy,
peRP, fpeFP, dpeDp, acA, 00, This model refers action
¢ is to allow user perform read privilege (Mirabi et al.,
2011) or select operation (to retrieve data) (Ghani, 2013).
The parameter states a user u has a Role Performance 1p,
working at a functional purpose dp in the divisional
purpose fp with an action a to access object o.

In parameter 1, Damny 185 a staff, 1p,
Junior-with-mistrust, work at the Purchasing P, in the unit
of Evaluation, the action 1s set as read privilege or select
operation to access the object, privacy. Parameter 1
shows Danny has not achieved a higher level of mp.
Meanwhile, Danny’s fp and dp 18 set Purchasing P and
Evaluation Eva which does not comply with AP (First
method (Table 2)) or AP (Second method (Table 4)) and
DAP (Second method (Table 1)). It means that Danny is
not allowed to access Bob’s privacy.

Next, Emmet’s 1p 1s senior-with-uncertainty which has
not achieved a higher level of trust. His fp and dp are sets
Marketing M and Sales Sal which his fp complies with AP
(First and second method (Table 2 and 4)) but dp 1s not
complied with AP (First method (Table 2)) or DAP
(Second method (Table 1)). As a result, he is not allowed
to access Bob’s privacy.

In parameter 3, Flora’s rp 1s semor-with-uncertainty
which has not achieved a higher level of trust, meanwhle,
her fp and dp are sets H and HRA which complies with

AP (Table 2 and 4) and DAP (Table 1). Therefore, she is
permitted to access Bob’s personal mformation but
denied access to sensitive attribute. Table 4 shows the
result of Flora access to Bob’s personal mformation.

Finally, Caren’s rp is senior-with-trust which she has
achieved a lugher level of trust. Meanwhule, Caren’s fp
and dp are sets H and HRA which complies with AP
(Table 2 and 4) and DAP (Table 1). Therefore, she 1s
permitted to access Bob’s personal information with
sensitive attribute as shown in Table 5.

CONCLUSION

PdivIPBAC 1s designed to prevent limited-authorized
user access to the privacy. To permit user access to
sensitive attributes, role performance 1p 1s assigned to
specify the user’s trustworthiness. To access personal
information, functional purpose fp and divisional purpose
dp needs to be complied with AP (first method) or AP and
DAP (second method). Two methods are proposed and
responsible persons are assigned to set the privacy in
functional and divisional level.

IMPLEMENTATIONS

Finally, DAP 1s proposed to authorize user’s dp.
As a result, the issue of limited-authorized user to
access certan privacy 1s solved in this model by
permitting trusted specific authorized users to access it.
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This model able to permit or prohibit user access to
persenal information or with sensitive attributes. A
prototype of PDivIPBAC will be implemented for future
work.
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