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Abstract: Now a days spatial location is upgraded simultaneously to consumers, accessing spatial information
from location based service providers. System that processed under this location services, need a trusted server
to manage all user location based mformation securely from third party. People are involved with cabs (taxi) for
their day to day life cycle, each time they need to answer their location to the perspective drivers. New database
server is designed to keep all their location information securely using Extended Matrix-Attribute Based
Encryption (EM-ABE) algorithm which provides security as well as privacy for users. Here, we store user’s
location on a database and whenever the user needs to share that location with their respective cab runming
companies. The users permanent location 1s been hidden without the user they can’t access any location related
information as well as users sensitive information. RSA algorithm is implemented to encrypt users query and

process simultaneous for multi-query mechanism.
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INTRODUCTION

Location based services emerged quickly to the
environment, providing user to search location using GPS
via, mobile phones (Ghinita et al., 2008). When we come
up with spatial query search functions worked perfectly
to share and know the location of our neighbors. It all end
up with a server and data base which contains of location
information that connect to Google map and show the
location searched. But these kinds of information need to
secured to prevent user location from third parties who
follow user’s activities.

In cases, the searches come up with some false
mformation on location (Yiu et al., 2009). The database
management privacy 1s an important role n this
concept where the location of a user and a query has to
be secured and also not reveal that sensitive
information to other.

Location services always a data store and retrieve
process whenever a query raise by a user or location add
in a database should be accurate and could not provide
some other location to the user. A new concept 1s been
inplemented to secure the information of the user by
maintaining a database that add location, user’s
information and fetch it back to the user when required.

Literature review: Location services related methods and
systems provides a valiant process where user query is
been processed and response back with proper
mformation. Each process requires a server to monitor

query and search similar information for that query and
give it to the user (Glunita ef al., 2010). They provide a
system to contribute service among all users whenever
they need they can access information from the server as
a query. Even in Google maps the spatial information of a
random query cannot be right all the time and that
lacks m accuracy which tends to wrong for the user.
Whenever a location 1s stored on a database, action of
checking the location is right or wrong is necessary
to convey trusted location all the time to the user
(Ghinita et al., 2010).

Applications process that kind of information as a
front end connected with a database to store and retrieve
spatial required. EBven that
application lacks in privacy 1ssues where mformation
access control standards come on to the location based
service providers and access information without the
knowledge of the user (Kirubakaramoorthi et af., 2015).
Some protocols prevent privacy among third parties but
in other ways they try out paillier public key cryptosystem
to decrypt information and view the spatial information
from the database (Shanthi and Anita, 2016). Secure
and Efficient Distance Effect Routing Algorithm for
Mobility (SE-DREAM) in MANETs was described by
Shanthi and Anita (2016). New cryptography
algorithm for effective data communication was
proposed and an Inception of DdoS attacks for popular
websites-identifying on application-layer was explained
(GaneshKumar and Arivazhagan, 2017, Ganeshkumar and
Arivazhagan, 2014; Ganeshkumar et al., 2016).

information whenever
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Fig.1: Architecture of proposed system

MATERIALS AND METHODS

An application is implemented to store user
mformation on the database securely using EM-ABE
algonthm. In Fig.1, a database 1s implemented where user
will access their account, add location and search location
whenever necessary. Then, it moves to prover to check
the user is trusted or un-trusted to activate user account
to further proceedings. Once the account activation is
processed, user can access information on database
according to their query. The term verifier is another user,
who tries to access user’s mnformation on the database.
There we provided privacy where no other person can
have the nght to access some other user’s information on
the database without any knowledge. In proposed
research the modules are:

¢ User
*  Prover
s Verifier

User: When the user is come over login process they can
add their locations into the database which is been
secured and hided. Where some personal information’s
are encrypted when someone access user details, the
content cannot seen by even verifier and prover. User

have to enter the valid query, then location is been
connected via. Google API and accuracy of location 1s
increased.

Prover: An authentication is also, created for prover to
secure user details and location details in the database.
After the vernification process, the prover can activate the
account of user to further procedures. Here, prover can
view the user details and location details that can show
some of the details and hides user’s personal information.
Each user can have a valid account after the prover
activates the account.

Verifier: An authentication 1s also, created for verifier to
secure user details and location details in the database.
Each user information has been verified here and
providing the valid location to increase the accuracy of
the location. Where now days in Google it self showing
fake locations and some other location for queries which
misleads the user to unknown places. After the verifier
process the prover follows.

RESULTS AND DISCUSSION

Spatial location, prover storing, verifier access is
discussed m this study. Figure 2-5 are discussed in this
study.
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NAME USERID PASSWORD MAIL I DATE LOCATION GENDER TIME ACCEPTDELETESTATUS
QoF
BIRTH
Arunchalam anmchalam == vetech softwared@gmail.com  2040- ellore Male 2017-03- Accept Desie  Yes
03-16 01
1707470
naween naween weeweer dotnetjava projectsi@gmad com 2047-  villupuram Male 2017-08- Accept Deste  Yes
03-21 01
17730
Ammnachalam  Amn o Y arunachalamvs? 7T T@gmad com 2013-  Moulivakkam  Make 2017-03- Accept [Delgie Yes
05-08 L]
1444440
Sowparanika  Barani S sowparankaSSi@gmailcom  2047- Thiruvanamala Female 20417-03- Accept Desie Yes
03-00 oo
13027350
pavithra pay] e pavithrat7oe@gmad com  1996- nallavanpalayam Female 2007-03- Accept Deeie Yes
06-26 20
1012130
Fig. 3: Prover activating user accounts
Location Details!

USERID PURFOSE LOCATION DESCRIPTION LATITUDE LONGITUDE ACCEPTDELETESTATUS
parthy Bank Pondicherry WOWD... W epl : Yes
parthy  ckcollege cuddalore surpb college 11.740574 70.763822 Accept Yes
parthy INDMAN BANK PONDICHERRY GOOD BANK 11.993220278 637923790999905 Accent No
gyanu Work Mugalkvakkam its a great place for setup Accept Yes

indusiry
gyanu School Moulivakkam  this is good piace to open 13.017226 80 1427003890909087 Accepl Delels  Yes
C3BE School
naveen Engneenng  kallakuruchi best place 11.741TOSETE 98230078999906 Accept [elele  Yes
college
Arun schools pornur asdl 13.040303880.15551600000007 Accept Yes
Arun School vadapalan fgh 13.046658180.21492949999993 / Yes
Barani atm guindy skafiks 13.015110480 20349439999995 Yes
Barani temple Biruvannamalai nice plate 1o pray 12.231646170 06773089090009 Yes
pavi beach cuddalore gyTgvinkhui 11.730302870. 78E50:300000007 YEs

Fig. 4: Prover storing trusted location to database
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User Detalls!

NAME USERID PASSWORD TAAIL 1D DATE OF LOCATIONGENDER TIME
BIRTH

Arunchalam arunc halam vetech software@gmail.com  2010-03-16 === Male  2017-03-01
17.07:47.0
naveen naveen dotneljava_projects@amail.com 2017-03-29  ==sseee Male  2017-03-01
17:17:30.0
Arunachalam  Arun arunachalamvs? 7T@gmail com 2013-05-08 === Male  2017-03-08
14:44:440
Sowparanika Baran e sowparanikaSS@gmail.com 2017-03-00 == Female 2017-03-00
13:02:35.0
pavithra pav ——— pavithraitT0e@gmall com  1996-06-26  ****** Female 2017-03-20
10:12:13.0

Fig. 5: Verifier access (Hiding information)
CONCLUSION

We conclude our proposed implemented a database
to securely add location and search queries without
revealing it to the third party. An authentication method
is used to prevent un-authorized access. Query search,
retrieval process are simultaneously done without any
time delay. Accuracy is been improved to provide trusted
location to the user for comfortable usage while
necessary. Administrator cross verify each location as
well as user to maintan an efficient data base to store and
fetch with a privacy.
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