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Abstract: With the advent of technologies associated with the internet of things solutions and devices it
became necessary to solve the security of these mfrastructures that could be easily defeated and are often
mvolved in standard network infrastructure which also includes other critical data. This study deals with the
firewall creation on Limux distributions on the Raspberry Pi 3 device. Effective internal network protecting
consists creating some firewall implementation for allowing or denying some configured connections or
separation of a part of the network to the separated network (demilitarized zone). Firewall implementation may
also be used for protecting of mdividual IoT device based on Linux implementation. In this study, there are
described solutions for creating and configuring firewall based on Linux distribution Raspbian Jessie Lite which

is primarily intended for Raspberry Pi 3 equipment.
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INTRODUCTION

Internet of Things (further IoT) 18 a solution where
mdividual devices are comnected to the mternet and
commumnicate with other devices or systems and
sending data for analysis and usage by expert system
(Gubbia et al., 2013).

ToT end devices are usually single-purpose devices
comected wireless network (exceptionally wired) that
through this mterface to transmit information according to
its intended use (Babar ef al., 2010, Gubbia et al., 2013,
Horaek etal., 2015).

Because the public networks are dangerous and an
IoT 1dea 1s relatively new, so, it means a security of this
devices are not mam subject of solution and devices can
be relatively easily challenged or data can be mtercepted
and vulnerable to attack (Babar eral., 2010, Horack et al.,
2015).

For secured solution ToT architecture includes a
several parts in Wireless Sensor Networks (WSN) which
should ensure safety (Gubbia et al, 2013):

+  Hardware which cares about data collection or
ensures its purpose

+  Communication stack which is used for network
communications between devices

+  Middleware which collects data from sensors and
prepares for analysis

*+  Secure data aggregation which provides data
aggregations into larger units which are more suitable
for analysis.

This study mainly deals with the security of the first
two elements-hardware and communication stack. Sensor
of IoT devices should be protected due to the fact that
the correct data are automatically sent and this security 1s
critical and whole environment is needed to protect it from
attackers (Gubbia et al., 2013).

Security in IoT solutions 1s also important due to the
fact that IoT devices are vulnerable as well as
conventional devices on the network which include
full-featured operating system and security. Some devices
or solutions may be vulnerable even more.

IoT devices connected to a commoen mternal network
can have a great impact on the whole network in case of
hacking because small networks are not secured as large
corporate networks.

The goal of this study is to describe and propose
solutions for network security for Linux distributions and
also the possibility of creating a firewall solution built on
the device Raspberry P1 3.

Firewall: Firewalls are used to safeguard internal network
from attack from outside and also for protecting sensitive
data in intemal network. They can block unauthorized
attackers, unauthorized network communications or
unwanted software (Rash, 2007). Each firewall has
implemented the Access Control List (ACL) which
includes a list of rules for access to network and evaluates
incoming and outgoing packets (Rash, 2007). This set of
rules contains several chain that make up mdividual rules.
Packet is processed from the first to the last rule and if it
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is found that a rule equivalent to this definition, so, the
appropriate action (Purdy, 2004). Among the types of
firewalls are (Rash, 2007 ):

+  Packet filter which evaluates traffic based on
addresses or ports

+  Stateful filter which maintains the state realized
through connections

+  Application layer filter which evaluates traffic based
on known protocols (e.g., HTTP, SMTP or SMB)

However, most firewalls implement a combination of
these filters.

Firewall implementation in Linux: In Linux is
implemented TPfilter (also called netfilter) contains three
fumetions to one rule and they are set via. I[Ptables (Purdy,
2004; Rash, 2007):

+  Filtering, for packet filtering based on defined rules

+  Forwarding, for packet forwarding

¢ Network Address Translation (NAT) for address
translation

Configurations and rules are placed to a few
independent tables which are (Purdy, 2004):

+  Filter which is used for basic filtering, forwarding and
logging

¢«  NAT which is used for network address translation,

+  Mangle which is used for packet changing

+  Raw which 1s used for packet tracking

Which specific tables in iptables are present depends
on the kemel configuration and setup of the core
modules. Table filter contains three chains of rules
which are (Purdy, 2004):

+  Input for incoming packets to the system
+  Forward for forwarding packets through the system
+  Output for outgoing packets from the system

Security of Linux distributions: For Linux distributions
there can be some security ssues which can be mcluded
from developers because most of Linux distributions are
developed by communities and non-profit reasons. From
this reason each commercial implementation of Linux
based system should be based on proven version from
proven developer and should be tested. The most
umportant thing 1s to have regular updates of the system.

Raspberry Pi 3: Raspberry Pi (further RPi) is a series of
credit card-sized single-board computer developed by
Raspberry Pi Foundation in 2012 and can be used for

many purposes in school, home and industry area and ToT
{(Gubbia ef af., 2013). RP1 3 1s the third generation of RP1
and has these attributes:

+  ARM Cortex-A53-Quad-Core ARM processor with 1,
2 GHz frequency

* 1 GB RAM module and micro SD card slot

+ Wil mterface 802.11n and Ethernet port (100 Mbits)

*  Bluetooth 4.1a Bluetooth Low Energy (BLE)

*  Four USB 2.0 ports, full HDMI port and more

For RPi can be used ARM Linux distributions (e.g.,
Ragpbian which is built on Debian, Ubuntu Mate or
Fedora) or Windows 10 IoT Core from Microsoft
(Upton and Halfacree, 2014).

Raspbian Jessie Lite: Raspbian is official operating
system from company Raspberry Pi Foundation. This
operating system exist in two versions-Raspbian Jessie
and Raspbian Jessie Lite. Both distributions are built on
Debian Jessie. While Raspbian Jessie contains full
graphical interface, Raspbian Jessie Lite contains only
minmmal image, this means there 1s only text mterface. This
study deals with Raspbian Jessie Lite Version which was
released in March 2016 and contains Kernel Version
4.1.

MATERIALS AND METHODS

Problem definition: As mentioned in introduction for ToT
is important to ensure the safety infrastructure and
sensors to data that are transmitted from the sensor has
been consistent and not interception. Consistency should
be dealt with mainly at data and applications and
interception on the media level.

Another important safety feature that helps protect
the internal network and sensors is firewall which helps us
protect the mternal network against attacks from outside
the network computer networlk or the internet.

To effectively the internal network protecting, it is
important to build and configure firewall rules to allow
only communication that is appropriate which ideally
means that our internal network only allow the
communication that 1s enabled exactly. The same or similar
principle applies to outbound traffic from the internal
network out.

In this study, there is proposed and fundamentally
described solutions for firewall that secures the network
from threats to internal network and the internet and a
firewall that creates a Demilitarized Zone (DMZ) within a
single network. Creating a demilitarized zone can have a
positive impact for a communication separating in this
separated zone from conventional communication
network.
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Solution design: As mentioned in the previous section
there will be created two configurations-one for firewall
between internal network and the internet and the second
for DMY, zone creation but both configuration are simailar.

Firewall between internal network and the internet:
Figure 1 shows the mfrastructure with firewall which 1s
placed between internal network and the mternet. This is
simple network and connection which has been
developed for basic tests of this implementation.

Comnection to the internet 13 created on one internal
LAN interface on the RP1 3 firewall device. At this
interface (ethO) communication is protected using firewall
rules and internal network is protected from outside
attacks (from mternet or provider network). This zone 1s
dangerous because 1t may not be properly protected and
there are more subjects connected.

On the right side of the firewall is the internal (home)
network which should be more protected or at least
network traffic on this network should be after the
administration of the network administrator. At this
interface (ethl) should be largely protected outgoing
traffic from the network and should be released only
packets that are sent from right reasons from a network so
as to ensure a secure network connection and the network
will not receive sensitive data.

RPi 3 has only one network LAN interface therefore
for connection to an mtemal network 1s used external USB
LAN mterface. Internal network 1s realized by L2 network
switch in which all devices are connected via. a network
cable (e.g., computers, servers and others). There is also
WiF1 access point connected which create wiF1 network
for other devices (e.g., ToT devices, laptops, mobile
phones and others).

Firewall between internal network and DMZ network:
Another situation that may occur m the IoT design
infrastructure is when it is necessary to separate a part of
the infrastructure into a separate secure network.

As necessary there can be needed to split the
network into two subnets-internal and DMZ network
where will be applied some more restricted rules and
security demands and only some network traffic will be
allowed,

Figure 2 1s shows a firewall which has two
network interfaces-ethO which creates internal network
and ethl which creates DM7 network. Alternatively, it
would be appropriate to create a third network interface
which will create commection to the intermet.

Figure 2 also shows devices which are named like end
device. These devices can be everything-ToT device,
computer, server, Wikl access point and others. Device

Computer Laptop
Internet 1% €th0 ethl 10T device
- Network
Firewall gyitch
10T device
Server Mobile phone

Fig. 1: Firewall between internet and internal network

Internal network DMZ network

Network Network
switch etho ethl switch
Firewall
End End End End End End
device device device device device device

Fig. 2: Firewall between internal and DMZ network

location is given by implementation and requirements
mainly on the security of the technology. In general, it can
be said that but most should be protected company data
and users, therefore, the DMZ networks could be placed
servers and protected as less secure components in the
network (end user devices or ToT equipment). Another
possible implementation would be placed IoT devices to
DMYZ. network.

RESULTS AND DISCUSSION

Implementation: Solution implementation consists of
several steps. First was the need to download an mmage of
the Linux Raspbian (specifically Raspbian Jessie Lite) and
a tool for creating bootable SD card and extract this image
on this card.

The next step was creating and principally discussing
solutions for the firewall implementation deployed
between the mtemet and the internal network and the
firewall for the creation of a demilitarized zone.

Raspbian Jessie Lite installation and Raspberry Pi 3
preparation: Before the implementation was needed to
prepare RP1 3 and above to mstall the Limux distribution
Rasgpbian Jessie Lite (further Raspbian). Raspbian image
(online:https://www.raspberrypi.org/downloads/
raspbian/) has been extracted to SD card using the freely
available Wm32 Disk Imager Tool (online: https://
sourceforge net/projects/win32diskimager/). After image
deploying system RPi 3 can be tum on and operating
system booted and basic operating system configuration
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has been implemented and tested which consisted of
routine procedures and configuration settings for the
device name, time settings, the changes of the default
user passwords, settings, network interfaces, DNS
service and other common settings. Furthermore, it was
necessary to install and enable iptables using this
command:

apt-get install iptables

After installing, we can now proceed to the
configuration of firewall rules.

Firewall rules configuration: Each firewall must have
defined rules that determine which communication can
pass through the firewall and which one camot. To
configure rules should apply the following algorithm:

+  Configuration of individual acceptance rules
+  Disable all other communications

However, it is important to consider each statement
and rule in order to avoid a situation where access to
device will be cut off. First, we will need to allow
communication to be through the firewall. For example, to
enable HTTPS (port 443) 1s used the following command:

ptables-A FORWARD-1 ethl-o
ethO-p tep-dport 443-) ACCEPT

In this command, switch -A defines type of rule,
therefore forward, switch - defines input interface,
switch -o defines output interface, switch -p defines
protocol type, switch -dport defines destination port and
switch -] defines action which will be done with a packet,
therefore packet will be accepted. According to this
syntax, we could then allow other protocols as needed,
e.g., HTTP (port 80), DNS (53), FTP (20 and 21) and
others.

Configuring return traffic from the internet: Now, it is
necessary to create another rule for incoming traffic from
the internet which was mitialized from internal network.
This can be done with this command:

iptables-A FORWARD-i eth0-0 ethl -m state
state ESTABLISHED, RELATED-j ACCEPT

After execution of this command firewall will accept
all traffic from the mternet (interface eth0) to internal
network (ethl) which is established and which was

initialized from internal network. For communication to the
internet 18 required to allow masquerade which 1s basically
a rule which allows NAT and remember all through and
open comnection to the mternet. This command 1s shown
below:

iptables-t nat-A POSTROUTING-o eth0-j
MASQUERADE

Firewall device management security: Also firewall
device management is important and should be possible
only from specific network addresses, tlhis can be
configured by this command:

iptables-A TNPUT-i ethO-s 192.168.2.2-d
192.168.2.1-p tep-dport 22-) ACCEPT

This command allows mcoming SSH connection only
from 192.168.2.2t0192.168.2.1 (firewall TP address). Source
IP address can be omitted or replaced with address range
with network prefix, for example, 192.168.2.0/24.

Prohibiting all communications: Tt is also appropriate to
prohubit all commumcation through a firewall that has no
defined rule. Tt can be set by this command:

iptables-P INPUT DROP
iptables-P FORWARD DROP
iptables-P OUTPUT DROP

These commands will ensure that any communication
that does not meet any defined rule is dropped.

Permanent keep of firewall rules: Now, it 1s necessary to
ensure that rules will be configured after shutdown or
reboot. There is twofold way to ensure this. The first one
1s that every time device will be tum on some script with
firewall settings will be executed. The second way is
configuration with package iptables-persistent which
provides automatic setup rules during booting. Tnstalling
package can be done by this command:

apt-get install iptables-persistent

After installation all rules for IPv4 communication can
be saved by this command:

iptables-save>/etc/iptables/rules.v4

Current firewall configuration: To view the current
firewall configuration can be used the followng
command:

iptables-L-v
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Fig. 3: Nessus test before firewall activation

SRy
Catica it Ui - rla Tel
1
Dt de
Srmry Pugr ke Hare

Fig. 4: Nessus test after firewall activation

In several previous sections there has been described
methods for setting firewall rules via. iptables. These
commands are only for essential configuration and their
syntax can be expanded according to needs. These
commands and configurations has been tested during
implementation of firewall between internal network and
the internet and DMZ network.

Testing: After setting all the rules were tested firewall
using Nessus tool which threats and
vulnerabilities configurations to prevent network attacks.

identifies

Figure 3 15 shows Nessus test result before firewall rules
activation. On this pictures there 1s shown a lot of threats
and vulnerabilities.

Figure 4 shows the Nessus test result after firewall
rules activation. This figure shows security was
increased. For next firewall test DDoS attack was done via.
nap tool which also contains a large number of test scripts
to control configuration and network operations and this
test provide further information for the other network

security.
CONCLUSION

This study objective was describing and proposing
solution for creating software firewall on Linux

distribution and RPi 3. There were described principles of
Linux firewall implementation and basic implementation on
the device RP1 and the basic configuration of the built-in
software firewall solutions. Although, this study deals
with RPi 3 and Raspbian Tessie Lite it is possible to use
these principles on almost any Linux distributions and
implementations of [oT.

In this study two firewall solutions for network
separation and filtering network traffic  was
described- firewall for separating internal network from the
internet and firewall for separating DMZ, network from
internal network. The main difference 1s that firewall for
DMYZ. network 1s more restricted. Therefore:

+  DMZ network 1s completely separated and only some
connections are allowed which has defined firewall
rule.

+ Internal network 1s separated and all connections are
allowed but some connections are prohibited.

Unfortunately, the implementation of a firewall will not
prevent any attacks and threats in the internal network or
on the internet which are primarily:

+  Malware

»  Attacks from internal network

+  Attacks which create alternative paths to network

+  Attacks via. allowed protocols (e.g., HTTP or SMTP)
*  Unknown threats

+  Data interception or modification

For ToT devices should be necessary to take threats
that may be related hardware malware from manufacture
and 1t 18 therefore appropriate to implement a firewall for
outgoing data. Furthermore, the tests performed that is
evident that to ensure greater security in computer
network or the internet, you need to use the firewall.
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