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Abstract: Tn 2014, Sundar and Narayan study quantum cryptography to simulate the voting in C++ language
written DES, 3DES, AES, BF, TF, SERP, RSAT, RSA2, to process the speed analysis through input size. They
find that RSAl was the fastest but they did not clearly explain. This study helps explain the part that Sundar
and Narayana didn’t clearly explain by TOPSIS of speed analysis quantitative data analysis. Therefore, the
paper is to aim at Sundar and Narayana speed analysis of cryptographic algorithms input size data with
comparative TOPSIS of speed analysis by building the model of comparative TOPSIS of speed analysis. This
study, comparative TOPSIS of speed analysis by quantization and description in data mterpretation, found that
DES 1s the fastest, followed by the sequential order of RSA1, AES, TF, BF, RSA2, SERP, 3DES, etc. which
highlights the importance, value and contribution of this study.
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INTRODUCTION

In 2014, Sundar and Narayan provided quantum
cryptography to simulate voting, using C++ language
along with the Cryptot++ library in the simulation speed
analysis of DES, 3DES, AES, BF, TF, SERP, RSA1, RSA2
cryptographic algorithms, by quantum key input size be
simulation analysis for the mmplementation of the
encryption algorithm (encryption and decryption jointly)
substantial data transfer destination (Sundar and
Narayan, 2014). They find that RSA1 (2046 bit key) was
among the fastest but they did not clearly explam.
Therefore, thus study processes comparative TOPSIS of
speed analysis quantitative data analysis and explanation
by building the model of comparative TOPSLS of speed
analysis which highlights the winportance and value and
contribution of this study.

Literature review

Cryptographic algorithms speed analysis: In 2014,
Sundar and Narayan study quantum cryptography to
simulate voting, using C++ language along with the
Cryptot++ library for the implementation to transfer the
encryption algorithm data to destination, simulates the
original vote Input size (Sundar and Narayan, 2014).
Although, it’s not stored in the voting machine, it won’t
pose a risk of info leaking in actually sending to the
specified location which safely carries out speed
analysis.

Topsis: In 1980, Yoon and Hwang University provided a
multi-method assessment quasi decision-making in

Kansas State, called TOPSIS “Techmique for Order
Preference by Similarity to Ideal Solution” which was
designed to help policy makers deal with multi-selection
program, when standard of each criterion and each
program performance assessment was known. As the
following explained: ideal solution: alternative scenarios
based on input size guidelines by sec max value. Negative
1deal Solution: altemative scenarios based on input size
guidelines by sec min value. In this study, the smallest
data of guidelines for the interest’s face value alternatives
is “the shortest distance from the ideal solution” and *“the
farthest from the negative ideal solution”. Assumed that
every criterion has a standard of decreasmng effects
(Kittur, 2015; Mokhtar ef al., 2015, Li et al., 2015,
Yan et al., 2014).

MATERIALS AND METHODS

Comparative TOPSIS of speed analysis model and case
study: This case study is based on the Sundar and
Narayan voting scheme using C++ language along with
the Crypto++ library m the Input size (bytes) and speed
analysis of DES, 3DES, AES, BF, TF, SERP, RSAl,
RSA2 cryptographic algorithms (Sundar and Narayan,
2014).

Assumed that this research program was known as
the following described (Kittur, 2015; Mokhtar et al., 2015;
Li et al, 2015, Yan et al, 2014): Decision matrix
establishment Rnxm (Table 1):

R = [rij lnxn (1)
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Table 1: Cryptographic algorithims speed analysis (Sundar and Naravan, 2014)

Titles Years Algorithm Full name Definition

DES 1976 TBM Data encryption algorithm This symimetric key algorithim is to be most
widely used by early DES

3DES 1998 ANS X9.52 Triple data encryption algorithm To use algorithms, in accordance with
encryption-decryption-encryption in 3 DES

AES 2001 NIST Advanced encryption standard AES, encryption algorithms, was adopted

by the US federal govemnment. Tthas been widely
used globally now a days

RF 19493 Bruce schneider Blowfish Blowfish is asymmetric encryption algorithm,
which has been applied in variety products

TF Trans flash Transflash, also called secure digital (Secure
Digital memory card) is a Memory card

RSA 1977 Ron Rivesti Adi $hamir RRA encryption algorithm is an asymmetric

RSA 1 Leonard Adleman encryption algorithim

RSA2

Input size 22135(bytes)

Input size (35536 bytes)

Input size 44576 (bytes)

Input size 58455 (bytes)

Input size 69542 (bytes)

Input size 132350 (bytes)

Input size 155558 (bytes)

Input size 160025 (bytes)

Input size 192380 (bytes)

Input size 237890 (bytes)

Fig. 1: Decision matrix establishment

There’s a best solution to multi-objective problem. In  the calculation of weight matrix (Table 2):
the process, there are evaluation targets as nxm matrix

(Flg.l):_ . w X, 3
oo Ky 7 K Ry(%y) i ZX
- - - - 1
R=|x3 x5 —  Xp |=| RiXp
, , , U@ Yw =1 (4)
_Xml ij Xmn Rm(Xn)

The calculation of normalized evaluation value

= [Xl(xl Jo X X (X )} calculation:
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Input size (bytes) W (%%)
22135 (132350) 1.9900 (11.930)
35536 (155558) 3.2000 (14.030)
44576 (160025) 4,0200 (14.430)
58455 (192380) 5.2700 (17.400)
69542 (237890) 6.2800 (21.450)
Table 3: The Z; values (Time, sec)
Tnput size (bytes) DES 3DES AES BF TF SERP RSAL RSA2
22135 0.0034 0.0099 0.0058 0.007 0.0060 0.0086 0.0048 0.0084
35536 0.0035 0.0099 0.0059 0.007 0.0060 0.0086 0.0047 0.0084
44576 0.0035 0.0099 0.0059 0.007 0.0061 0.0086 0.0047 0.0084
58455 0.0035 0.0100 0.0059 0.007 0.0060 0.0086 0.0047 0.0083
69542 0.0035 0.0099 0.0059 0.007 0.0060 0.0085 0.0049 0.0083
132350 0.0035 0.0100 0.0059 0.007 0.0060 0.0086 0.0047 0.0083
155558 Q.0035 0.0100 0.0059 0.007 0.0060 0.0086 0.0047 0.0083
160025 0.0035 0.0100 0.0059 0.007 0.0060 0.0086 0.0047 0.0083
192380 0.0035 0.0100 0.0060 0.007 0.0060 0.0086 0.0047 0.0083
237890 0.0035 0.0100 0.0059 0.007 0.0060 0.0086 0.0047 0.0083
Table 4: Positive ideal solution I* value
Input size (bytes) I* (9)
22135 (132350) 0.0034 (0.0033)
35536 (155558) 0.0035 (0.0033)
44576 (160025) 0.0035 (0.0033)
58455 (192380) 0.0035 (0.0033)
69542 (237890) 0.0035 (0.0035)

(10)

Table 5: Negative ideal solution I- value

Input size (bytes)

I-

To calculate every alternative scheme for the relative

22135 (132350) 0.0099 (0.0100)
35536 (155558) 0.0099 (0.0100)
44576 (160025) 0.0099 (0.0100)
58155 (192380) 0.0100 (0.0100)
69542 (237390) 0.0099 (0.0100)

Table 6: Positive ideal solution Y* value of Euclidean distance
DES Y* 3DES AES BF TF SERP RSAl RSA2
0.0000  0.0204 0.0075 0.0110 0.0080 0.0161 0.003%2 0.0153

Table 7: Ideal solution Y-value of Euclidean distance
Y-DES 3DES AES BF TF SERP RSAI RSA2
0.0204  0.0000 0.0129 0.0094 0.0124 0.0043 0.0165 0.0051

(3)

The calculation of evaluate normalized weighted
value (Table 3):

(6)

Zij = Wl_] ><1"ijz

The decision of positive ideal solution T* and
negative ideal solution I- (Table 4and 5):

I*= {z1*, z2*, zn*} (7)
I-={zl-, 22-, zn-} (8)

To calculate positive ideal solution Y* and negative
ideal solution Y- of Euclidean distance (Table 6and 7).

similarity of ideal solution (Table 8):
R S (11)
v

To rank K" values according to the formula of
0xK;"1 The study found that TOPSIS calculus Ki* values
from the min-max order:

»  (1)DES1s0.00, (2)RSAL 15 0.10, (3) AES 15 0.37, (4)
TF 15 0.39, (5) BF 13 0.54, (6) R3A2 15 0.75, (7) SERP 15
0.79, (8) 3DES 18 1

s The difference between the maximum and minimum
of K" values is 1

+  Among all, the difference between AES and TF is
0.02 and the other two, the difference between RSA2
and SERP is 0.02

» The study found K, values plotted radar chart
(Table 8 and Fig. 2)

The study found that the K value, ranking from min
to max, 1s our best solution. DES 1s the fastest, following
by RSAlL, AES, TF, BF, RSAZ, SERP, 3DES. Theresultis’t
also matches the study by Sundar and Narayan which
highlights the importance and value and contribution of
this study as Table 7 and 8.
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Table 8: K" value

Ki*DES 3DES AES BF TF SERP RSA1 RSA2
0.00 1.00 037 0.54 0.39 0.79 0.19 0.75
3DES
AES
BF
Fig. 2: K" plotted radar chart
CONCLUSION

The summary of this study is as following:

*  The study bult the model of comparative TOPSIS of

speed analysis

(1)DES 15 0.00, (2) RSA1 15 0.10, (3) AES is 0.37, ()

TF 15 0.35, (5) BF 1s 0.54, (6) RSA2 15 0.75, (7) SERP 15

0.79,(8)3DES 15 1

¢ The study found K," values plotted radar chart that
DES is 0.00 the fastest and 3DES is the 1 the slowest

¢+ Assumed that it takes longer because 3DES
encryption requires three calculations which use
algonthms, in accordance with encryption decryption
encryption in 3 DES

*  The study found that DES 1s the fastest, following by
RSAL, AES, TF, BF, RSA2, SERP, 3DES. The result
1sn’t also matches the study by Sundar and
Narayanwhich highlights the importance and value
and contribution of this study

¢ This study helps explain the part that Sundar and
Narayana didn’t clearly explain by TOPSIS of speed
analysis quantitative data analysis

This study highlights the importance and value and
contribution of this study.
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