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Abstract

Background: The advances of attack methods on the smart card now-a-days are getting more serious. It has encouraged researchers
to put more effort in enhancing the data memory ciphering system in smart card memory management processing unit.
Materials and Methods: In this study, there are three major units that constructs the system: Advanced Encryption Standard (AES) cipher
block, Random Number Generator (RNG) key generation and scrambler/descrambler. This system is developed in the Memory
Management Processing Unit (MMPU) of the smart card. By having the AES cipher unit, the plaintext from the Central Processing Unit
(CPU) is encrypted or decrypted using a random key that is generated by the RNG key generation unit. The encrypted data also called as
ciphertextis scrambled with the data from the scrambler/descrambler unit before being written into the memory during the write mode.
Meanwhile during the read mode, the secured data from the data memory is descrambled with the data from the scrambler/descrambler
unitinto the ciphertext. For memory types that allow for data reading only, e.g., ROM typically storing executable code, the process will
be one way only i.e., descrambling and decryption. User Personal Identification Number (PIN) is utilized in the scrambling and
descrambling processes. This prototype system is implemented in the Field Programmable Gate Array (FPGA) Xilinx's Zyng-7000
XC7020-1-CLG484. Results: The system is managed to complete the process within a a single cycle CPU that is about 40 nsec with
12002 Look-Up Table (LUT) slices, 3146 slice registers, a maximum frequency of 70.98 MHz and maximum combinational path delay of
0.471 nsec. The key finding of this study is that the system is capable to achieve throughput of 9085 (Mbits sec™") and 40 nsec ciphering
time that are the best compared to the previous study. Conclusion: The proposed system is able to provide a secured data memory
ciphering system for smart card with low resources, fast ciphering time and high throughput in the ARM-based FPGA Xilinx Zyng-7000
prototyping. The smart card is used in many applications including national identification (ID), financial security and health insurance.
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INTRODUCTION

Smart card is very significant in modern life. There are so
many applications that benefits from it such as national
identification, medical history and money transactions.
However, due to the precious information that is stored or
processed in it, many attackers have put a lot of efforts to
access the data'. Therefore, the security system in the smart
card especially in the Memory Management Processing
Unit (MMPU) has to be enhanced using state-of-the-art
cryptographic algorithms and technologies and yet in an
economic costinorderto secure the data and the whole smart
card system. The MMPU is the unit that interfaces to smart
card system to the memories.

The smart card architecture asillustrated in Fig. 1 consists
of a CPU, internal and external memories and peripherals of
analog, digital and mixed-signal design. The analog designs
that are developed for the smart card security system at the
physical level are RNG, voltage and light sensor. A
Phase-Locked Loop (PLL) and voltage regulator are the
mixed-signal design in the system, while UART, timer, Watch
Dog Timer (WDT), Memory Management Processing Unit
(MMPU) are the logic peripheral examples in the design. The
memories that are used in the smart card are 64 kb Read Only
Memory (ROM), 6 kb read/write Electrically Erasble
Programmable Read Only Memory (EEPROM) and 256 bytes
scratchpad Internal Random Access Memory (IRAM). Fast
read/write access in the smart carrd system is achieved by
having a 4 kb external RAM (XRAM). The 1S07816-3 with UART
modules is used as the communication protocol to
communicate with smart card readeron a very low level2,

The security system is implemented for logic circuit level
and is developed in MMPU. The analog security circuit parts
such as light and voltage sensors is implemented later in
the Application Specific Integrated Circuit (ASIC) design
implementation. The system consists of three major blocks,
those are AES cipher, 128 bits RNG key generator and
scrambler/descrambler. The AES cipher is used to encrypt the
plaintext from CPU with the random key that is provided by
the RNG key generator. The RNG unit is prototyped in FPGA
using the logic pseudo RNG (PRNG) but then in ASIC
implementation, the unitis replaced by a mixed-signal RNGIP.
The ciphertext i.e,, the encrypted data is then mixed with the
scrambled data before being written into memory. On the
reverse side, during the read mode, the data is read from the
memory and is descrambled into ciphertext before decrypted
into plaintext by the AES cipher. The scrambler/descrambler
utilizes user PIN for scrambling and descrambling processes.

The system is prototyped in FPGA3 to verify its
functionality in real-time before being proceed to ASIC
implementation®. Besides functionality, the hardware
implementation results are compared with the previous study
in terms of ciphering time and throughput. Smart card chip
design industry is very competitive. Thus, rapid smart card
design prototyping is very crucial. The fastest design
time-to-market with a very low cost and best performance is
very much required®. The other importance of the smart card
design prototyping on the FPGA is for co-development
hardware and software. The design can be customized at
the early stage during development process. Hardware
development consists of logic peripherals, memory, analog
and logic interfaces. Software development comprises of
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Fig. 1: Overall 8 bit CPU based smart card architecture
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firmware and Operating System (OS). At last but not least,
since the FPGA Zyng-7000 device is produced using deep
submicron technology, therefore the ASICimplementation at
the later stage using 180 nm CMOS technology will be much
easier.

MATERIALS AND METHODS

Proposed smart card memory ciphering system: The
complete processing cycle of the system as shown in Fig. 2 has
been reduced from more than 20 clock cycles to a a single
cycle CPU only that is approximately 40 nsec or 25 MHz. In the
previous design, the 20 clock cycles are due to the encryption
and decryption process of the AES-128 cipher and the
remaining clock cycles are due to the scrambling and
descrambling process®.

AES-128 cipher unit: The AES-128 cipher is based on the AES
Rijndael algorithm and is compliant to Federal Information
Processing Standard Publications (FIPS PUB) 197. The cipheris
a symmetric block cipher that can process plaintext blocks of
128 bits. Rijndael is a key-iterated block cipher, meaning that
the initial block of plaintext and cipher key traverses through
multiple rounds of transformation before generating the
output’. A state is the intermediate result at the end of each
round. There are 9 rounds of transformation for this 128 bits
key AES. Each round consists of multiple operations like byte
substitution, shift row, mix column and key addition. Byte
substitution is the operation that runs independently on each
byte of the state using a substitution table that is called as
S-box. Shift row’s operation runs by shifting bytes of the last
three rows of the state cyclically while the first row is not
shifted. Mix column’s operation is the transformation process

that runs on the state column-by-column. Each column is
treated as a four-term polynomial. The final operation for each
round that is key addition, operates by adding the round key
to the state by a simple bitwise XOR. Other than key size
128 bits that is used in this study, Rijndael supports also for
192 and 256 bits key to encrypt plaintext blocks that are
192 and 256 bits, respectively.

The AES Rijndael cipher’s algorithm as shown in Fig. 3 can
perform very well in both hardware and software with a very
low memory requirements that helps to avoid high cost
design development due to the large memory requirement
and slow processing performance. The key or plaintext block
size decides the number of rounds. The inverse cipheris called
as decryption. During decryption process, the encryption key
schedules’ formisthe same as encryption but the sequence of
the transformations is done in reverse order. The AES Rijndael
is also adopted in the FIPS standard that is documented by
National Institute of Stndards and Technology (NIST). The
cipher has proven reliable due to its high computational
complexity.

RNG key generator unit: The unit utilizes 128 bits of RNG
data as the seed for cipher key generation. In the FPGA
implementation, the RNGis prototyped as pseudo RNG (PRNG)
using a Linear Feedback Shift Register (LFSR) with a fixed seed.
However, in the ASIC implementation later, the PRNG unit is
replaced with a mixed-signal design of a True RNG (TRNG) IP
for the seed generation. The TRNG IP is a physical source for
randomness that ensures the maximum guessing effort
depending on the key length® For security reasons, the
generated key that is used for complementary encryption
and decryption operations is randomly generated for every
transactions.

|:> Chiphertext Scrambled ciphertext
|:> Deciphertext
Paintext Ciphertext
Encryption >
RNG Scrambler
cPu : cipher key Secured data
Paintext generator memory
\r Descrambler
Decrypt enable Decryption <
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Scrambled ciphertext

Fig. 2: Proposed memory ciphering system for smart card
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Fig. 3: AES-128 Rijndael algorithm

Scrambler/descrambler unit: The unit generates 128 bits
scramble data that is mixed with the ciphertext in order to
make it more difficult for the attacker to recognize the data
from outside. The process of scrambling and descrambling
requires user PIN input in order to provide more secured
access. Without the correct PIN keys, the secured data from
the memory cannot be descrambled into ciphertext and
results the data cannot be accessed.

RESULTS

Simulation performance of the smart card security system:
Figure 4 shows the complete process of the proposed
ciphering system takes only a single cycle CPU that is
approximately 40 nsec or 25 MHz. The complete process cycle
starts from the plaintext encryption and ends with the
decryption of the ciphertext. The signal kid_cipher is used as
a flag to enable the encryption process and the signal ‘done’
is used to notify the encryption process is completed.

Final round
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Figure 5 shows the decryption result of ciphertext. From
Fig. 5, the decrypted ciphertext is similar with the original
plaintextthatisin hexadecimal value “01”. The decrypted data
and the plaintext value is highlighted with the circle. The
signal ‘done2’ is a flag to notify the decryption process has
been completed. The ‘encrypted_mem’signalis the encrypted
data or ciphertext that goes into the scrambler/descrambler
unit.

Hardware implementation performance of the security
system: The FPGA resource summary result of the smart
card design implementation on Xilinx's Zyng-7000
XC7020-1-CLG484 is shown in Fig. 6. The slice registers that
are utilized in the designis only 2% (3148) of the available slice
registers and the slice LUTs is 23% (12620).

The timing summary report that is shown in Fig. 7
indicates the minimum period is 14.088 nsec that is
70.982 MHz maximum frequency and the maximum
combinational path delay is 0.471 nsec.
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Fig. 5: Secured data is successfully decrypted to its plaintext value i.e., Hex 01

Table 1: Comparison between this study and previous studies'®'?

Parameters Bouesse et al'® Bouesse et al! Zhang et al"? Proposed study
Ciphering time (nsec) 910 595 294 40
Throughput (Mbits sec™") 141 215 435 9085

In order to choose the best hardware performance of Throughput = No. of output bitsxmaximum frequency (M

AES-128 based ciphering system for smart card, three previous
different AES-128 ciphering systems as in Fig. 8 have been
compared. Each of the ciphering systems’ completion time
and design throughput are measured and tabulated in
Table 1. Equation 1is the throughput calculation formula that
has been used? in Table 1:
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The results from Table 1 shows that the proposed
ciphering system in this study has achieved the fastest
ciphering time and the highest throughput followed by the
parallel key expansion AES, optimized S-box Quasi Delay
Insensitive (QDI) AES and conventional QDI AES.



Asian J. 5ci. Res,, 10 (2): 88-96, 2017

Process Tools Window Layout Help BEE
ool 2R 2R A RE T+ rcf[@
~. | & Design Overview ¥ 15UFG i1 -
o - [2) Summary 3 IOBUF ER
) [2) 10B Properties 4 DSPs 3
[@ Timing Constraints 3 DSP4BEL : 3
5] - [2) Pinout Report # Others i 3
6 [E Clock Report # MMCMEZ ADV L
Errors and Wamings
= ~[2] Parser Messages Device utilization summary:
= -[D Synthesis Messages || =mmmmmmmmmmm e
Eiel [ Translation Messages
) [2) Map Messages Selected Device : 7z020clgds4-1
B3 [ Place and Route Messages
[2 Timing Messages
[ Bitgen Messages Slice Logic Utilization:
~[2) Al Current Messages Number of Slice Registers: 3148 out of 106400 2%
Detailed REpDRS Number of Slice LUTs: 12620 out of 53200 23%
[2) Synthesis Report Number used as Logic: 12604 out of 53200  23%
+[2) Translation Report Number used as Memory: 16 out of 17400 0%
[2) Map Report Number used as RAM: 16
[2) Place and Route Report
[2) Static Timing Report Slice Logic Distribution:
-[ Bitgen Report Number of LUT Flip Flop pairs used: 13448
Secondary Reports Number with an unused Flip Flop: 10300 out of 13448  76%
[} Xplorer Report Number with an unused LUT: 828 out of 13448 6%
Number of fully used LUT-FF pairs: 2320 out of 13448  17%
Number of unique control sets: 211
10 Utilization:
Number of IOs: [
Number of bonded IOBs: 7 out of 200 3%
Specific Feature Urilization:
Number of Block REM/FIFO: 46 out of 140  32%
Synthesis Report Number using Block RAM only: 46
. Synthesis Options Summary Number of BUFG/BUFGCTRLs: 7 out of 32 218
HDL Synthesis Number of DSP48Els: 3 out of 220 13
Advanced HDL Synthesis
i-lowlevelSyathess [ -ommmmmmemmmmmmmmmmo e
.- Partition Report Partition Resource Summary:
No Partitions were found in this design,
,,,,,,,,,,,,,,,,,,,,,,,,,,, =
Timing Repoct X
< i ] v
£ Design Summary (Implement=d) <]
Fig. 6: Resource summary of the memory ciphering system
Process Tools Window Layout Help 1=lx]
a2 23R Q
10B Properties
[E Timing Constraints
2 Pinout Report pericd: 14.088ns (Max
Clack Report um inpuc arrivel time be
nd Warmings cutput required time
= Parser Messages combinaticnal path delay:
= Synthesis Messages
ﬁ Transiation Messages
2 Map Messages -
Place and Route Messeges displayed in nencacconds (n3)
B Timing Messages
] B Message:
B Al Current Messages. for Clock ‘clkfast_pad o'
“) Detailed Reports aMyz)
2 Synthesis Report. : 35/ 25
[ Translation Report
B Mep Report 1.568ns (Levels of Legic = 1)
Place and Foute Report U_clkgen/ifsr_rsa_7 (
[ Static Timing Report U_clkgen/rsamux2 (EF)
[ Btgen Report Source Clock: kfast_pad o rising
) Secondary Repo: Destination Clocl lkfast_pad o falling
1 Xplo )
- Date Path: U_clkgen/lfsr_rse 7 to U_clkgen/rsamuxz
e et
cell:in-souc fanour Delay Dalay Logical Name (Net Name)
FICE:C->Q 6 0.282 0.635 1kgen/1fsr_rsa 7 (U_clkg a_7)
1 0.053 0.399 1kgen/rsamux2_1fsr_rsa[7]_AND 4 U_clkgen/rsamux2 1fsr rsa[7]_AND 4_o)
0.200 J_clkgen/rsamux2
Synthesis Report 1.S6%ns (0.535ns logic, 1.034ns route)
‘Synthesis Options Summary (32.1% logic, €5.9% route)
HDL Syntnesis
Advanced HDL Synthesis
Low Level Synthesis t: Defsult peried analysis for Clock "clk cpu®
Partition Report period: 14.088ns (frequency: 70.982MHz
Total number of pathe / destinacien pe 133520888 / £78E
Dela 7.044ns (Levels of Logic = 9)
Sor U_datamem/secmem2/BU14 (RAM)
Des U_datamem/smbuffl 255 (FF) =
Sou: :_cpu falling
Destination Clock: clk_cpu rising
Data Path: U_datamem/secmem?/BUl4 to U_dateamem/smbuffl 255 e
,

[v] §rea | prevos [ opoons

Fig. 7: Area and time report for memory ciphering system
DISCUSSION

The ciphering system for memory encryption is very
crucial nowadays due to the capability for smart card memory

protection'®. Thus, this systemis proposed in order toimprove
the existing ciphering system of a smart card for more security
protection and hardware performance. The plaintext input
from the smart card CPU is very easy to be recognized by an
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Fig. 9: Real-time testing of the ARM-based FPGA prototype smart card

attacker, thus, the FIPS-197 AES-128 has been utilized to
encrypt the plaintext with the random key. The key is
generated randomly for every transactions. The estimation of
the number of keys that an attacker may attempt per second
based on brute force attacks on AES-128 as follows:

« 1 personal computer results about 10 keys sec™

+ 1 Graphical Processor Unit (GPU), 4 X 108 keys sec™

+ 1 FPGA running with 200 MHz, 2 X 108 keys sec™"

« 1 special device with about 2500
1.2X 10" keys sec™

FPGA,

The number of trial keys per second depend much on
effectiveness of the cipher algorithm implementation™.
However, the cipher algorithm is not enough. A very special
machine can run more than one GPU at a time that will
generate more trial keys. Hence, it is required to have the next
logical level protection that is the scrambler/descrambler unit.
Figure 5 shows the scrambled ciphertext i.e, scr_enc is
generated for every half of the clock cipher cycle. The
scrambling and descrambling process utilizes a user PIN key in
order to generate the scrambled data. With a wrong PIN key,
the scrambled ciphertext from the memory cannot be
descrambled and decrypted.

Another crucial areafor smart card design is the hardware
implementation performance. It will not be competitive in the
market if just having a very complex ciphering system but
weak hardware performancein terms of ciphering time and
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throughput'. The issue is resolved with the proposed
ciphering system that provides the right balance between the
two major requirements as can be seen from the results. The
real-time testing of the smart card on the Xilinx ARM-based
Zyng-7000 FPGA is shown in Fig. 9. Figure 9 shows that the
software is able to write and read data from the smart card
memory that can be any format such as picture, text, audio
and etc. The read and write process takes about less than a
second. Therefore, the proposed memory ciphering system
that is developed in the prototype smart card is working
successfully.

CONCLUSION

A comparison among four types of AES-128 ciphering
system for smart card have been carried out. There are
conventional QDI AES, optimized Sbox QDI AES, parallel key
expansion AES and a single cycle CPU synchronous AES. Result
shows that the proposed ciphering system in this study that
is based on a single cycle CPUAES achieves the best
performance in terms of ciphering time and throughput. The
system achieves 20 times higher and 7 times faster for the
throughputand ciphering time, respectively than the previous
ciphering system. The ciphering system process is not solely
on the AES-128 encryption and decryption but includes also
the scrambling and descrambling based on the user PIN key.
The total smart card resource in the FPGA including the
memory ciphering system is very low, that is about 3148 (2%)
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and 12620 (23%) for slice registers and LUTs, respectively.
Therefore, the proposed system is not only providing more
protection for the data in memory, but also utilizing very low
gate count that helps to get a competitive cost with a very
high performance.

SIGNIFICANCE STATEMENTS

The advances of attack methods on the smart card
nowadays are getting more serious. Therefore, this study
proposes a secured data memory ciphering system for
securing information transaction between a host and the
internal smart card memory. The system has been
implemented with low resources, fast ciphering time and high
throughput in the ARM-based FPGA Xilinx Zyng-7000
prototyping. The proposed system has been compared with
other previous studies in terms of ciphering time and
throughput. The proposed system in the smart card can be
used in many applications including national identification
(ID), financial security and health insurance.
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