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Abstract: The recently increasing adopting of XML as base technology for web application, increasing the
need to make its security available and understandable. At present, it can be observed that weakness of
security of web application may be because developers are lack of security knowledge and the security is not
considered as a pnmary function. Patterns plainly capture the experience from experts in a structured way. Thus,
a trial is made to apply the pattern approach to the XML security context, presenting a security patterns
language in XML security context. The pattern language has three abstraction levels. Its form based on the
user’s level of understanding of the security and XML security fields.
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INTRODUCTION

The security factor 1s important for the applications,
so that the designers and the developers whom are not a
security people should keep an eye on the security 1ssues
during the application development, in order to avoid
repeated mistakes. By looking-up at the application team,
there are some who became experts and others are new
comers to the security, from this heterogeneous set we
may wonder: How can we give them security components
they may need to use allowing them to focus on their
application and considering care about the security
issues? and How the novice can get benefit from
know-how and skills of experts? well, patterns may have
the answer for all these questions. A pattern 1s used to
describe best practices and principles in a structure way.
The purpose of a pattern is to increase the productivity of
the designers by making them profit from the experience
gained on former projects (Appleton, 1997). Using
patterns has number of significant benefits (Vlissides,
1998): Capturing expertise, Give names to higher-level
constructs, Document the strengths and weaknesses of
different architectural options and identify troublesome
details. The field of security 1s very broad; we cannot
speak of a pattern language that implies the complete
coverage of every aspect of the problem domain
(Schumacher and Roedig, 2001). Present purpose 1s to
improve the state of cit-lab security by applying the
patterns way with security problem at XML-Based
application. Using this way to document and organize
number of problems in these applications, this can result
i making the use of tlus approach in reusing security
expertise available. If patterns can be used to capture
security expertise and present it to the developer

community in a relatively painless manner, this might go
a long way towards our target. This study 1s looking after
the language description;, what are the elements of the
language and how organized in three levels and how the
elements from different levels can be combined in a format
(syntax) gives a security sentence m the domain.

PATTERNS AND SECURITY PATTERN

Patterns are useful tools for inexpert to know how
experts think. Each pattern describes both a problem
which occurs over and over agan in our environment and
then describes the core solution to that problem, in such
a way that you can use this solution million times over,
without ever doing it the same way twice (Alexander,
1977). In short; a pattern constitutes a solution to a
problem in a context (Lea, 1997).

Security patterns are a variation on Patterns. One
definition of security pattern is that a security pattern
describes a particular recurring security problem that
arises in specific contexts and presents a well-proven
generic scheme for its solution (Schumacher and Roedig,
2001). Each security pattern will document a recurring
solution to solving a general class of security problem.
Each will contain among other things a description of the
problem, an outline of the solution and enough rationale
to help understand why 1t works, when 1t 15 applicable and
how to apply it in novel situations (Gamma et al., 1995)

THE LANGUAGE OVERVIEW

A pattemn language 1s a collection of patterns that
work together to solve problems m a given domain. The
patterns of our language categorized into three levels of
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abstraction they are; security requirements patterns level,
relevant XML-Based security patterns level and the
process patterns. The first level guides to the minimum-
security requirements for web application while the
second level translates these requirements into XMI.-
Based security technologies (Kreger, 2001). Fmally the
third level 1s the process patterns that give the process
steps at the end of the transaction, the description of the
language and its levels are shown m Fig. 1.

Patterns for different purposes usually do not exactly
have the same format (template) and for each purpose an
adaptation is needed. We discuss the template for XMI.-
Based security patterns in (Tawfiq and Zhang, 2005). The
security patterns template that we developed for XML-
Based security patterns were derived in part from research
mto existing patterns templates, including ones used by
AG Communication Systems and the Gang of Four in
Design Patterns.

We have examined previous patterns templates and
settled on the structure described at (Tawfiq and Zhang,
2005) for our security patterns. Smce the patterns
composed within the language are classified into three
abstraction levels that to be used by different users and
different purposes, therefore two sections format and
solution have different descriptions for each level to meet
the purpose as shown m the Table 1. We do not claim that

Security concept patterns

Security concept understood

our template is perfect or complete. We just started the
project with a general 1dea of what should be in the XML
security patterns template (Table 1).

A pattern does not stand-alone; the relationships
among the security patterns are the clue to organize these
patterns into a Security Pattern language. These patterns
should cooperate in solving a problem according to
relations amongst them, another requirement the security
patterns language should meet 15 that, the relationships
between security patterns have to be exposed (Zimmer,
1995). We find three relationships between the patterns
from the three levels; these relationships are provided,
simplified and process-of relationships. These

descriptions of these relations as follow:

Provided relationship: A pattern for security of XML
document provides one or more requirements (Fig. 2).

Simplified relationship: A pattern of XMI. for security
function simplifies one or more requirements (Fig. 2).

Process-of relationship: Any pattern for security of
XML document or pattern of XML for security function
should have two processes for each end (sender and
receiver). A pair process’ patterns from the third level are
processes of a pattern from the second level (Fig. 3).
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Fig. 1: Description of the XML -based security patterns language
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Fig. 2: XML -based security patterns related to the web application security requirements
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Fig. 3: A pair process’ patterns from 3rd level are processes of an XML-based security

Table 1: Description of the XMI.-Based security patterns language

Field name Description

Format Concepts patterns: A diagram that illustrate the secutity
concept and general steps of precess in solving the problem.

KMI. analysis patterns: The physical structure of the
comresponding secutity element to security data should be
presented.

Precess patterns: A diagram possibly a set of diagrams that

show the flowchart of the implementations process needed.
Solution Concepts pattems: List the general steps of the process in
solving the security problem.

KMI. analysis pattems: Proposes a solution to the problem
that specifies a configuration of XML elements to balance
the forces associated with the security summarizing the
process one is following while applying the pattern. This
section may include a Steps or list of Hints to be taken in
account when applying the solution.

Process patterns: List the core classes-like to implement the
problem.

USAGE OF THE LANGUAGE

Using this language is user dependent since there are
heterogeneous set of possible users with wvariety in
understanding the domain; each user has a basic level

depending on his/her understanding of the domain.
Novices and new comers to the security go along the
levels, understanding the security concepts by using the
patterns of the first level through the third level. Some
other wusers have already understood the security
concepts but not XMI, security; for such users the
second level 1s the starting level through the third.

Gomg from top to bottom through the language
levels help m having a solution for the security
requirements. Understanding the concept in advance 1s so
important, while understanding how XML technology
deals with the concept is required before the
implementation stage takes place. This strategy can be
a presentation for the language's
production in a format (syntax) as shown in Fig. 4, the
production called a sentence. The
combination of four related patterns from the three levels
that gives the user a meaningfully of security concept
from concept-understanding to XML -implementation of
that concept.

The top level’s pattern gives the general security
concept; the second level’s pattern gives the concept in
XML world and the last level’s patterns give a guide to
implement the concept within XML applications. The later

considered as

sentence 15 a
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<Reference URT=" URI of the Elementl ">
<! other optional elements 1.e. "transforms” elements......->
<DigestValue>KnjolwPOvKtlupdDbe VuBnk=</DigestValue>
</Reference>
¢ Collect all the references into a single SignedInfo
<SignedInfo>
<Reference URT="URI of the Element]"=>
<DigestValue>KnjolwPOvKtlupdDbe VuBnk=</DigestValue>
</Reference>
<Reference URT=" URI of the Element2">
<DigestValue> tlupT4Dbe VuBnkKnj6lwPOv=</DigestValue>
</Reference>
<SignedInfo>
» Canonicalize SignedInfo
<CanonicalizationMethod Algorithm=" URI of the Algorithm"/>
» Digest SignedInfo using DSA or RSA and place result into SignatureValue
<Signature Value=EPOM~SL*</Signature Value>

+ Add additional optional elements as necessary (i.e <keyInfo>)
» Create the <Signature> elements placing at least the main elements <Signedinfo> and <SignatureValue>. It 1s
recommended to add the optional elements like <keyInfo=
<signature>
<signedInfo> Y.</signedinfo=
<Signature Value>Y Y </Signature Value>
<keyInfo> Y</keyInfo-

</signature>
Verifying Signature Flements (at the receiver's end) re-calculate and verify the digest of the <SignedInfo> element and
its related <SignatureValue> element.
Yalidation The signature
- Acquire the key from either the KeyInfo element or from an external source
- Canonicalize SignedInfo and then digest it using the acquired key to compare it with the SignatureValue; if
they don=t fit, then validation fails
YValidation The Reference
- Canonicalize the SignedInfo element
- For all the Reference elements in SignedInfo
+ (et the object that supposedly was digested
» Use the Transform elements on objects as needed
» Compute the digest of the object accordingly
» Compare the computed value with the DigestValue of that object; if they are different, then validation fails for
that object

CONCLUSIONS levels, security requirements patterns level, relevant

XML-Based security patterns level and the process

This paper first explored the patterns and security
patterns concepts and then discussed the description of
the patterns language levels and the usage of the
language giving sentence example.

XML security patterns are categorized into security
of XML document pattern and XML for security function.
While the entire are categorized into three abstraction

patterns. The example of sentence presented shows how
the patterns from the three levels combmation based on
the syntax giving a solution for XML security problem
from concept to implementation. In the last few years
XML, became the base technology for many models; that
make patterns language to be applicable in several
different situations.
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Solution

XmlSignatureGeneration

ReferenceGenerationOrf;/freference for the document to be signed.
Key Pvk; // private key to be used in signing the document

XmlSignatureGeneration () ;

Key get_Certifucate ) ;

J/ (optional)
XmlIElm gen keyInfo () ;

//Reference elements
Refce) ;
canonicalize(XnIElm sipnedInfo) ;

// algorithm to pet the signature vale (digest)

{/ get the certificate that consist the private key to be used by the signer and the
public key to be sued by the receiver to verify the signature

// creat the keyInfo element including the public key to be used by the receiver

1/ creat signedInfo element that consist sighetureMethod, cananicalizatianMethod and
XmIEIm gen_signedInfo elm{alporithm SgmMth, Algorithm canlzMthd, ReferenceGeneratio)
// using necessary cananicalize algorithm over signedInfo elerment

/! Digest the cananiclazed signedinfo using the private key and e propianate signing

SigValu sipning(Key PK, Algorithm sgnMth, XmIEIm canltDsignedinfo) ;

// creat the SignatureValue element that envelpe the signature velue

XmlElm gen_SignatureValue_elm(Sigvalu SigVal)

// finally form the signature element collecting the elements mentioned about
XmIEIm gen_Signature elm(XmIBlm signedinfo, XmIElm SgnrVlu, XmlElm Keylnfo) ;

i

CertificatRepostory

RererenceGeneration

Object Obj; /XML document, element, or any other docurnent

ReferenceGeneration () ;

/ apply necessary transforms
Object Obj_Transform(Object);

1/ to creat the transformed elements

/I to creat the digestalve element
Xm] elm gen digestValue elm(digest dgst);

XmIEIm[] gen_transform_elm(Transform transfm[]);

/ho creat the digest element that consist the algorithms to be used over the transformed elements,
Xm] elm gen digestMethod elm(DigestMethod DgsMth[]);

// using appropriate algorithm to calculate the digest

Digest Obj_digesi{object toBeSgnd, DigesiMethod DgsiMh);

ffeollocate transformed element(s), digest algorithm(s) and digest value(S) in reference element.
XmlE]lm gen reference elm(XmlElm transformElm, Xm|Elm dgstMihElm, XmIElm dgstVIuElm)
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