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Abstract: This study presents a combinatorial formulation of the multicast key management problem that is
applicable not only to the specific problem of multicast key management, but also to the general problem of
managing keys for any type of trusted group communication. Specifically, in this study Exclusion Basis
Systems (EBS) shows exactly when they exist and demonstrate that such systems represent improvements over
the current binary tree-based key management systems and other related systems. This study also simulate the
process of subgroup eviction for exclusion basis system and compare the work that needs to be done in a
group join and a group-eviction both in EBS and in batch re-keying process. The comparisons of EBS with
algorithms for batch Re-keying process show that for group eviction Batch process is more efficient while EBS

1s for group join.

Key words: Multicasting, key tree approach, group communication, rekeving, exclusion basis systems

INTRODUCTION

Multicasting 1s a type of communication between
computers in a network that enables a computer to send
one stream of data to many mterested receivers without
mnterrupting computers that are not interested. For these
reasons, multicasting has become the favored
transmission method for most multimedia and triple play
applications, which are typically large and use up a lot of
bandwidth. Multicasting not only optimizes the
performance of your network, but also provides enhanced
efficiency by controlling the traffic on your network and
reducing the loads on network devices. This technology
benefits many group communication applications such as
pay-per-view, online teaching, share quotes, secure
teleconferencing, ecommerce, e-banking, command and
control, video-on demand and other internet-based
services (Varshney, 2002).

Before these group oriented multicast applications
can be successfully deployed, access control mechanisms
(Canetti et al., 1999, Wallner et ai., 2007, Howarth et ai.,
2004) must be developed such that only authorized
members can access the group commumnication. The only
way to ensure controlled access to data 1s to use a shared
group key, known only to the authorized members, to
encrypt the multicast data. As group membership might
be dynamic, this group key has to be updated and
redistributed securely to all authorized members whenever
there 1s a change in the membership in order to provide
forward and backward secrecy (Varshney, 2002). Forward
secrecy means that a departing member cannot obtain

information about future group communication and
backward secrecy means that a joimng member cannot
obtamn information about past group communication. This
study assunies the existence of a trusted entity, known as
the Group Controller (GC), which is responsible for
updating the group key. This allows the group
membership to scale to large groups. A number of
scalable approaches have been proposed and one in
particular, the key tree approach (Wong et al., 2006;
Stinson and Trung, 1998; Balenson et al, 2000,
Pegueroles and Riceo-Nivella, 2003), 1s analyzed in detail
and extended in this study. In short, the key tree approach
employs a hierarchy of keys in which each member is
assigned a set of keys based on its location in the key
tree. The rekeying cost of the key tree approach increases
with the logarithm of the group size for a join or depart
request (L1 et al, 2001; Setia et al., 2000, Zhang et af.,
2003). The operation for updating the group key 1s known
as rekeying and the rekeying cost denotes the nuniber of
messages that need to be disseminated to the members in
order for them to obtain the new group key.

Individual rekeying, that is, rekeying after each join
or depart request, has two drawbacks (Howarth et af.,
2004; DeCleene et al., 2001). First, it 1s mefficient since
each rekey message has to be signed for authentication
purposes and a high rate of join/depart requests may
result in performance degradation because the signing
operation is computationally expensive. Second, if the
delay in a rekey message delivery 1s high or the rate of
join/depart requests 1s ligh, a member may need a large
amount of memaory to temporarily store the rekey and data
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messages before they are decrypted. Batch releying
techniques have been recently presented as a solution to
overcome this problem. In such methods, a departed user
will remain in the group longer and a new user has
to wait longer to be accepted. All join and leave requests
received within a batch period are processed together at
the same time. A short rekey interval does not provide
much batch rekeying benefit, whereas a long rekey
interval causes a delay to joining members and increases
vulnerability from departing members who can still receive
the data.

The efficiency of the key tree approach critically
depends on whether the key tree is balanced (Lee ef al,
2002; Moyer et al, 2007). A key tree is considered
balanced if the distance from the root to any two leaf
nodes differs by not more then 1. For a balanced key tree
with N members, the height from the root to any leaf node
is log, N, where k is the out degree of the key tree, but, if
the key tree becomes unbalanced, then the distance from
the root to a leaf node can become as high as N. In other
words, this means that a member might need to perform
N - 1 decryptions in order to get the group key.

Secure multicast techmques must gracefully tolerate
frequent fluctuations in group membership. Membership
fluctuations need to be dealt with in an efficient way. In
the eviction process, this study uses a technique to
change the keys that are known by the evicted user and
send the new keys to the ones who are using those keys
and are still group members. Similarly, Tn the join process,
add users to the multicast group to be able to send them
messages that are supposed to be sent to the group
members. In the Intemet, multicast has been used
successfully to provide an efficient, best effort delivery
service to large groups (Canetti ef al., 1999). This article
envisions that deployment of network applications
requinng group commurications will accelerate in coming
years. As a result, securing group communications, i.e.,
providing confidentiality, authenticity and integrity of
messages delivered between group members, will become
a critical networking issue in the near future.

An important design goal is to minimize storage
requirements and system overhead associated with
re-establishing system security when users depart or join
a secure multicast group. That 1s, new cryptographic keys
need to be generated and sent out to the remaining users
to continue a secure multicast session. These keys clearly
should be sent out m the most efficient manner possible.
In addition, all session and administrative keys must be
stored by the system server and by group members. Keys
must be changed when users depart or join in order to
provide forward and backward security of multicast data.
The literature describes a mumber of methods for rekeying

when single users depart and join (Ng et al., 2006; Stinson
and Trung, 1998; Wallner et al., 2007, Mingyan et al.,
2002). A common approach 1s to use a logical tree
structure formed by adding admimstrative keys to the
user’s personal keys. For example, in a binary tree
structure for a group of n individuals, there are n leaves,
where each leaf represents a distinct user (and his/her
personal key), each internal node represents an additional
administrative key and the root represents a session key.

KEY TREE APPROACH

In a typical key tree approach (Pegueroles and Rico-
Novella, 2003; Ng and Sun, 2006) as shown in Fig. 1a,
there are three different types of keys: Traffic Encryption
Key (TEK), Key Encryption Key (KEK) and mdividual
key. The TEK is also known as the group key and is used
to encrypt multicast data. To provide a scalable releying,
the key tree approach makes use of KEKs so that the
rekeying cost increases logarithimically with the group size
for a join or depart request. An individual key serves the
same function as KEK, except that it is shared only by the
GC and an mdividual member.

In the example in Fig. 1a, KO 1s the TEK, K1 to K3 are
the KEKs and K4 to K12 are the individual keys. The keys
that a group member needs to store are based on its
location 1n the key tree; m other words, each member
needs to store l+logN keys when the key tree 1s
balanced. Forexample, in Fig. 1amember U1 knows KO, K1
and K4 and member U7 knows K0, K3 and K10. The GC
needs to store all of the keys n the key tree.

To umquely 1dentify each key, the GC assigns an ID
to each node in the key tree. The assignment of the TD is
based on a top-down and left-right order. The root has the
lowest ID, which 1s 0. For a node with an ID of m, its
parent node has an ID of (m-1)/k, with its children’s IDs
ranging from km+1 to km+lk, as shown in Fig. 1hb.

When a member is removed from the group, the GC
must change all the keys m the path from this member’s
leaf node to the root to achieve forward secrecy. All the
members that remain in the group must update their keys
accordingly. If the key tree is balanced, the rekeying cost

. K4 K5 K6 K7 K& K9 KI0 K11 K12
hdlﬂ{lkzyalm U2 U3 U4 U5 U6 U7 Us U9

(@)

Fig. 1: (a) key tree structure (b) ID assignment
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for a single departing member is klog, (N)-1 messages. For
example, suppose member U9 is departing in Fig. 1a. Then,
all the keys that 1t stores (KO and K3) must be changed,
except for its ndividual key.

If backward secrecy is required, then a join operation
is similar to a depart operation in that the keys that the
joining member receives must be different from the keys
previously used in the group. The rekeying cost for a
single joining member is 2log, N messages when the key
tree is balanced.

The efficiency of the key tree approach critically
depends on whether the key tree remains balanced. For a
balanced key tree with N leaf nodes, the height from the
root to the any leaf node is log N. However, if the key tree
becomes unbalanced, the distance from the root to a leaf
node can become as high as N. and if 1t 1s unbalanced we
can’t predict the number of rekeying messages also.

An Exclusion Basis System (EBS) is a generalization
of the problem of constructing a logical structure for key
management (Morales et al., 2003). For example, in the
standard binary tree structure, each node of the tree
represents a key. The root of the tree represents the
session or group key that can be used to encrypt
messages to be multicast to all members. The leaves
represent the personal keys of the members. The internal
nodes are administrative keys used by the system to
facilitate rekey operations when a user 1s evicted. In the
binary tree, a user knows all keys corresponding to nodes
on the path from his personal key position to the root of
the tree. Hence, if the binary tree is a complete or balanced
tree, each user knows O(log,n) keys, equal to the height
of the tree.

Viewing the logical structwre as a collection of
subsets of the group members allows one to consider
more general scenarios that are not always easily
identified as a common data structure or graph. For
example, to view the binary tree structure as a collection
of subsets one can literally view each key of the tree as a
set, namely the set of users who know that key. To
illustrate, consider the complete binary tree of the height
of tree shown in Fig. 2.

The key corresponding to node 00 is known by both
users O and 1 and can be represented by the set {0,1}. The
key corresponding to node 0 1s known by users 0, 1, 2 and
3 and can be represented by the set {0,1,2,3}. So, the
entire set of keys represented by the tree can be viewed
as a collection of subsets of {0.1.2,...,7}. If one excludes
for this consideration the group key at the root of the tree,
then the number of keys known by each user is log2n, the
height of the tree, which is 3 in the example. Also, if user
0 1s evicted, then three messages are sufficient to
communicate the new keys corresponding to nodes A, O

000 001 010 011 100 101 110 111
User) Userl TUser? User3 Userd Userd  User6 User7

Fig. 2: Binary tree-based key management structure

and 00, 1.e., the keys known by the evicted user and which
must be changed. The three messages are: (1) a message
containing the new keys for A, 0 and 00 encrypted by user
1°s personal key, (2) a message contamning the new keys
for A and 0 encrypted by the key at position 01 (known to
users 2 and 3) and (3) a message containing the new key
for A encrypted by the key at position 1 (known to users
4, 5, 6 and 7). Again, viewing this logical structure as a
collection of subsets, an equivalent and more succinct
statement can be made: the union of the three sets {1},
2,3}, §4,5,6,7} yields [0,7] - {0}. That is, more generally,
any user can be excluded by the union of three subsets in
the collection.

EXCLUSION BASIS SYSTEMS

A more general scenario of the binary tree structure
discussed above is the Exclusion Basis System (EBS)
(Morales et af., 2003) in which the total number of keys
that should be maintained by each user is smaller than the
binary tree structure and the number of the rekeying
messages can be half of the one in the binary tree.
According to Morales et al. (2003) EBS stated as follows:
Let n, k and m be positive mtegers, such that 1<k, m<n.
An exclusion basis system of dimension (nk,m), denoted
by EBS (nk,m) is a collection I' of subsets of [1,n] =
{1,2,...n} such that for every integer t€[1,n] the following
two properties hold: (a) t 1s in at most k subsets i1 I' and
(b) there are exactly m subsets, say Al, A2, ., Am,inT
such that UL, Ai is [1,n] - {t}. (That is, each element t is
excluded by aunion of exactly m subsets in I'").

In order to describe the construction of EBS(n k.m)
for feasible n, k and m, we first present a canonical
enumeration of all possible ways of forming subsets of k
objects from a set of ktm objects. We do this because our
construction 18 based on such an enumeration. There are
several algorithms for producing such a sequential
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enumeration. We choose to describe an enumeration
where each element of the sequence is a bit string of
length k+m, where a 1 i the ith position of a string
means that object I 1s included in that subset, for all
i (1 =1 = ktm) Note that every bit string in this
enumeration will have k 1’s. We describe our so-called
cancnical enumeration of the (*;™) subsets by induction
on k+m. the subsets by induction on k+m. For the basis
step, when ktm = 2, there are three canonical
enumerations made up of bit strings of length 2. The
sequence for k=0¢.c....¢)) has one bit string, namely 00.
The sequence for k=1e...()} has two bit strings,
namely 01 and 10. Finally, the sequence for k=2 (i.e....G))
has one bit string, namely 11. For the inductive step,
assume the sequences are known for k+m = p-1 and for
each value of k between 0 and p-1. That 1s, for k+m = p-1
assume that the canonical enumeration is known for
each of the cases (*;') now consider k+m = p for the case
k=0 {ie.,()), the canonical enumeration contains a
single element, namely the bit string 00...0 (p zeros).
Similarly, for the case k = p (ie., (%)) the canonical
enumeration contains a single element, namely the bit
string 11...1 (p ones). Consider now any case when O<k<p.
The canonical enumeration of all () subsets can be
constructed as follows: Take first the canonical
enumeration for all. (?7) subsets of (k-1) objects chosen
from (p-1) objects and append a 1 to the end of each bit
string (so that each bit string now has length p and has k
ones). Similarly, take the canonical enmumeration for all.
{(*;"y subsets of k objects chosen from (p-1) objects and
append a 0 to the end of each bit string (so that each bit
string now has length p and has k ones). Now combine
the two sequences to get the desired sequence, namely
the cancmical enumeration of all (f) subsets. It is
straightforward to see that this sequence gives a
correct enumeration for the () ways to form a subset of
size k from a set of p objects. For any k and m, let
Canonical (k,m) be the canonical enumeration of all (*;™
ways to form a subset of k elements from a set of k+m
objects. For the sequence of bit strings in Canonical (k,m)
we form a canonical matrix A, where k and m are
understood and whose (*;™) columns are the successive
bit strings of length k+m, each with k ones. For example,
the cancnical matrix A for (1) is shownin Fig. 3.
Consider now, for arbitrary n, k and m, the problem of
deciding if a collection I' of subsets of {1,2,...n} exists
which 1s an EBS(n k,m) and, if so, constructing one. Call
this the EBS(n, k,m) problem. We show in Theorem 1 that
the EBS(n,k,m) problem has a positive solution if and only
if the binomial coefficient (*;™) is at least as large as n.
For example, there 1s a positive solution to the EBS
(1700,6,7) Problem because ;) = 171621700

0 0 1 1
0 1 0 1
0 1 1 1
1 0 0 1
1 0 1 0

Fig. 3: The canonical matrix A

It is mathematically proved that, there is a positive
solution to the EBS(n,k,m) problem (Stinson and Trung,
1998) if and enly if ;™) =z n.

To illustrate this, we describe EBS (6.2,2). The
collection of subsets I'= {Al = {1,241, A2= {135},
A3={236}, Ad= {456} }. Inthis simple example, we can
easily verify that each integer t in the mterval [1,6] 13 in
exactly two subsets of I" and each integer t is excluded by
a umon of exactly 2 subsets in I'. We borrow the second
example and its illustration from (Heydan et al., 2006).

An example of an EBS(8,3,2) is the collection
of  subsets I' = {Al=1{5678}, A2 = {2348},
A3=1{1,34,6,7}, Ad = §1,2.4,5,7}, A5 = {1,2,3,5,6,8}. One
can easily verify that each integer t€[1,8] is in exactly 3
subsets in I' and each integer t is excluded by a union of
exactly 2 subsets m I, as shown below:

[1.8]- {1} =Al UA2,[1.8]- {2} =Al UA3,[1,8]- {3} =
AlUA4,[1.8]- {4} = A1 UAS5 [1.8]- {5} = A2 UA3,
[1.8]- {6} =A2U A4, [1,8] - {7} =A2 U A5 and[1.8] -
81 =A3UA4.

An Exclusion Basis System (EBS) T' of dimension
(nk,m) represents a situation m a secure group where
there are n users numbered 1 through n and where a key
server holds a distinct key for each subset in I'. In this
study, we will use the terms key and subset
interchangeably. If the subset A1 15 in I, then the key A1
18 known by each of the users whose number appears in
the subset Ai. (For example, in the EBS (8,3,2) instance
above, key Al is known by users 5, 6, 7 and & and by no
others.) Furthermore, for each t€[1 n] there are m sets in
I" whose umon is [1,n] - {t}. From this it follows, as we
shall see, that the key server can evict any user t, rekey
and let all remaining users know the replacement keys for
the k keys they are entitled to know including the session
key, by multicasting m messages encrypted by the keys
corresponding to the m sets whose wmon is [1,n] - {t}.

Toillustrate, consider the case when user 1 is ejected
in the example EBS (8,3.2) above (This system 15 fully
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symimetric, so the eviction of other users is handled in an
analogous manner). User | knows keys A3, Ad and A5, so
these keys need to be changed and the new values sent
out to authorized users. Observe that [1,8]-{1} = A1UAZ,
so we show that two messages, encrypted by keys Al
and A2, respectively, are sufficient to distribute the new
keys to authorized users. Let the first message be one
encrypted with key Al and which contains four subparts.

The four parts of the message are: (1) a new session
key, S, (2) replacement key for A3 encrypted by the
former A3 key, (3) replacement key for A4 encrypted by
the former A4 key and (4) replacement key for A5
encrypted by the former A5 key,

In other words, the first message is represented as:
AL{S,A3(AB), Ad(A'4) AS(A'5))), where Ai(x) denotes
encryption of x by key A1 and A"l represents the
replacement key for the old key Ai. Tn this notation, the
second message would be: A2( S,A3(A'3,), A4(A'4)
AS(A'5)).

It 18 easily verified that these two messages allow
every remaining user, after user 1°s departure, to leam
exactly the set of new keys to which he 13 entitled.
Furthermore, user 1 cannot decipher the rekey messages
since user 1 does not possess keys Al and A2, At the
conclusion of the rekey operation, user 1 has been
effectively excluded from the secure group. The general
case for an arbitrary EBS (n,k,m) is done in an analogous
fashion. That is, for Al, A2,..., Am in I" such that 1/ Aj
is [1,n] - {t}, the key server can evict user t by rekeying
and sending out m messages, such that the ith message
15 encrypted with key A1 and contains the new session
key and new admimstrative keys encrypted by their
predecessors to limit their decipherability to appropriate
users only.

If desired, the use of double encryption when
rekeying, as described above, can be avoided. For
example, as indicated in [&], a new administrative key can
be made to be computable by a one-way trapdoor
function from the new session key and the old
administrative key. That 15, A'1 = {(3', A1), for some one-
way function f. Then, the new administrative key A'i can
be computed by any user that knows the new session key
3" and the previous admuustrative key A1 Since each user
would generate his own new admimistrative keys, the
server would not need to include them in the message,
hence no double encryption would be needed.

EBS examples: Consider the case when there are one
million users, i.e., n = 10°. Using the logical structure
corresponding to a binary tree, the key server must
manage approximately 10° keys, with [log,10%] = 20 keys
known by each user and with [log,10°T= 20 multicast

messages used to send out all necessary rekey
information when a user is evicted. Using Theorem 1,
since (1) = 1,352,078 > 10° there is an EBS (23,11,12)
system which provides a more manageable solution. With
this solution, the key server would manage a collection of
23 keys, with 11 keys known to each user, so that 12
multicast messages would be used to send out all
necessary rekey information when a user is evicted. This
suggests that, in general, for arbitrarily large numbers
of users, there are systems satisfying the properties of
EBS (nk,m) that are superior to the binary tree logical
structure. The collection of subsets corresponding to the
internal nodes of a binary tree is also an Exclusion Basis
System (EBS), where for a node x, the corresponding set
contains the user numbers of the users at the leaves of
the subtree with root x. As a binary tree with n leaves has
n-1 internal nodes, the total number of keys maintained by
the key server 1s linear i the total number, n, of users. On
the other hand, for the Exclusion Basis Systems (EBS)
offered by the comstruction of Theorem 1, the total
number of keys maintained by the key server is at most
2logmn, as the binomial coefficient (*) = 27, where 2 =n
(i.e., r=log,n Some systems with a total of O(log n) keys
are already known For example, the key management
system described in [8] assigns each of the n users a
unique ID of logn bits and has 2 keys (k°k' )
corresponding to each bit (by = 0 or b; = 1, respectively) in
a user’s ID. That 1s, the key server maintains a total of
2log,n keys. Each user knows all and only the keys
corresponding to the bits in lus ID (1.e, forall1(1 < 1<
log,n ), if bi = 0, then the user knows key k°, otherwise the
user knows key k' ). If a user is evicted, the keys not
know by this user are used for encrypting necessary
rekey messages. Thus, this system requires a total of
2log.n keys; each user knows logn keys and log,n
messages are sufficient for rekeying. This system 1s a
special case of an EBS (nkm) and is not optimal.
Exclusion Basis Systems (EBS) provide a general
framework for the optimization of key management
systems. The construction of Theorem 1 gives a spectrum
of feasible solutions for key management systems where
one can consider trade-offs between the number of keys
known by each user and the number of rekey messages
needed to reestablish security. For example, consider
again the case where there are one million users, i.e.,
n=10" As we have seen, 3y =1,352,078 and so, forn
< 1,352,078 there are Exclusion Basis Systems (EBS) which
satisfy both EBS (n,12,11) and EBS (1,11,12). In addition
as {7y =1,144,086, 1) =1,307,504, () = 1,081,575,

%y = 1,184,040 and () = 1,107,568, It follows from
Theorem 1 that there are Exclusion Basis Systems which
satisfy EBS (n,13,10), EBS (1,15,9), EBS(n17.8),
EBS(n,21,7) and EBS (n,27,6), respectively. That is, one
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can reduce the number of multicast messages needed
during rekey operations by allowing mcreases in the
nmumber of keys known by each user. For instance, the
Exclusion Basis System corresponding to EBS (n,21,7)
shows that 7 rekey messages are sufficient for
reestablishing group security when each user knows 21
keys. The tradeoffs offered by EBS (n,k,m) for 10° users
are llustrated in Fig. 3. That is there 1s always a tradeoff
between the number of rekeying messages needed to
multicast and the number of the keys that should be
remembered by each user. In comparison, a group key
management scheme for 10° users based on a binary tree
would require each user to know 20 keys and 20 rekey
messages would be needed to reestablish group security.
Similarly, the method described by Varshney (2002)
would alse require each user to know 20 keys and 20
rekey messages would be needed to reestablish group
security. The solution for 10° users provided by systems
based on these two methods is also shown in Fig. 4.

Trade-off between the number of rekey messages and
the number of keys known to each user in key
management systems based on EBS (n.k,m) for 10° users.
The square marker indicates number of rekey messages
and the munber of keys known to each user in binary tree-
based and other similar key management systems.

Ng and Sun (2006), showed that there 15 a positive
solution to the EBS (rLk,m) problem if and enly (*;™) = n.

EBS for individual rekeying: The Exclusion Basis
Systems constructed above provide some seemingly
attractive systems for security key maintenance in
dynamic multicast groups. However, to make them truly
attractive they must be easily scalable for adding and
deleting an arbitrary number of users. These issues are
discussed in this section where we describe simple
algorithms to maintain the basic structure of an Exclusion
Basis System based on the combinatories of binomial
coefficients.

Adding users: First consider the case where a system
satisfying EBS (nk,m) has n users and n is strictly less
than the binomial coefficient (*;™). Suppose a new user
joins the system. In this case, the key server can easily
create a new column in the matrix A, distinet from any
other column, by choosing the (nt+1)* bit string in
Canonical (k,m). Thus, a user can be added to the system
without changing any administrative keys in the system
or altering the keys known by any previous user. Only the
session key is changed, which can be accomplished by a
single multicast message just before the new user is
added. Otherwise, the only action required is for the key
server to send a message, using the new user’s personal
key that describes the keys the new user is authorized to

301
=e— Theoreom 1 constructions
—8— Binary tree and similar systems

No. of keys per user
s
1

0 s 10 15 2 25 30
No. of keys messages

Fig. 4: Trade off between k and m

known. Now consider the case when a new user joins an
Exclusion Basis System EBS(nk.m) where n is exactly
equal to (*;®). In this case, there is no way to add a new
column in the matrix A that is different from existing
columns, as all colunns with m zeros (or equivalently, k
ones) have been used. The answer, of course, is to add a
new key, 1.e., add a new row to the matrix A. This can be
done by either (1) letting all cwrrent users know the new
key, which corresponds to adding a 1 in the new row of
each of the existing columns of A, or (2) not letting any of
the current users know the new key, which corresponds
to adding a zero in the new row of each of the existing
columns. The first choice corresponds to an increase in
the parameter k and the second to an increase in the
parameter m. Both choices have been described in the
inductive definition of Canonical (k.m). In both cases, the
server must multicast the new session key. Aside from
this, choice (2) does not require that any additional key be
communicated by the key server to existing users; choice
(1) requires that the key server communicates the new
admimstrative key to the entire existing group. In the latter
case, the commumcation from the key server can be
multicast in a secure fashion. And, in both cases, the new
user can receive all authorized key information via a
communication from the key server encrypted with the
new user’s personal key. For choice (1), the keys for the
new user would correspond to the 17s in a new column for
the matrix A as given by Canonical (k+1,m). That is, this
new column has some choice of k+1 ones in the first k+m
rows of the matrix A and a zero in the new (k+m+1)* row.
For choice (2), the new user’s keys would correspond to
the 1’s in a new column for the matrix A as given by
Canomical (k,m+1), but now this new column has some
choice of m+l zeros in the first ktm rows of the
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matrix A and a 1 in the new (k+m+1)" row. In either case,
as (=) and (<) are larger than (*/™) = (/™) , many

new users can then be added before this case 1s needed
again.

Evicting users: When a member 15 evicted, the key server
can rekey and notify the group by m multicast messages
as previously mdicated. However, this procedure does
not reduce any of the parameters, namely, the total
number of keys maintained by the key server, the number
of keys known per user and the number of messages
needed for secure notification of rekeying after the next
eviction. Thus, after many evictions, the system may be
in an undesirable state with the parameters larger than
necessary. One way to keep an overall good state in the
system is to control the order of departures. That is, if the
last user added were always the one evicted, then the
state of the system could revert back to whatever it was
before that user was added and no system degradation
would occur. Unfortunately, since the departure of users
cannot be controlled, the eviction algorithm must instead
arrange for a random departuwre to appear like the
departure of the last added user. That 1s, if an arbitrary
user, say X, i8 evicted and user y is the last added user,
the key server could perform the following rekeying
operations: (1) perform the steps associated with the
eviction of both x and v and then (2) add user y back into
the group, but in such a way that user y knows only those
keys that replaced the ones user x knew. So, in particular,
if adding user y caused the use of an additional key, then
the system reverts back to the earlier state, 1.e., the one
before user y was added. This ensures that the system 1s
maintained with the desired optimum wvalues of k, the
mumber of keys known per user, m, the number of
messages needed to communicate new keys upon a user’s
departure and k+m the total number of keys in the system.
If desired, the key server could delay this retun to
optimum values of k and m until (*’™) = nt+e for some
predetermined value of 4. Such a delay may be desired if
users are joining and leaving rapidly and causing n to
fluctuate above and below (*;™). That is, this strategy
might be desired i order to prevent the repetitive addition
and deletion of rows m the matrix A. It should be noted
that these operations, needed for a graceful transition
when many users arrive and depart, are analogous to the
rebalancing operations that must be done m key
management systems based on a binary tree logical
structure. That is, they may add to the overall system
overhead at a particular time, but they enswe the
efficiency of the system in every state that it reaches in
the dynamic setting.

Batch rekeying process: The basic key management
algorithms described briefly in the previous section are
efficient for handling individual departures or arrivals, but
not for cases where a large number of users either arrive
or depart at the same time. In such cases, when k users
arrive or depart simultaneously, the total number of
multicast messages needed for re-keying would be k
times the number of re-key messages for each individual.
If k were, say, half of the total number of users, then
O(n log n) messages would be sent. This is clearly
inefficient, as a key management system could ignore the
benefits offered by the tree and instead simply rekey
through unicasting to each member. This would take O(m)
messages (Lee ef al., 2002). Here we define how the batch
processing works to give us better solutions then the
previous methods for large number of departures and
arrivals. Consider G as set of administrative keys known
by user g which 1s supposed to be evicted from the group.
Avoidance set A(G) for a subset G of users 1s defined as
the set of nodes in a binary tree T which:

¢+  For every user g not in G, includes at least one node
on the path from g to the root of T and

s+  For every user g in G, does not contain any node on
the path from g to the root of T

The basic 1dea 15 that, if G 1s a set of departing users,
then the key manager needs to use admimstrative keys for
encryption that are not known by any user m G and are
such that every user not in G can decrypt one of the
messages m order to learn the new replacement keys. That
is, the keys corresponding to the set A(G) is a set of keys
not known to the users in G and these keys can be used
to communicate to all remaming users. We are interested
inminimumn size avoidance sets A(G) for a given subset G.

For example, in Fig. 5, a binary tree T is shown with
eight users. If G = {user 0, user 1, user 2}, then the
minimum size avoidance set A(G) consists of the nodes
011 and 1. That 13, the keys corresponding to nodes 011
and 1 in T can be used to encode re-key messages which
let all users, except those in G, know the new keys they
need to know m order to continue. Furthermore, the two
messages would contain all keys from 011 to the root (not
including 011) and all keys from 1 to the root (not
including 1). Specifically, the messages would be
EO11(=<012||<0>||<A>) and E1(<A>), where <x> denotes a
new key to replace x and E(z) denotes a message z
encrypted by a key y and A represents the root of the tree.
A recursive algorithm called AVOIDANCE SET is
proposed by Heydan et al. (2006). It computes the
minimum A(G) for any logical tree structure T and set of
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G = fuser O, user 1, user2}
A(G)= {011, 1}
A

00 01 10 11

[y101] o001 010 011 100 101 110 111
UserO Userl User2 User3 User4 User5  User6 User7

Fig. 5: For the set of departing users {0, 1, 2}, a minimum
size avoidance set

departing users G. The algorithm AVOIDANCE SET(T.x)
has two arguments: the first one, T, 1s the logical tree for
the secure multicast group and the second one, x, 15 a
node in the tree T. To compute A(G) for the tree T and the
set of users G, one calls the algorithm imtially for x = €,
1.e., the root of the tree.

AVOIDANCE SET(T.x)

if x is a leaf and is in G then stop
else Begin

if the subtree of T with root x has a
leaf that 13 1n G

then Begin

AVOIDANCE SET(T, left chuld (x));
AVOIDANCE SET (T, right child(x))
End;
else Add x to the set A (3) and stop
End;
This algorithm works in time linear in the number of
nodes in the tree and hence it is also linear in the number
of leaves, which 1s the number of users mn the secure
multicast group. Tt also computes the minimum size
avoldance set A(G).

Heydari et al. (2006) showed  that  the
avoldance set A(G) consists of at most n/2 nodes.
They also proved that there i1s a set G of users for
which A(G) must contain n/2 users. The Huffman code
15 used to create a new balanced, binary tree for key
maintenance of n users in which a server sends a total of
2n-2 messages and where each message contains a single
key.

The algorithm NEW _TREE is described below:
NEW TREE(Q)

begin

n+ Q]

fori < 1ton-1do

began

allocate a new node z,

left (z) + x < Extract-MIN (Q);

right (z) + vy + Extract-MIN (Q);

height (z) < 1+max (height (x), height (y))
Insert (€, z)

end;

]

end;
That is, let £ be the collection of all sub trees of T
whose roots are elements of A(G).

Amnalysis: Tn group evictions, using EBS systems are not
efficient and we would better use the algorithms for batch
re-keying. As an example, consider a tree in batch re-
keving algorithm, with the height of 7 that can give
service to 128 users. Each user would know 7 keys so we
have k = 7. suppose that a group of 20 users should be
evicted from the group. The number of re-keying message
would be 2*A(G)-2 as stated before. A(G) would be at
most n/2. 2*n/2-2 = 126 would be the number of reeking
messages. In EBS(10,7,3) which can serve () = 120
users, each user would send 3 re-keying messages. The
number of re-keying message would be m*n’*k, where n’
1s the number of evicted users (3*20*7 = 420). On the
other hand for group addition, if we want to add users to
EBS system ,

It can be implemented by the following algorithm.
/Make different permutations of k “17 in
positions.
If the number of users > (*:™)
then ExtendMatrix

ExtendMatrix:

/fAdds 0 to all other keys created

before

T =m+k

whilem <= 1
Create Key (T,m-1) // makes new series of the
keys

m+k

m =m-1
end while
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So, it would be much more efficient and simpler
than using algorithms for batch re-keying process. Since
after each extend part we need to add to the height of our
tree since the parent node of each user should be
changed.

CONCLUSIONS

This study, presents Exclusion Basis Systems (EBS),
a combinatorial formulation of the group key management
problem that produces optimal results with respect to
the parameters n, k and m, where n is the size of the
group, k 1s the number of keys stored by each member
and m is the number of rekey messages. This study
develops a general techmque for determimng optimal
values of k and m as a function n and describes the trade-
off between k and m. In addition, the work extended
with algorithms for admitting and evicting group
members and demonstrates the scalability of Exclusion
Basis Systems (EBS). This study compared two different
methods for group multicasting. The simplest solution to
group multicasting 1s to consider the group as a set of
individuals. The problem with this approach is that it is
not scalable. The total number of admimstrative keys in
the best EBS (nk,m) system is the logarithm of the
nunber

needed for Dbinary tree-based systems.

Hence, this research article concludes that EBS
system is much more efficient than binary trees.
Furthermore, the number of needed re-keying

messages in EBS (nk,m) system, when a user is
evicted is also, in general, smaller than required in a
binary tree-based system. The comparisons of EBS with
algorithms for Batch Re-keying process shows that
for group eviction Batch process 1s more efficient
while for group join EBS is. We also proposed two
algorithms. A simple and more efficient way of
constructing the matrix and one for creating a matrix
in EBS while extended join occurs. Exclusion Basis
a general framework for the
systems. If the
EBS (nk,m) problem has no selution, then there 1s no
way to construct a system that allows m multicast

Systemns provide
investigation of key management

messages for rekeying operations unless at least some
users know more than k keys. As we have seen, the
advantages of EBS(n,k,m) are large over current systems
such as those that use a binary tree logical data structure
to store keys. Present results show that the use of a
binary tree for key management is not optimal with respect
to the number of keys per user or the number of rekey
messages.
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