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Abstract: Tn this study, a new steganalytic method, which exploits the difference statistics of neighboring
pixels, 1s proposed to detect the presence of spatial LSB matching steganography. In the proposed method, the
differences between the neighboring pixels (DNPs), the differences between the local extrema (DLENs) and their
neighbors in grayscale histogram are used as distinguishing features and the SVM 1s adopted to construct
classifier. Experimental results show that the proposed method is efficient to detect the L.SB matching
steganography for the compressed and uncompressed mmages and outperforms other recently proposed

algorithms.
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INTRODUCTION

The goal of steganography 1s to lude the very
presence of communication by embedding messages into
innocuous-looking cover objects (Fridrich et al., 2005).
The most popular, frequently used and easy to implement
steganographic method 1s the Least Sigrificant Bit (LSB)
steganography. The 1.SB steganographic methods can be
classified into the following two categories: LSB
replacement and LSB matching (also named plus/minus
one embedding) (Jarmo, 2006). The LSB replacement
method works by replacing the least significant bits of
the randomly selected pixels with the secret message bits.
In LSB replacement, the even pixel values are either
unmodified or increased by one, while odd ones are either
decreased by one or left unchanged. This imbalance
in the embedding distortion was recently utilized to
detect secret messages. There 13 now substantial literature
onn LSB replacement such as (Fridrich et al, 2001,
Dumitrescu et al., 2003; Ker, 2004a, b) describing sensitive
statistical methods for its reliable detection.

Although, the LSB matching, a counterpart of LSB
replacement, retains the favourable characteristics of LSB
replacement, it is more difficult to detect from statistical
perspective. In L.SB matching, if the bit must change, the
operation of +1 1s applied to the pixel value. The use of +
or - 1s chosen randomly and has no effect on the ludden
message. This seemingly innocent modification of the
1.5B embedding is significantly harder to detect, because
the pixel values are no longer paired. Theoretical analysis

and practical experiments show that steganalysis of L.SB
matching 1s more difficult than that of LSB replacing
(Ker, 2005). As a result, none of the existing attack
methods on L.SB replacement can be adapted to attack
L.SB matching. And that, fewer and weaker detectors have
been proposed for LSB matching steganography.

Harmsen and Pearlman (2003) proposed a
steganalysis method using the Histogram Characteristic
Function (HCF) as a feature to distinguish the cover and
stego mmages. This method 15 efficient in detecting the
L3B replacement for RGB color bitmaps, but meffective
in detecting the L.SB matching for grayscale images.
Ker (2005) extended Harmsen’s method by two novel
ways:

¢ Calibrating the output center of mass (COM) using a
down sampled image

»  Computing the adjacency histogram instead of the
usual histogram

Significant improvements in detection of LSB
matching m grayscale images were thereby achieved.
Yu and Babaguchi (2008) also extended HCF and used
the fusion of the COM of the run-length HCF and Ker’s
two-dimensional adjacency histogram to detect the L.SB
Matching. Zhang et al. (2007) proposed a method for
steganalysis of LSB Matching in images with high-
frequency noise. This method has superior results only
when the images contain high-frequency noise, eg.,
uncompressed 1magery such as high-resolution scans of
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photographs and video. However, the method is inferior
to the prior art when applied to decompressed images with
little or no high-frequency noise. Fridrich et al. (2005)
proposed a maximum likelihood estimator for estimating
the number of embedding changes for non-adaptive £K
embedding in images. However, they observe that this
approach is not effective for never-compressed images
derived from a scanner. There also exist blind techniques
such as (Holotyak et al., 2005, Goljan et al., 2006, Lyuand
Fand, 2004), which are some what effective, but they have
poor detection performance for LSB matching in grayscale
umages.

As we can see, though some methods have been
presented, the detection of LSB matching algorithm
remains unresolved, especially for the uncompressed
grayscale mmages.

In this study, we proposed a novel steganalysis
method based on the statisic of DNPs and DLENS.
Firstly, we calculate the sum of the DNPs with the value
of zero and the DNPs with the value larger than 1.
Secondly, the sums of the DLENS for local maximums and
mimmums in grayscale histogram are calculated. Thirdly,
a stego version is built by embedding the pending image
with a certamn embedding length by using LSB matching
steganography. Lastly, we calculate the alteration rates of
DNPs and DLENs before and after LSB matching
steganography and then take the alteration rates and the
characteristics of DNPs and DLENs as the classifier
features. Lots of experiments are done in the compressed
and uncompressed images. The experumental results
demonstrate that the proposed method can achieve
reliable detection on LSB matching steganography.

THE PROPOSED APPROACH

There are correlations among image pixels and pixels
difference. The process of LSB matching steganography
disturbs the correlations of the image pixels and also the
statistical distribution of the pixel differences. If we can
obtain some statistical features from the statistical
distribution of the pixel differences, which can denote the
pixels comrelations and take them as distinguishing
features for I.SB matching steganography in grayscale
unages.

As a matter of fact, pixel differences are calculated
from position neighborhood and grayscale value
neighborhood, respectively. And we took them as
features for classifier. Good performance can be got by
using these two kinds of features.

Features extraction and analysis
The DNPs features: Through the statistic analysis of
DNPs on many images, it can be found that the features

of DNPs can reveal the correlation between neighborhood
pixels better and as a result, 1t 1s a good statistical feature
to reveal the fact of message embedding.

Firstly, we define the difference lustograms of mmages
on horizontal, vertical, 45 and 135 degree, respectively
diagonal as follows:
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where, 8(p, q) if p = q and 0 otherwise.

For every direction, we denote the DNPs with the
value of d as H(d), where 1=1, 2, 3, 4 means the direction
of horizontal, vertical, 45 and 135 degree diagonal.

The sums of DNPs with the value of zero and that
with the value larger than one are denoted as F, and F,,
respectively.

3 =iHl(0) (5)

F = 24; d‘z H,(d) (6)
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where, d_,. 15 the maximum difference of neighboring
pixels.

After embedding a random secret message with a
certain length into the given image by LSB matching, the
sums of DNPs with the value of zero and that with
the value larger than one are denoted as F and E'
respectively.

Since, the correlations of natural images between
pixels and their neighbors are very strong, the probability

>

of DNPs with the value of zero is more in cover images
than 1 stego mmages. Contrarily, the probability of DNPs
with the value larger than one 1s less in cover images than
in stego images.

We calculate the sums of DNPs before and after LSB
matching for 5352 uncompressed images and 10408
converted grayscale images which are JPEG compressed.
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Fig. 3: ROC curves from different images, (a) the uncompressed images and (b) the compressed images
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Fig. 4: ROC cwrves compared with Ker's and Xiaoy1Yu’s methods for different images. (a) The uncompressed images

and (b) the compressed images

Detection performance: To show the performance of our
proposed method, we first produce the stego-umages by
embedding random secret message into all images with
embedding ratios 25, 50, 75 and 100% using I.SB matching
steganography. We randomly select 40% original images
and their corresponding stego-images for training,and the
rest images are used for testing. The Receiver Operation
Characteristic (ROC) cuwves for the uncompressed and
compressed mmages are shown in Fig. 3a and b, where the
four different curves from the top to the bottom stands for

the message embedding rates of 100, 75, 50 and 25%,
respectively.

From the experimental results, we can see that the
detection results can reach 100% for a high embedding
rate. This agrees well with the pgeneral rule. This is
because the high embedding rate breaks the statistical
characteristic of the image. Moreover, for the
uncompressed and compressed images, the proposed
method can also obtamn good detection results for the
low embedding and low false positive. Experimental
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results showed our method gets efficiency to LSB
matching steganalysis.

Comparison with existing methods: We compare our
method with Ker’s two detection method and Yu’s
Runlength method. By wsing the images with an
embedding rate of 100%, comparison experiments are
conducted on set A and set B. In Fig. 4a and b, we give
Receiver Operating Characteristic (ROC) curves, for the
two sets of cover images embedded with maximal-length
random messages. For the uncompressed images set A,
we set the false positive as 0-50%. The ROC curves are
showed in Fig. 4a.

For the compressed images set B, we set the false
positive as 0-10%. The ROC curves are showed m
Fig. 4b.

As we all know, for the low false positive of the
uncompressed images, the
existing methods are not ideal. From Fig. 4, it 13 easy to
see that the proposed method achieves ligher detection
accuracy than the previous methods do. And both for
the compressed images and the uncompressed images,
this method can obtamm better performance. The
experimental results show that difference statistics feature
is a better way to make steganalysis on L.SB matching
steganography.

detection accuracies of

CONCLUSION

Based on the statistical model of pixels, we in this
study have proposed a new method for detection of
LSB matching steganography. The 1deal secure
steganographic system is designed to keep the statistical
distribution of cover and message unchanged. LSB
matching steganographic method can approximately keep
the histogram unchanged, but it carmot ensure that the
statistical distributions of DNPs and DLENs are not
changed. From this point, we can see that I.SB matching
steganography 1s not an ideal security. Also, for most
spatial domain steganographic system, 1t cannot ensure
to not to change the difference distribution as well. Thus,
our method can also be used to detect the steganography
1n the spatial domain.
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