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Abstract: This study proposed a novel benchmark for evaluating the robustness and discriminability properties
of perceptual hashing algorithms. Firstly, two major problems neglected by traditional benchmark are analyzed
thoroughly with a concrete experiment. One problem is the inconsistence between the subjective feeling and
the objective perceptual distance, the other is the partiality of the performance for different attacks. And then,
i order to overcome the problems, a new benchmark for perceptual hashing based on human subjective

identification is proposed and the corresponding evaluation methods are presented by illustrative experiments
and examples. Present benchmark methods are fairer and more comprehensive than the traditional methods.
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INTRODUCTION

As a new emerging technology, perceptual hashing
(also called robust hashing, fingerprinting, etc.) has found
extensive applications in image identification and
CBIR, database searching,

computer aided image
management (Schmucker, 2006a; Swaminathan et al.,
2006). The traditional cryptographic hash value 1s
sensitive to the bit variation of mput data. Whereas, the
perceptual hash function only concerns the stable and
significant perceptual content of an mmage and its hash
vector 1s robust to the data format transformations and
other content-preserving manipulations. As it is described
by Hsu and Chun-Shein (2006), the space of queried
images to a reference image can be divided into four
subclasses: the original, the derived and identical
versions, the derived but non-identical versions and the
unrelated versions. Therefore, as shown in Fig. 1, the main

authentication, such as

content protection and

goals of perceptual hashing can be depicted as:

* Make a decision near the uncertain boundary
between I and {N, U}

*  Measure the perceptual distance of a derived and
identical version to its original

The most desired fundamental properties of
perceptual  hashing are the robustness and
discriminability, as they are desired in the other matching
problems, e.g., biometric recognition. In the context of
perceptual hashing, robustness and discriminability can
be defined as:
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Fig. 1: Image space divided by perceptual hashing

»  Robustness: The capability of perceptual hash to
withstand the content-preserving manipulations

»  Discriminability: The capability to distinguish the
images with different perceptual contents

The dashed lines in Fig. 1 illuminate that the
robustness and  discriminability are conflicting in
practice, for they are emphases of identifying and
distinguishing respectively. Namely, the
identifying case emphasizes more robustness and the
distinguishing case emphasizes more discriminability.
Those two objects are hardly to be satisfied at the same
time. Generally, the reasons for tlus conflict are
considered to be the limitation of algorithm performance,
the similarity of images, the requirements of concrete
application and so on (Cano et al., 2002, Monga and
Mheak, 2007). However, the most important reason for
this conflict is that the distortion extent of an image is not
easy to be measured by an automatic quantization

method.

cases,
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Many well-designed perceptual hashing algorithms
can be found in the published literature. Monga and
Evans (2004) presented a perceptual hashing method
based on geometry preserving featire points.
Swaminathan et al. (2006) introduced a method based on
the Fourier-Mellin transform and analyzed its security by
the differential entropy. The algorithm of Yang et al.
(2006) 18 based on the gray nformation i each divided
block. Roy and Sun (2007) designed an algorithm based
on SIFT featwres to detect and localize the image
tampering. Venkatesan et af. (2000) described an algorithm
utilizing the statistic of DW'T coefficients and Kozat et al.
(2004) proposed an algorithm that takes the advantage of
matrix invariants of Singular Value Decomposition (SVD).
For those algorithms, no matter what kind of image
features are employed and what their application
purposes are, the robustness and discriminability are
treated as fundamental properties and evaluated by some
common metrics, such as BER (Bit Error Rate), FAR (False
Acceptance Rate) and FRR (False Rejection Rate), EER
(Equal Error Rate), ROC (Receiver Operating
Characteristic), etc. Although, these metrics and the
corresponding  evaluation methods have been widely
used 1n literature, it 1s desired that a fair and public
benchmark can be developed and used to provide more
convenience comparison platform for the rapid emerging
perceptual hashing algorithms. Some beginning work in
this area has been done by the Watermarking Virtual Lab
(WAVTLA) of the ECRYPT Network of Excellence in
Cryptology (Schmucker, 2006b; Schmucker and Zhang,
2006; Zhang et al., 2007).

In this study, we analyzed two major problems of the
traditional benchmark methods thoroughly. One is the
mconsistence between the subjective feeling and the
objective perceptual distance and the other is the
partiality of the performance for different attacks. At the
same time, we showed that the traditional benchmark
methods of perceptual hashing cannot sufficiently
evaluate an algorithm fairly and comprehensively. To
overcome those problems, a perceptual distance
measurement is given by a subjective identification
experiment and a correspondingly benchmark method
15 proposed to evaluate the perceptual hashing
algorithms.

THE ANALYSIS ON TRADITIONAL BENCHMARK

An experiment 1s performed to test the robustness
and discriminability of two well-known perceptual
hashing algorithms, denoted by Venkatesan-Wavelet
(Venkatesan et al., 2000) and Kozat-SVD (Kozat et al.,
2004) separately. An inter-class test and 6 intra-class tests

are performed on the STMPLIcity image database with
500 original images (Wang et al., 2001). Hach original
image 1s attacked by 6 general attack methods with
different attack strengths, they are JPEG compression,
rotation, histogram equalization, Gaussian noise
(by mean), Gaussian noise (by variance) and mosaic. The
number of inter-class comparisons 1s 124,750 and the
number of each intra-class comparisons for a certain
attack method is 500xk, where, k, 1s the number of
different attack strengths.

Normalized perceptual distance, optimal perceptual
threshold and critical attack strength: Normally, the
perceptual distance of two images given by a perceptual
hashing method 13 measured by Hamming distance. The
normalized Hamming distance can be defined as the BER:

BER:%i\hl(k)*hg(k”

where, N denotes the length of the perceptual hash
vectors h, and h,. The BER is expected to be close to
0 when two perceptual similar images are compared and as
the sumilarity of two images are reduced, the BER should
increase accordingly.

Optimally, we assume that the perceptual hash vector
generation process yields random 1.1.d (independent and
identically distributed) bit. When comparing two
perceptually unrelated images, the random variable which
denotes the mumber of unmatched bits, will have a
binomial distribution (N, p) and the probability p of bit
0 or 1 is supposed to be 0.5. Consequently, the BER is
expected to be close to 0.5 when two 1mages with different
perceptual content are compared. So, we can define the
range of perceptual distance as [d.... duq] and for the
optimal normalized Hamming distance, this range is
[0, 0.5].

However, perceptual distance is not always
coincident with this expected range. For some 1ll-designed
algorithms, the distribution center of inter-class Hamming
distances would deviate from 0.5. In this instance, the
lower BER would not guarantee the better robustness.

A normalization method of perceptual distances is
suggested as follows:

s  Figure out the statistical distribution center dy; of an
algorithm by an inter-class test

»  Determine the dgq by comparing an image to itself

¢+  Nommalize a queried perceptual distance d,,,, to NPD

by:

d-d_, NPD-0
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Fig. 2: The EER and OPT of Kozat-SVD under Gaussian
noise (mean)

Based on the normalization method, the NPD curves
can be drawn, like the traditional BER curves. In the NPD
curves, NPD = 0.5 can be regard as an approximate
threshold, so the lower NPD curve reflect better
robustness.

From an optimal operating point { view, the EER
(Equal Error Rate) 1s a compact term which approximately
indicating the robustness and discriminability at the same
time. As shown in Fig. 2, the point of EER indicated by the
arrow, predicates that the sum of FAR and FRR 1s the
minimum at this point and the corresponding perceptual
distance is an optimal threshold (OPT). Therefore, we can
take the OPT into account when evaluating the NPD
curves. Critical Attack Strength (CAS) 1s defined as the
attack strength corresponding to OPT m a NPD curve,
which is the critical attack strength of an algorithm under
a certain attack method. As shown mn Fig. 3a and 4a, the
algorithm with lager CAS is more robust to the tested
attack.

The inconsistency between human subjective feeling
and objective perceptual distance: As an mstance, we
compare the robustness and diseriminability of
Venkatesan-Wavelet and Kozat-SVD under Gaussian
noise (by mean) to reveal the inconsistency in existing
perceptual hashing algorithms, m term of NPD, OPT and
CAS. The experimental results are shown in Fig. 3a and
two examples of attacked images are listed in Fig. 3b.
Obviously, the two tested algorithms would make
unreasonable decisions on the Gaussian noised baby
immage. As shown in Fig. 3a, the baby image noised by
mean 0.3 would be regarded as non-identical by the
Venkatesan-Wavelet, while the one noised by mean 0.9
would be regarded as 1identical by the Kozat-SVD.
Comparing with the example images in Fig. 3b, we can say
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Fig. 3: Two algorithms under Gaussian noise (by mean),
(a) the NPD curves of two algorithms and (b)
Gaussian noised umnages
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Fig. 4. Two algorithms under Gaussian noise (by
variance), (a) the NPD curves of two algorithms

and (b) Gaussian noised images

that the Venkatesan-Wavelet behaves too strict and the
Kozat-SVD behaves too loose. However, besides those
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assessors. Under such situations, we record the maximum
NPD (mNPD) to reflect the worst effect of the attacks and
the corresponding attack strength is also denoted with
CAS.

BENCHMARK BASED ON THE SUBJECTIVE
IDENTIFICATION EXPERIMENT

As 1t 18 shown m Fig. 7 and Table 2, the results of
this subjective identification experiment can be used as a
benchmark to evaluate the robustness and discriminability
of perceptual hashing algorithms, which takes the
mconsistency and the partiality mto account.

Furstly, as a basic operation and facility, the NPD
cuve can be wed to represent and compare the
robustness and discriminability of the algorithms under
test. The OPT is a guide to select an optimal threshoeld in
practice and at the same time, the CAS reflect the
robustness capability of an algorithm to a certain attack.
The larger the CAS is, the more robust the algorithm
under test 1s against the tested attack. In some
applications, such as some occasions of computer aided
umage management, even 1if the distorted mmage attacked
by strength near CAS is unrecognizable by human eyes,
the precise distinguishing is still required.

Secondly, the proximity of the NPD curves of an
algorithm and the subjective identification experimental
result reflects the precision of the perceptual distance
proposed by the algorithm under test. In practice, the
more similar NPD cuve of an algorithm 15 to the
subjective result, the more reasonable that the perceptual
distances given by the algorithm are to human subjective
feeling.

Thirdly, the difference of the CAS between the
algorithm and the subjective identification experimental
result reflects the inconsistency of the perceptual
distance and the subjective feeling. Most applications of
perceptual hashing, such as CBIR, database searching
and content protection, desire that the judgment of
identical and non-identical can accord with the human
perception as much as possible. In those cases, the small
difference of CAS 1s desired.

Finally, if we normalize the difference of CAS under
every tested attack by the following formula, a figure as
Fig. 8 can be drawn to represent and compare the
partialities of different algorithms in a straightforward and
umform way:

|CASsut!|echve - CAS
Maximum attack strength

algorilhm |
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Fig. 8: Comparison of the partialities of two algorithms
DISCUSSION

With the aforementioned new benchmark methods,
perceptual hashing algorithms can be evaluated and
compared in more comprehensive and fairer way than with
the traditional evaluation methods.

Taking the comparing of the two tested algorithms as
an example, some meamngful conclusions can be drawn
with Fig. 7 and 8 and Table 2 straightforwardly.
Comparing the Fig. 7a and b, for the two tested Gaussian
noise attacks, the perceptual distances given by the
Kozat-SVD is more reasonable to human perception than
that of the Venkatesan-Wavelet. But as shown in Fig. 7a,
the CAS of Kozat-SVD 1s much larger than that of the
subjective experiment. Therefore, if we use the OPT of
Kozat-SVD as the threshold in practice, too many over-
attacked 1mages would be regarded as identical, while if
we choose the threshold near the OPT of the subjective
experiment, a relative high false rejection rate and false
acceptance rate would occur. Table 2 compares the tested
algorithms with subjective 1dentification experiment in a
compact way. The large CAS on mosaic of two under-test
algorithms illuminates that they are both too robust to the
global smooth attacks, similar to mosaic, such as blur and
median filtering. On the other hand, as to the different
Gaussian noise attacks, the partialities of the algorithms
have been discussed with traditional evaluation methods.
But the extent of the partialities can be evaluated by
comparing the CAS of the algorithms with the subjective
experimental results. Figure 8 represents and compares the
partialities of the two algorithms on all tested 6 attack
methods. For instance, a relatively lager normalized CAS
of the Kozat-SVD under rotation mdicates that the Kozat-
SVD method 1s not as quite robust to the rotation attack
as it is should be.

CONCLUSIONS

The present research proposed a new benchmark to
provide more reasonable comparing for the application
and development of perceptual hashing algorithms. Two
fimdamental problems concealed in traditional evaluation
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methods of perceptual hashing algorithms are discussed
through concrete experiments. Consequently, a subjective
identification experiment 15 designed to get the empirical
data about how people rate a distorted mmage. Based on
the results of the subjective experiment, a new benchmark
and the corresponding evaluation methods are proposed
and the applications are discussed m detail with
llustrative examples.
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