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Abstract: In this study, we first briefly introduce the development status of core cryptographic primitives
related to implementation of receipt-freeness and coercion-resistance. These core cryptographic primitives
consist of blind signature, demable encryption, mix net/verifiable shuffles, designated verifier proof/signature,
knowledge proof protocol, plaintext equivalence test, secure multi-party computation and deniable
authentication protocol. Then, a typical deniable encryption scheme is analyzed and improved. Moreover, the
state-of-art of receipt-freeness and coercion-resistance, based on the internet voting model proposed by us,

15 presented. Fmally, the status m quo of formal analysis of receipt-freeness and coercion-resistance 1s

discussed.
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INTRODUCTION

With the development of internet technology, many
transactions are carried out through the internet. With the
help of the mtemnet voting system people can use the
internet to express his opinion in the elections. Compared
with other voting methods, Internet voting has several
advantages. For example, internet voting may make it
easler for voters to join in elections; mternet voting also
can lower the cost of voting for the entire election and 1t
has the potential abilities to eliminate problems such as
vote buying and coercion on voter. Internet voting
protocol 1s the base of the internet voting system.

The practical secure internet voting protocol should
have the following properties:

Basic properties: Privacy, completeness, soundness,
unreusability, fairness, eligibility and invariableness.

Expanded properties: Umniversal verifiability, receipt-
freeness, coercion-resistance.

Universal verifiability (Sako and Kilian, 1995): Any
one can verify the fact that the election 1s fair and the
published tally is correctly computed from the ballots
that were correctly cast

Receipt-freeness (Benaloh and Tuinstra, 1994): The
voter can not produce a receipt to prove that he
votes a special ballot. Tts purpose is to protect
agamst vote buying

Coercion-resistance (Juels and Jakobsson, 2002):
A coercion-resistant voting protocol should offer not
only receipt-freeness but also defense against
randomization, forced-abstention and sumulation
attacks
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In elections the briber may bribe the voter to cast a
vote for a special candidate and the coercive adversary
may force the voter to vote a special ballot to break the
fairness of the elections. Hence, receipt-freeness and
coerclon-resistance play an important role in the elections.
S0, how to develop an efficient secure mternet voting
protocol with receipt-freeness and coercion-resistance is
very important. Tn the last 15 years, many experts have
used different technologies to develop the intemet voting
protocol with receipt-freeness and coercion-resistance.

Until today several serveys (Nurmi and Salomaa,
1998; Burmester and Magkos, 2002; Bungale and Sridhar,
2003; Mason, 2004; Goulet and Zitelli, 2004; Karlof et af.,
2005; Smith, 2005b; Sampigethaya and Poovendran, 2006;
Cetinkaya and Cetinkaya, 2007, Hall, 2008) discuss the
electronic voting protocol/system. Owning to the rapid
development of receipt-freeness and emergence date of
coercion-resistance these above surveys do not seriously
concern the state-of-art of receipt-freeness and coercion-
resistance. Motivated by this, we survey the state-of-art
of receipt-freeness and coercion-resistance. The survey
processes in three different lines: The first line follows the
trace of emergence and developments of receipt-freeness
and coercion-resistance, the second line is to analyze the
featires when concrete technologies are used during
development and the third Line 1s to discuss what formal
methods are used and how to analyze these secure
properties during developments.

The main contributions of this study are summarized
as follows:
¢ The state-of-art of receipt-freeness and coercion-
resistance 1s presented
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¢ The status in quo of the core technologies related to
develop receipt-freeness and coercion-resistance is
introduced

*  The development status of formal analysis of receipt-
freeness and coercion-resistance is discussed

¢  The deniable encryption scheme (Klonowski et al.,
2008) 18 analyzed and improved

* Aninternet voting model 15 proposed

To present knowledge, there are several reviews
which discuss the developments of electromic voting
protocol/systermn. Nurmi and Salomaa (1998) compared and
discussed six secret balloting schemes with respect to
criteria related to the possibility of voters to check that
their votes have been correctly assigned, to the
vulnerability of the protocols to electoral fraud of various
sorts and to the vulnerability of protocols to vote selling.
Burmester and Magkos (2002) overview mix-net, blind
signatures and homomorphic encryption model and
assess their security and practicality. They also compare
the e-voting to I-voting and give their disadvantages and
advantages. Bungale and Sridhar (2003) give a short
survey of the projects in electronic voting including
Internet voting and electronic poll-site voting. Mason
(2004) discussed some of the practical and security issues
that affect remote electronic voting. Goulet and Zitelli
(2004) provided an examination of these existing protocols
and 1dentified the strengths and weaknesses of each
under different election premises. Karlof ez al. (2005)
surveyed the cryptographic voting protocols from a
systems perspective. Smith (2005b) swveyed the
contributions of the entire the oretical computer
science/cryptography community during 1975-2002 that
umpact the question of how to run verifiable elections with
secret ballots. He argues that the approach based on
homomorphic encryptions is the most successful. It 1s
explained precisely what these ideas accomplish but also
what they do not accomplish and a short history of
elecion fraud throughout history 18 included.
Sampigethaya and Poovendran (2006) survey the
requirement from the general security, adversary counter-
attack and system implementation. Based on how voters
submit votes to tallying authority, they propose the
classification for voting schemes: hidden voter, ludden
vote and hidden voter with hidden vote. They also
discuss each class in detail and analyze some existing
schemes under their framework. Cetinkaya and Cetinkaya
(2007) described some verification and validation
activities and explains the relationship between
verification and validation and core requirements that any
e-voting system should satisfy Hill (2008) discussed the
manual, combination and electronic voting systems n his

report. All above swveys do not discuss deeply the
status of receipt-freeness and coercion-resistance.

In tlus study, we fust briefly introduce the
development status of core cryptographic primitives
related to implementation of receipt-freeness and
coercion-resistance. These core cryptographic primitives
consist of blind signature, demable encryption, mix
net/venfiable shuffles, designated verifier proof/signature,
knowledge proof protocol, plaintext equivalence test,
secure  multi-party  computation  and
authentication protocol. At the same tune the typical
demiable encryption scheme (Klonowski et al., 2008) 1s
analyzed and improved. Then, the state-of-art of receipt-
freeness and coercion-resistance, based on the internet
voting model proposed by us, 1s presented. After that, the
status in quo of formal analysis of receipt-freeness and
coercion-resistance is discussed. Finally, we conclude the
study and suggest feasible future studies.

demniable

THE THEORETICAL AND PRACTICAL
IMPLICATION

Voting plays an important role in democratic society.
With the development of information technology and
internet people can replace the traditional voting methods
with a new voting method called internet voting.

Owning to the importance of receipt-freeness and
coerclon-resistance, in the last fifteen years a lot of great
achievements related to internet voting protocol with
receipt-freeness
accomplished. The previous swveys do not seriously
concern the state-of-art of receipt-freeness and
coercion-resistance. Hence, it is absolutely necessary
to review state-of-art of receipt-freeness and coercion-
resistance.

Moreover, people can also get the status in quo of
formal proof of receipt-freeness and coercion-resistance.
With the above information people can know the direction
of the development of internet voting protocol with
receipt-freeness and coercion-resistance.

and coercion-resistance have been

CORE CRYPTOGRAPHIC PRIMITIVES

In the study, we can find several core cryptographic
ptimitives including secret sharing, threshold encryption
scheme, blind signature, secret sharing, threshold public
key encryption, demable encryption, mix net/verifiable
shuffles, designated venifier proof/signatire, knowledge
proof protocol, plaintext equivalence test, secure multi-
party computation and deniable authentication protocol,
are used to implement receipt-freeness and coercion-
resistance. Secret sharing 1s a method to distribute secret
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into n parts and allow the m parts of shares to construct
the oniginal secret (m<m). A threshold public-key
encryption scheme is used to share a secret key among n
talliers such that messages can be decrypted only when
a substantial subset of talliers cooperate.

Blind signature: Blind signature, introduced by Chaum
(1985, 1998), allow a person to get a message signed by
another party without revealing any information about the
message to the other party. Suppose Alice has a message
m that she wishes to have signed by Bob based on RSA
public key cryptosystem and she does not want Bobto
learn anything about m. Let (n, e), (1, d) be DBob's
public, private key of RSA. Alice generates a random
value r ged (r, n) = 1 and sends m' = (mr®) to Bob. The
value m is blinded by r; hence Bob can derive no useful
information from it. Bob returns the signed value s' = m"
to Alice. Since,

g
§=_= =
T r r

BT Y modn
T
So, Alice can obtain the true signatures. Provably
secure threshold blind signature scheme can be find in the
studies (Liem, 2003; Cao et 2., 2006, Wu and Chen, 2009).

Homomorphic encryption scheme: An encryption scheme
is said to be homomorphic if for any given encryption
key k the semantically-secure public-key encryption
function E( ) satisfies: Let M denote the set of the
plaintexts, C dencte the set of the ciphertext.

v m,,m; e M, E(m,)©E{m,;)=E(m, ©m,)

We say a scheme 15 additively homomorphic if
we consider addition operators and multiplicatively
homomorphic if we consider multiplication operators.

RSA: We suppose that the public key 1s (n, e), private key
isd m,m,eM, ¢, =E(m))=m, modn, ¢, = E (m,) =m;
mod n, then;

¢, x¢, =E(m )xE{m,)= (mle mod n)x (m2a mod n) =

{(m, x m,) mod n=E(m, xm,)

So, RSA public key cryptosystem 1s multiplicatively
homomorphic cryptosystem.

ElGamal: ElGamal is actually a homomorphic encryption
whose binary operation 1s multiplication. The public key
1s the tuple (G, pg, v) where G 1s a group, p 1s the order of
the group, g is a generator of that group. y = g for some
secret key z. m,, m, € M, x,, X, are the random numbers.

=E, (m,)= (g“‘ mod p,y“m,mod p)

[ o
¢, =K, (m,)= (g"“ mod p, y¥m,mod p)

¢ x¢, =E, (m)xE, (m,)= (g"‘ mod p, ym,mod p) x

(g“2 mod p, y**m,mod p) = (g“‘g"2 mod p, ¥ y*m, m,mod p) =

(g‘”*"‘ mod p, y****m,m,mod p) =E, ,,, (m >m,)

So, ElGamal public key cryptosystem 1s
multiplicatively homomorphic cryptosystem.

Paillier: Paillier cryptosystem (Paillier, 1999), named after
and invented by Paillier (1999), 13 a probabilistic
asymmetric algorithm for public key cryptography. (n, g)
1s public key; (p, @) remains private. m,, m, £ M, x,, x,
are the random mumbers. The encryption algorithm is
E, (m)=g" x" mod n’. D( )is decrypticn algorithm.

¢ =E, (m)=g"x" modn*

¢, =E, (m,)=g"x,* mod n’

¢ x¢, =K, (m)E, (m,)=(g"x," modn’}x(g"x," modn*)

=g (xx, )" modn’ = E,, (m+m)

So, Paillier cryptosystem public key cryptosystem is
addition homomorphic cryptosystem. We can also get:

D[E,, (m,)E,, (m, ) mod n* ]= (m,+m,) mod n
D[Ex, (m,)" mod nz} =(km,) modn

D[Exn (m,)g"™ mod ﬂz] =(m, +m,) mod n
D[Exl (m, )™ mod “2} =(mm,) mod n

If m,, m, € M, ris a random number then D [E, (m)*
modn?] =m.

Deniable encryption: The traditional encryption is to
protect the privacy of information against the attacks and
unauthorized access from the passive adversary. In some
scenarios the adversary accesses the cipertext and force
the sender/receiver to present the key or the plaintext. For
traditional encryption, the sender and receiver can not
cheat and disclose an incorrect plaintext owning to the
fake key would produce senseless information. Deniable
encryption can be used against revealing information that
the owner of the information may decrypt it in an
alternative way to a different plaintext. The notion of
deniable encryption was introduced by Canetti and
Gennaro (1996). The sender 1s able to demable encryption
to encrypt a hit b in such a way that the resulting
ciphertext can he mterpreted as either b or 1-b to a
coercer.

936



Inform. Technol. J., 8 (7): 934-964, 2009

Canetti et al. (1997) classified deniable encryption
mto three schemes according to which parties may be
coerced: the sender-demable scheme, the receiver-
deniable scheme and the-sender-and-receiver deniable
schemes. At the same time, they also proposed a public-
key deniable encryption, which includes basic and party
deniable schemes and a shared-key deniable encryption,
which includes a one-time-pad and plan-ahead shared-key
deniable schemes.

Assange and Weinmann (1997) proposed a deniable
encryption file system called Rubberhose file system
which is a denmiable encryption package that lets a person
not wanting to disclose plaintext data corresponding to
their encrypted data show that there is more than one
interpretation of the latter.

Rjaj|skov’a (2002) proposed a sender-deniable public-
key deruable encryption based on RSA cryptosystem, in
which the message is encrypted per bits. The sender
encrypts the message using the public key of the receiver
and he can later fake his random choices. The demable
encryption is very inefficient. Sending 1 bit through the
deniable encryption proposed by Rjajskov’a means
sending 105 bits through the public channel. At the same
time he also proposed a generalized party scheme.

Klonowski et al (2008) expended the schemes
(Canetti et al., 1997) and propose a receiver demable
encryption scheme based on the ElGamal cryptosystem
and apply it to implement the covert channel. However,
according to present analysis we find that the receiver
deniable scheme is not receiver-deniability.

In the following part we give the analysis of deniable
scheme (Klonowski et al., 2008).

The researcher assumes that the sender and the
receiver share the secret key s. The sender knows the
private key x € {2, 3,....,ordg-1} of the receiver based on
ElGamal cryptosystem. The sender has no public and
private key.

Encryption: To encryption a message m; and an
illegal message m € {g}, k = HASH (sjmy) is computed.
Then, the sender computes (¢ =g»m, P = (g em) »
mg) which is the ciphertext of m; and sends it to the
receiver

Decryption: The receiver computes fea ™ = (¥ » m™
om; (g" ¢ m)” *= mf and gets m. Then, the receiver
computes k = HASH (s/[myandm =P e g™*
Dishonest opening: If the receiver coerced he can
reveal his private key x, the coerced can check that
(e, B) is the ciphertext of m;

Because the sender, receiver and coercer know the
deniable encryption scheme the coercer can force the
receiver reveals the secret key s, then the coercer can
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compute k = HASH (s|m;) and gets m = P} « g™ So, the
coercer can know the illegal message m. According to the
definition of receiver deniable encryption the receiver
deniable encryption scheme proposed by Klonowski et al.
(2008} 1s not receiver deniable encryption scheme.

In order to address the problem we can use the parity
demiable encryption scheme proposed by Canetti and
Gemmaro (1996). Why the coercer can know the illegal
message m? The reasons are that the coercer knows the
deniable encryption scheme according to Kerckhoffs
principle and the secret information x and s. If we do not
pount that which message in two messages 1s illegal in the
deniable encryption scheme, however we decide which
message 1s the illegal message in each run based on the
choice of the sender or the receiver using the parity
demable encryption scheme. The new demable encryption
scheme is the sender-receiver deniable encryption. The
parity scheme is firstly executed then the deniable
encryption 1s run. The parity scheme tell the receiver
which message 1s the illegal message, the first one or
second, then the receiver can know which message the
illegal message. If the coercer know the message m; and m,
he can find which message 1s illegal, so the receiver can
tell the coercer any one of two message m;and m 15 illegal,
thus make the deniable encryption have receiver deniable
encryption. Owning to the parity deniable encryption
scheme the encryption 1s the receiver deniable encryption.

Ibrahim (2009a) devises a sender-demable public-key
encryption based on quadratic residuosity of a composite
modulus and showed how to device a sender-deniable
public-key encryption from any trapdoor permutation. His
scheme 18 impractical. In later study, Ibrahim (2009b) also
proposes a receiver-deniable public-key encryption
scheme based on mediated RSA PKI and oblivious
transfer protocol. But deniability in the scheme is worth
discussing.

Rjajjskov’a (2002) uses demiable encryption to
implement the untappable channel which is used in the
electronic voting protocol. Canetti and Gennaro (1996)
apply the public-key, sender-demable encryption scheme
to propose a secure multiparty computation which permit
a set of parties to compute a common function of their
inputs while keeping their internal data private even in the
presence of a coercer and can be used to provide the
receipt-freeness of electronic voting protocol.

Mix net/verifiable shuffles: Anonymity 1s an aspect of
privacy in the security field. Anonymity means that
people may use a resource or service without disclosing
his identity. Tatli et al. (2006) point out that anonymity
should fall into two categories: commumecation anonymity
and content anonymity. Generally, people mainly concern
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the communication anonymity. They also argue that there
are three methods to implement the communication
anonymity: proxies, Peer-to-Peer (P2P) networks and mix-
net (Chaum, 1981).

In a proxy-based method, a proxy that the sender and
the receiver must trust it receives the message from the
sender and, changes some parts of the message mn order
to hide sender‘s identity mformation and sends it to the
receiver. When get the message from the receiver the
proxy in turn forward it to the real sender. Generally, there
are two shortages in the proxy-based method. The first
one 1s that users have to trust the proxy unconditionally.
The second is that there are no protection mechanisms in
the channel between users and proxies.

In the P2P networks the user chooses a random path
and sends the message along tlus path to the final
receiver. Unlike anonymizer, there is no need for a trusted
party within these systems.

The last method, mix-net, s & more promising
approach for the Internet voting system compared to
proxies and P2P networks. A mix-net consists of a series
of entities, called mix server, each of which has a public
key. Each mix server receives encrypted messages and
then decrypted, batched, theirr order permuted and
forwarded on after stripping the sender’s identifying
information.

A secure mix-net should have: correctness, privacy,
robustness and efficiency. Correctness means that the
result is correct if all mix-servers are honest. Privacy
implies that if a fixed minimum number of mix-servers are
honest privacy of the sender of a message 1s ensured.
Robustness implies that if a fixed number of mix-servers
are honest, then any attempt to cheat is detected and
defeated. Efficiency means that the study done by a
verifier is independent of the number of mix servers. The
computational work done by each server 1s mdependent
of the number of servers except some negligible ones like
addition. Universal Verifiability means that correctness of
the result is verifiable for any verifiers.

The first RSA-based Mix-net was introduced by
Chaum (1981) for anonymous e-mail communication.
Chaum argues and proves that the mix-net can protect
against a passive adversary who can eavesdrop on all
commurmcations between mix servers but 1s unable to
observe the permutation inside each mix. But Chaum 'mix-
net is individual verifiability. Pfitzmann and Pfitzmann
(1990), however, show an active attack by a sender, which
15 more complicated than a simple repeated ciphertext
attack. Mitomo and Kurosawa (2000) point that there is
one problem the size of each ciphertext is very long
proportionally to the number of mix servers owning to the
use of RSA cryptosystem in Chaum’s mix net. Park et al.
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(1994) overcome this problem by using FElGamal
encryption scheme so that the size of each ciphertext
became independent of the number of mix servers.

Sako and Kilian (1995) firstly propose a umversally
verifiable mix net with zero knowledge proof. The ideal of
their mix-net is that each mix server must prove that he
behaved correctly with zero knowledge proof. Ogata et al.
(1997) showed the first robust mix net which 1s also
umversally verifiable. Mitomo and Kwrosawa (2000) point
that the computational cost of each mix server is O(xtN)
and the external verifier’s cost 1s also O(ktN), where ¥ 1s
the securityp arameter and t denotes the number of
malicious mix servers.

Abe (1998) showed a new robust mix net in which the
external verifier’s cost 1s reduced to O(kN). At the same
time, Jakobsson (1998) showed a more efficient robust mix
net, called practical MIX, but which is not umversally
verifiable. He does not use cut and choose methods, use
repetition robustness. Desmedt and Kurosawa (2000) had
broken the mix-net i 2000.

Takobsson (1999) proposed his second robust mix
net, called flash mixing. This scheme is the most efficient
robust mix net known so far which satisfies v = O(t) and
can against the attack (Desmedt and Kurosawa, 2000).
Mitom and Kurosawa (2000) break the mix net (Jakobsson,
1999) with a viant of the attack (Desmedt and Kurosawa,
2000) and give a countermeasure for this attack. L1 et al.
(2007) analyze the scheme (Gao et al., 2003) and find that
it does not satisfy (t, N—2) resilience.

Pfitzmann (1995) has given some general attacks on
mix-nets and Michels and Horster (1996) give additional
attacks. Wikstréom (2004b) gives several attacks for a
protocol Golle et al. (2002). Abe and Tmai (2003) have
independently find related attacks on schemes
{(Jakobsson and Juels, 2001 ; Golle et al., 2002) and give a
formal definition of anonymity and robustness of mix net,
but they do not propose a mix net which satisty these
requirements of security.

Wikstrom (2004a) gives the first definition of a
universally composable mix-net and also the first
construction with a complete security proof.

An important tool in the construction of a mix-net is
a so called proof of shuffle. By making each mix server
performs a verifiable shuffle observers can become
confident that each mix server really is working as
advertised. TIf mutually distrustful parties
consecutively perform verifiable shuffles to n items, then
the resulting permutation 1s unknown to anybody.

A verifiable shuffle is an algorithm that is given n
encrypted messages as input. Tt then shuffles those
messages, 1.e., perinutes them into an apparently random
order, while at the same time replacing each encrypted

several
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message by a re-encryption of that message. Finally, the
shuffled and reencryted messages are output.

The first efficient methods to achieve this were given
independently by Neff (2001) and Furukawa and Sako
(2001), respectively. Groth (2003) generalizes Neff's
approach and improve its efficiency. Subsequently, other
authors mmprove and complement these methods
(Furukawa, 2005; Wikstrém and Groth, 2006).

A different approach was given by Wikstrom (2005).
Wikstrém (2005) introduced the first El-Gamal based
mix-net n which each mix-server partially decrypts and
permutes its mput, called sender verfiability, i1e., no
reencryption is necessary. He proves the security of the
mix-net in the UC-framework against static adversaries
corrupting any minority of the mix-servers. At the same
time he constructs the first proof of a decryption-
permutation shuffle and show how this can be
transformed into a zero-knowledge proof of knowledge in
the UC-framework.

Recently Adida and Wikstréom (2007) construct
public-key obfuscations of a decryption shuffle based on
the Boneh-Goh-Nissim cryptosystem and a re-encryption
shuffle based on the Paillier cryptosystem. Both allow
efficient distributed wvenfiable decryption. But the
performance of their mix-net is much worse than that of
known constructions.

Designated verifier proof/signature: In traditional digital
signature we use it to authenticate the identity of message
of the sender without the sender’s cooperation. But in
some special Internet based applications, such as Internet
voting, electronic biding, electromic business, when
authenticate the identity of the sender we require the
signer cooperation. This special digitial signature 1s called
undeniable signature (Chaum and Van Antwerpen, 1990).
The 1dea of this type of interactive signatures was similar
to the idea of one time signature (Merkle, 1978). Deniable
signature not only has the traditional digitial signature
function but also has the additional function that it can
not be verifed without the cooperation of the signer. The
true signher can use a confirmation protocol to prove his
identity of the signer to a verifier. The fake signer can use
a demial protocol to deny his digitial signature to a verifier.
In other words, only the true signer can successfully
complete a confirmation protocol and not able to
successfully complete a denial protocol for any of his
signatures. Therefore, the true signer can not deny having
produced his signatures. Desmedt and Yung (1991) point
out that in the scheme (Chaum and van Antwerpen, 1990),
the signer does not assure that to whom he is proving the
validity of a signature. Jakobsson (1994) finds that the
signatire  scheme (Chaum and

undeniable van
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Antwerpen, 1990) is not security to a blackmailing attack.
Deniable signature places significant inconvenience and
workload on verifiers and conformers, compared to an off-
line non-mteractive verification.

To address the problem, Jakobsson et al. (1996)
propose Designated-Verifier Proof/Signature (DVP/S).
Independently Chaum (1996) proposes the notion of
private signatures n the patent. A DVP/S 18 a proof of
correctness of some statement that either the prover or
some designated verifier could have generated. If prover
creates the proof, the statement is correct. At the same
time a designated verifier could simulate a valid proof
without a correct statement. A secure DVP/S should
convince the designated verifier of the correctness of the
statement since the designated verifier knows that he did
not create the proof himself. But no other party will be
convinced of the validity of the proof since the
designated verifier could have created it. Tn other words
Ina DVP/S scheme, the signature authenticate a message,
but without providing a non-repudiation property
of traditional signatwres. The DVP/S scheme
(Takobsson et al, 1996) is the first non-interactive
undeniable signature scheme that transforms the scheme
{Chaum, 1990) mto a non-mteractive verification using a
designated verifier proof. Wang (2003) points that DVP/S
scheme (Jakobsson et al., 1996) insecure by
demonstrating a simple attack that allows a dishonest
signer to convince a designated verifier receiving mvalid
signatures and gives two intuitive countermeasures
against this attack.

Followmg tlis idea, Galbraith and Mao (2003)
propose a non-interactive undeniable signature scheme
based on RSA in the multi-user setting to have anonymity
and nwvisibility. Libert and Quisquater (2004) proposed an
identity-based undeniable signature scheme that can be
regarded as the 1dentity-based version of Galbraith-Mao’s
scheme using pairings. Bender et ol (2006, 2009)
described 2-user ring signatures that immediately give rise
to designated verifier signatures in the standard model.

In 2003, Steinfeld et al. (2003) proposed a new notion
called Universal Designated Verifier Signatures (UDVS)
which is a useful property for traditional signatures. The
essence of the UDVS 1s a transformation from a publicly
verifiable signature to a designated verifier signature,
which is performed by the signature holder who does not
have access to the signer's secret key. In other words, a
UDVS scheme can function as a standard publicly-
verifiable digital signature but has additional functionality
which allows any holder of a signature (not necessarily
the signer) to designate the signature to any desired
designate diversifier (using the verifier’s public key).
Given the designated signature, the designated verifier

i



Inform. Technol. J., 8 (7): 934-964, 2009

can verify that the message was signed by the signer, but
is unable to convince anyone else of this fact. They
propose an efficient determiustic UDVS  scheme
constructed using any bilinear group-pair. Steinfeld et al.
(2004) proposed a UUDVS based on Schnorr and RSA
signatures. Laguillaumie et al. (2006) proposed two fairly
efficient UDVS schemes which are unforgeability and
anonymity in the standard model and do not need the
KEA assumption. Zhang et al. (2005) proposed a Short
signature and UDVS scheme based on the bilinear
pairings whose security can be analyzed without the
random oracle assumption.

Baek et al. (2005) pointed out that one inconvenience
of all the previous UDVS schemes is that they require the
designated verifier to create a public key using the
signer's public key parameter and have it certifed to
ensure the resulting public key is compatible with the
setting that the signer provided. This restriction is
unrealistic m several situations where the verifier 1s not
willing to go through such setup process. They use an
alternate method to realize UDVS (Steinfeld et al., 2003),
called umversal designated verifier signature proof based
on the paring-based signature schemes.

A designated verifier signature scheme 1s useful in
some situations in which the signer should specify who
may be convinced by the signer's signature. However, in
some circumstances, the third party may be convinced
with high probability that the signature mntended for the
designated verifier is actually generated by the signer. For
example, the signature may be captured on the line by the
third party before the designated verifier receives it. The
third party can then confirm that the real signer s Alice.
To protect the identity of the signer in such situations,
the signer encrypts the signature with the designated
verifier’s public key so that only the designated verifier
can get the signature generated by the signer with his
secret key. This stronger requirement is called a strong
designated verifier signature scheme and was discussed
i the study (Jakobsson et al, 1996). Sacedma et al.
(2004) proposed a new efficient designated verifier
signature scheme based on a combination of the Schnorr
signature and Zheng signcryption schemes, which
directly provides the strongness property without
requiring any encryption of the signatures. In their
scheme, the third party cannot even verify the signature
since the secret key of the designated verifier is involved
n the verification step. If the secret key of the designated
verifier 1s exposed to the public, then anyone can verify
the signature. However, still no one can confirm that the
signature is from the signer or the designated verifier.
Susilo et al. (2004) proposed an identity-based SDVS
scheme based on pairings. But, Kancharla et al. (2007)
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pointed out that SDVS scheme of Susilo et ¢l (2004) is
vulnerable to non deligatability. Non delegatability of a
DVS means that a valid designated-verifier signature
constitutes a proof of knowledge of either prover’s or
designate verifier’s secret key. They propose an Tdentity
Based Strong Designated Verifier Signature (IBSDVS)
scheme using bilinear pairings and prove that their
scheme 1s secure against existential forgery under
adaptively chosen message and identity attack in random
oracle model.

Laguillaumie and Vergnaud (2005) formalized the
notion of privacy of signer’s identity which captures the
strong designated verifier property and designed an
efficient construction for strong DVS based on any
bilinear map.

Lee and Chang (2006) proposed a strong designated
verifier proof signature without hash functions and prove
that their scheme provides signer anonymity,
unforgeability and the strong designated verifier property.
Huang et al. (2008) proposed the first construction of
short strong designated verifier signature scheme. Their
scheme 1s very efficient in terms of signature generation
and the signature length. In particular, the signature
length of cur scheme is only log® (q), which is the shortest
compared to the existing schemes. At the same time they
also extend our scheme to construct a short identity-
based strong designated verifier signature scheme.

Cramer et al. (1994) proposed a new scheme for
achieving 1-out-of n group signatwre that allows a signer
to produce a signature in the name of an ad-hoc decided
group of people, without requiring the mteraction of the
others. Later Rivest et al. (2001) formalized this kind of
signature called ring signatures. They also showed how
to achieve a designated verifier signature scheme where
two participants in a ring signature collaborate and
generate a signature. Huang et af. (2008) pomt out that
should note that the construction does not satisfy the
strongness property of SDVS scheme, since the secret
key of the venfier 1s not required to verify the authenticity
of the signature. Following this idea, multi-designated
verifier signature scheme was proposed in the study
(Laguillaumie and Vergnaud, 2004). Ring signatures, when
restricted to two users, can also be viewed as designated-
verifier signatures, where one user is the actual signer and
the other user 1s the designated-verifier who can also
forge the two-user ring signature, thus providing signer
anonymity in the context of ring signatures. Boneh et al.
(2003) proposed a ring signature based on bilinear group-
pairs and observed that it alse allows public conversion
of single-signer ring signatures into two-signer ring
signatures. Thus, the ring signature scheme (Boneh ef af.,
2003) can also be viewed as a UDVS scheme. Wang et al.
(2007) swvey the state-of-the-art of ring signature.
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Chameleon signatures (Krawczyk and Rabin, 2000)
allow designation of signatures to verifiers by the signer
and in addition allow a signer to prove a forgery by a
designated verifier. Chameleon signatures that provide
with an undeniable commitment of the signer to the
contents of the signed document as regular digital
signatures do but at the same time do not allow the
recipient of the signature to disclose the contents of the
signed information to any third party without the signer’s
consent. These signatures are closely related to
undeniable signatures but chameleon signatures allow for
simpler and more efficient realizations than the latter. Tn
particular they are essentially non interactive and do not
mvolve the design and complexity of zero knowledge
proofs on which traditional undeniable signatures are
based Instead chameleon signatures are generated under
the standard method of hashthensign. Zhang et al. (2003)
construct some ID-based chameleon signature schemes
based on the proposed two new ID-based Chameleon
hashes from bilinear pairings. Ateniese and Medeiros
(2004) proposed the first identity-based chameleon hash
function based on RSA and a id-based chameleon
signature and a novel sealed-bid auction scheme that is
robust, commuircation efficient and secure under a
particular trust model.

Proof protocol that two ciphertexts are encryption of the
same plaintext: Research on the proof protocol that two
ciphertexts are encryption of the same plaintext is at the
beginning. Baudron et al. (2001) proposed an interactive
proof protocol based on paillier cryptosystem. Acquisti
(2004) applies the idea of Baudron et «l. (2001) and
proposed an interactive proof protocol based on paillier
cryptosystem with the condition p = 2. Goulet and Zitelli
(2004) proposed an interactive protocel based on ElGamal
cryptosystem. But we find that Goulet and Zitelli (2004)
proof protocol is wrong. In the following, we address the
problem of Goulet and Zitelli (2004) and give an improved
proof protocol that two ciphertexts are encryption of the
same plaintext:

In the protocol, we need two public and private keys:
(p, & hy), oy, hy = g™ (p g, ho, ag he=g", gisa
generator of multiplicative Z, .

Prover proves to the verifier that (x,.y;)=(g".hym)
and (x.,yc)=(e" h¥m) are the ciphertexts of the same m
with the public key (p, g, hy) and (p, g, h.). At the same
time prover does not tell verifier ry, ..

¢  Prover computes:

(XV’YV ) = (grv=h?m)> (XC’YC) = (gr,: ,l’lf;” m)
reZ, (x,.y,)=(g"him}, (x,.5,) = (g". him)
Xy X,

=" =—8=—, D=0 ="
X X3
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sends (a,,a,,a,,b;,b,.b;) to verifier

*»  Verifier checks:

X ¥,
43,4, = ——, bbb, =%
X Yo

Verifier selects a random value ¢ from ¢ € {0, 1, 2} the set
and sends ¢ to the prover.
Prover computes:

c=0, prove log,a, =log, b
If: 5e=1, prove log,a, =log, b, sends to verifier.
e

c=2,prove log_a, =log, b,

If we repeat the above procedure z imes, we see that
a lying prover only succeeds with a probability of (2/3)7,
which is a probability that shrinks quickly if we repeat
enough times. Thus, the verifier can be sure with a large
probability that the plaintext equivalence is true after a
number of run of this proof.

Plaintext equivalence test: The notion of Plaintext
Equivalence Test (PET) is proposed by Jakobsson and
Juels (2000), which is cryptographic primitive that
operates on ciphertexts in a threshold cryptosystem. They
give a PET protocol based on ElGamal cryptosystem. The
input to PET 1s a pair of ciphertexts; the output 1s a single
bit indicating whether the corresponding plaintexts are
equal or not.

This 18 achieved by dividing the two El-Gamal
encryptions and verifying that the results encrypt the
value 1. Thus, let (e, ) = (g, b, m,) and (v, 0) = (¢’, b’, m,)
be the two El-Gamal ciphertexts where r and s are random,
if m, = m,, then (e/v, B/o) = (g, ™ 1). To complete the
verification, the resulting encryption (g"°, h™*1) must be
proved to encrypt the value 1. That can be accomplished
by anybody who knows the decryption key ! where h =g,
or by joint decryption by mutually distrustful parties who
had previously secret-shared the ElGamal decryption key.
Since, 17 = 1 whereas with high probability in a group of
large prime orderx® # 1 if x* # 1 and z is random, it suffices
to produce, not the decryption itself, but rather a random

power of it;
m* = (mh'y 1
()

thus definitely revealing zero knowledge about the
plaintext even 1if the random quantities r and s had in fact
been maliciously chosen.
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PET may be realized as an efficient distributed
protocol that reveals no additional, non-neglgible
information about plaintexts. For a detailed description of
efficient methods to perform this verification, along
with proofs of the properties of the construction
(MacKenzie et al., 2002).

Secure multi-party computation: In 1982 the Secure
Multi-Party Computation (SMC) was introduced by Yao
(1982a). The SMC set up a protocol that n several
mutually distrustful parties to compute an agreed function
of thewr inputs in a way guaranteeing the correctness
of the output. We suppose that the inputs of party 1is
x, = (1=,..,n), we want to compute function (x,,... x,) such
that party i is guaranteed to learn y;, but can get nothing
more than that. If all outputs are the same we often write
function (x;,...x,) = v. If parties want to use a randomized
function to rendomize their mputs, they evaluate a
function:

Function (,....3, 1) = (¥, ¥a)

where, 1 i3 a uniformly random value unknown by all
parties.

In other words the inputs, outputs and intermediate
data all only are available i encrypted form throughout
the entire process; hence no individual finds it feasible to
deduce the unencrypted form of any of those data. At the
same time each party and indeed any outside observer, is
convinced that the computation was carried out correctly
and a super-threshold subset of the parties can decrypt
any particular data. SMC can be used to address Yao’s
millionaire’s problem, the private information retrieval
problem, privacy-preserving statistical database and
privacy preserving data mining electrome voting scheme
and sealed bid auction.

Goldreich et al. (1987) extend Yao's idea based on
cryptographic intractability assumptions. Many works
implement the SMC by a similar methodology method: the
computation problem 1s first represented as a combinatory
circuit and then the parties run a short protocol for every
gate m the circuit and on the complexity depends on the
size of the circuit which depends on the size of the input
domain.

Ben-Or et al. (1988) first give a SMC protocol based
onn Shamir secret-sharing of each bit. They and
Chaum et al. (1988) stated that every function can be
securely computed with perfect security in presence of an
adaptive, passive adversary, if and only if the adversary

corrupts less than n/2 (1/3) parties, respectively.
Gennaro et al (1998) presented a fast-track multiparty
computation protocol based on  homomorphic
comumitments.
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Takobsson and Tuels (2000) presented an efficient and
simple SMC based on mix and match, does not use
verifiable secret sharing characterizing nearly all previous
protocols in the study. It involves producing by mixnet,
an equivalent logic circuit but with randomly scrambled
truth tables for the logic gates; this circuit is not known to
any individual party because the truth tables are stored in
encrypted form; we match the input-bit of each logic gate
with the output-bit of its predecessor gate, by means of
distributed plaintext-equality-tests; Finally, the last gate
produces the output bit in encrypted form; the players
jointly decrypt it. The joint decryptions need to be
accompanied by ZK-proofs by each player that they are
correctly doing their part in each. The whole mix and
match protocol requires O(QG) modular exponentiations
worth of work to produce a venification of circuit
operation.

Beerliova and Hirt (2008) improved the protocol
(Hirt et al, 2000) from efficiency and the protocol
(Hirt and Nielsen, 2006) from security, use the hyper-
invertible matrices, neither two-dimensional sharing nor
probabilistic checks, to construct a perfectly secure multi-
party protocol with optimal resilience and linear
commumication complexity. Thewr protocol provides
perfect security against an active, adaptive adversary
corrupting t<n/3 players. Bogetoft et al. (2008) give an
first large-scale practical experiment with using MPC to
implement a secure auction.

Du and Atallah (2001) swrvey SMC application on
privacy-preserving database query, scientific
computations, intrusion detection, statistical analysis,
geometric computations and data mining. Cramer et al.
(2008) survey some known general results that describe
when secure multi party computation is possible and
protocols for commitment and verifiable secret sharing for
building secure multiparty protocols.

Deniable authentication protocol: Deniable authentication
protocols allow a sender to authenticate a message for a
receiver, in a way that the receiver can not convince a
third party that such authentication (or any
authentication) ever took place. Demable authentication
has two characteristics that differ from traditional
authentication.

A practical secure demable authentication protocol
should have the following properties:

Completeness or authentication; strong deniability
(Raimondo and Gemmaro, 2005), weak demability
(Raimondo and Gennaro, 2005). Security of forgery attack
(Shao, 2004); security of impersonate attack (Shao, 2004);
security of compromising session secret attack
(Lee et al, 2007); secwrity of man-in-the-middle attack
(Han et al., 2005).
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The deniable authentication protocol can fall into two
categories: interactive demable authentication protocols
and non-interactive deniable authentication protocols.

Dwork et al. (1998) proposed an interactive deruable
authentication protocol based on the concwrent zero-
knowledge proof. Aumann and Rabin (1998) proposed an
interactive deniable authentication protocol based on
factoring problem. Deng et al (2001) proposed two
interactive deniable authentication protocols based on
factoring and the discrete logarithm problem, respectively.
Zhu et al. (2006) analyze the security of (Deng et al., 2001,
Aumann and Rabin, 1998) and point out they are
vulnerability to the person-in-the-middle attack. Fan et al.
(2002) proposed another simple interactive deniable
authentication protocol based on the Diffie-Hellman key
distribution protocol. Han et al (2005) proposed an
interactive deniable authentication protocol resisting man-
wn-the-middle attack based on Diffie-Hellman key
exchange protocol. Feng and Ma (2007) proposed a
concurrent demable authentication based on wilness
indistinguishable which can support strong deniability.

The interactive demable authentication protocols are
inefficient Hence several non-interactive deniable
authentication protocols are proposed. Fan et al. (2002)
proposed a non-interactive deniable authentication
protocol based on Diffie-Hellman algorithm. Shao (2004)
points out there are three weakness in study (Fan et al.,
2002) and give an iumproved a generalized ElGamal
signature scheme. Lu and Cao (2005a, b) proposed a non-
mteractive deniable authentication protocol based on
bilinear pairings and factoring, respectively. Lee et al.
(2007) pomted that protocols (Shao, 2004; Lu and Cao,
2005a, b) can not protect against compromising session
secret attack and introduce a new deniable authentication
protocol using generalized El-Gamal signature scheme.
But these non-interactive demable authentication
protocols have not strong deniability.

Meng (2009a) developed a non-interactive demable
authentication protocol based on discrete logarithm
problem to support strong demability. Meng protocol 1s
described in the following part:

Tnitialized phrase: The Authority performs the following
steps:

Firstly, choose a large prime numbers p; secondly,
compute a random multiplicative generator element g in
finite field of p elements: GF(p); thirdly, send the g, p to
the bullet board.

The sender performs the following steps:

Fustly, pick a serial random numbers L& w2, S =1
i 1,....5; secondly, compute his public key by
Sty =g (modp) 1= 1,....,/ and thirdly, send the Ry, to the
bullet board.
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The receiver performs the following steps:

Firstly, pick a random number x € @' Rz = x,
secondly, compute his public key by: Ry = g* (mod p) and
thirdly, send the Ry, to the bullet board.

When finishing the initialized phrase the sender has
serial public and private keys (s, Si ) . at the same time
receiver has his public and private keys (Rg;, Reg).

Execution of protocol phrase

The sender: Firstly, chooses randomly a public and
private key (S}, St ) . The private and public keys of each
run of the propose protocol are different.

Secondly, computes: &= hash{m)sS;, modq and forget
(st,.8% ) after a certain time. K = (Ry,)* mod p hash
() = MAC

Thirdly, sends (s}, .MAC.m) to the receiver.

The receiver: Firstly, compute:
R
k = [(S;U )hmh(mq modp

Secondly, verifies hash (k' || m) = MAC, if the result is
true, the receiver accepts it. Otherwise the receiver rejects
it.

INTERNET YOTING MODEL

The internet voting model in Fig. 1 that consists of
four phases: system set up phase, registration phase,
voting phase and tally phase. In the election the briber
wants to make the authority accept the bribe. In order to
deal with the situation, threshold encryption is used in the
internet voitng system.

System set up phase: Authorities set up the voting
system. At the same time authorities and voters generate
the public/private keys. The private keys of voter and
authorities are secret. Authorities generate the ballot and
send the ballot and its digital signature to bulletin board.

Registration phase: Voter gets his credential through a
secure channel and the ballot from the bulletion board. At
thus phase coercer may be force the voter to vote a special
ballot. Voter can use some technologies to generate a fake
credential and use it to produce a ballot which the coercer
can not verify.

Voting phase: Voter prepares an encrypted ballot and
posts it on a bulletin board mn an authenticated manner.
Then multiple independent mix servers shuffle the posted
ballots sequentially n a verifiable way such that the
voter-vote relationship is lost.
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Fig. 1: Internet waoting model

Tallying phase: After the mixving process is firdshed,
multiple tally servers jointly open encrypted ballots using
threshold decoyption protocol and publish the resalt of

tallying,
RE CEIPT-FREENESS

Receipt-freeness is introduced by Benaloh and
Tuinstra (1994 and Hiemi and  rerseall (1995
independently. In the recept-free woting protocal the
vioter can fot produce a recept to prove that he votes a
specia ballot, even if the woter wishes to do so. The
property of receipt-freeness enmwes that an attacker can
fiot determine exact voter behavicr and therefore carmot
coetce a voter by dictatingher chodce of candidate. It also
protects aganst vote buying by preventing a potential
vote buser from obtairdng proof of the behavior of woters;
voter s can thereby pretend to sell their votes, bt defrand
the wate tuger.

hlaty experts have done work on how to dimplerent
receipt-freeness. The mechanism can fdl into bro
categories: one is with strong phoysical assumptions. The
other is with weak phorsicd assumption. Now, we koow
that the weakest plysical asswmption is one way
aniotrmous chare].

Generally, the development of pliysical assanphon
based Internet voting protocols with receipt-freeness is
from strotg physical assumption to weak phoysica
asmutpticn during the last decades. Howewer, in 2006
Fivest argued that it is impossible to inplem ent receipt-
freetiess without plyrsicd assumptions. In the following
we sivey the receipt-free voting protocols,
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(4 ) Wi 15 Talbyig

The survey processes in three different lines: The
first line is to analyze the voting protocols according
to whether they use strong or weak plyrsical assumpti ons.
The second line follows the trace of emergence and
dewvelopmernts of receipt-free woting protocols. The third
line is to analyze the featires what concrete technologies
ate uged during devel opmert.

Implementatio nwith strongp hyscal assump tions: Bazed
onn volrng booth that plysically suarantees secret
commurication betreen the athorities and each voter,
Benaloh and Tuitstra (1994) proposed twro woling
protocols vsing homomerphic enceyptions. The first one
is a single awthority woting protocol whicly, while being
receipt-free, fails to mairtain wote secrecy. The secotd
protocol iz oa multi authority scheme aclieving wvote
secrecy. The basic idea of the multipl e-authority peotocol
(Benalch and Tuwnstra, 1994) is to have ewvery woter
sectetly share his vote among the authorities with secret-
sharing scheme, who then add up the shares and
interpolate the tally, Hirt and Sako (20000 podtat ot that
the mudtiple-authority protocol (Benaloh and Tuinstra
1994 is not receipt-freeness. Inthe protocol (Benaloh and
Tuinstra, 1994), the wvoter uses the secret-sharing scheme
to share the part of ballot in each suthority, At the same
titte they use the cut-and choose proof to prove that the
part of ballot is walid, If want to obtain a receipt, the
voter could select an arbitrary stting 2 and set the string
(b, by.by as the bitwize oupt of a known
ctyptographic hash function for that string s Then, sis
a teceipt of the wote by, At the same time, independently,
Mietni atd tetrvall (1995 uge a physical woting booth
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where a voter performs multiparty computation with all
centers to implement receipt-freeness.

Motivated by the study of Benaloh and Tuinstra
(1994) and Sako and Kilian (1995) proposed the first
receipt-free voting scheme based on mix-type anonymous
channel. Receipt-freeness 15 achieved by assuming
untappable one-way private channels through the center
can send a voter a message, since the voter can not prove
its vote to adversary. Use of the untappable channels
however, creates the possibility for disputes between the
voter and the authority, over a communication and also
makes the scheme less practical.

Michels and Horster (1996) analyzed the protocol of
Sako and Kilian (1995) and find that the coercer must not
collude with any center. Otherwise, its robustness is lost.
More seriously, it 18 further pomted out that the privacy
of votes can not be guaranteed, if only one Mix-center is
honest. Hence, under the commonly used assumption that
only one Mix-center must be honest; the voting scheme
1s insecure unless modified.

By applying the idea of Sako and Kilian (1995) and
assuming the physical assumption that the existence of
secret one-way communication channels from the
authorities to the voters, Hirt and Sako (2000) proposed a
novel generic construction for introducing receipt-
freeness into a voting scheme based on homomorphic
encryption with verifiable decryption property. The idea
of construction is that: The generic construction 1s that
for each voter the authorities jointly generate a randomly
ordered list with an encryption of each valid vote. The
ordering of the list is secretly conveyed and proven to
the voter by deploying the techmque of designated
verified proofs and the voter points to the encryption of
his choice. Tallying of votes is performed using the
homomorphic property of the encryption function.

Baudron et al. (2001) also proposed a practical
multi-candidate election scheme that guarantees with
receipt-freeness. Their scheme 1s based on the Paillier
cryptosystem and on zero-knowledge proof techniques.
The voting schemes are very practical and can be
efficiently implemented in a real system. In their scheme
they mamnly use the mdependent randomizer to implement
the receipt-freeness. At the same time, they assume there
1s a secret communication channel between any user and
a randomizer. Voters ask the independent randomizer to
randomize their votes, without modifying the contents
and prove that this new ciphertext encrypts the same vote
as his original one with non-transferable interactive/non-
interactive zero-knowledge proof or non-interactive
designated-verifier proof or proof of equality of plaintext.

Magkos et al. (2001) employed an interactive honest-
verifier ZK proof made by a tamper resistant smartcard,
which plays the role of personal mixer, to the voter. In this
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scheme, voter prepares an encrypted ballot through an
interactive protocol with TRR in a way that he loses lus
randomness but is convinced personally that the final
ballot 18 constructed correctly. Presumably because of the
simulation of this proof, they describe the proof as being
non-transferable. But, Tuels et al. (2005) pointed out this
is not true. In particular, an adversary can stipulate that
the voter engage in the proof using a challenge that the
adversary has pre-selected. The proof then becomes
transferable, yielding a means of receipt construction by
the adversary. They also explain why deniable encryption
does not solve the problem of coercion in a voting
system.

Chaum (2002, 2004) use a visual cryptography to
implement the receipt-freeness by introducing a special
receipt. In the voting booth, the voter can see hus or her
choices clearly printed on the receipt. After taking it out
of the booth, the voter can use it to ensure that the votes
it containsg are included correctly in the final tally. But,
because the choices are safely encrypted using visual
cryptography before it is removed from the booth, the
receipt cammot be used to show others how the voter
voted. The receipt can be tested for authenticity and its
presence in the batch of ballots about to be tallied can be
verified.

Okamoto (1996) uses the trapdoor bit commitment to
develop a receipt-free voting protocol if the random
number ¢; generated by the voter as specified. But, he
points out in the study (Okamoto, 1998) that if the random
number o generated by the vote buyer/coercer, the
coercer force the voter to use G,=g™ mod p as the bit
commitment of the voter, then the voter can not open the
commitment m,=g*G* mod p in more than one way,
because the voter does not know the value ¢, hence the
voting scheme 1s not receipt-free. Hence, Okamoto (1996)
improved the voting scheme by introducing the
untappable channel, or secret sharing scheme, or voting
booth to make it have receipt-freeness.

Neff (2003) proposed an efficient voting scheme
based on his shuffle mix-net protocol. Neff's protocol 1s
efficient and also allows write-in ballots. However, receipt-
freeness in Neff's protocol depends on, physical
conditions: the voter must be monitored by an election
authority so that she does not bring outside the voting
booth a codebook which confirms the umque, publicly
verifiable correspondence between the election codes and
the voter’s preferences. If the voter succeeded in bringing
the codebook out of the voting boeoth, she would be able
to prove to another party her vote. Furthermore,
procedural assumptions are also needed to prevent the
voting machine to recognize whether a user is a voter or
an observer-without such assumptions, cheating is
possible.
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Lee et al. (2003) used the Designated Verifier
Re-Encryption Proof (DVRP) to implement receipt-
freeness i mixnet-based electronic voting schemes. They
use the tamper resistant randomizer to provide a
randomization service to voter’s encrypted ballot. Due to
DVRP the voter is convinced that the ballot is preserved
in the final ballot, he cannot transfer the proof to others
with the condition that a buyer cannot observe the very
moment of voter’s voting and the commumcation channel
between a voter and his TRR 1s internal, a voter cannot be
coerced into casting a particular vote.

Rivest (2006) proposed a paper-based receipt-free
voting protocol called three ballot voting system without
cryptosystem. The idea of the three ballot voting system
1s that, not only can each voter verify that her vote is
recorded as she intended, but she gets a receipt that she
can take home that can be used later to verify that her
vote is actually included in the final tally. Her receipt,
however, does not allow her to prove to anyone else how
she voted. One key principle of Three ballot 1s to vote by
rows and cast by columns. The Three ballot can viewed
as an array, where the voter places marks in rows
corresponding to candidates, but then separates the
columns and casts them separately, keeping a copy of
one. Each paper ballot, called 3-ballot, contains three
columns and as many rows as the candidates in a race.
Each row corresponds to one candidate. In a row there are
three bubbles, cne bubble per column. In order to vote for
a candidate A the voter has to fill exactly 2 bubbles in the
row corresponding to A. In each of the other rows the
voter must fill exactly one bubble. The choice which
bubbles to fill in a row 1s arbitrary. A ballot that does not
obey these rules is rejected by a checker device. If a ballot
15 correct, an ID 1s printed in each column; the ID’s in
different columns are unrelated and random. Then the
columns are separated; each column forms a ballot. The
voter chooses one of them and gets its copy. Finally, the
voter casts all his ballots into the ballot box. After
opening the ballot box all ballots find inside are published
on a bulletin board. The number of the votes for the
candidate A is computed as m-n/3, where m is the number
of ballots containing a filled bubble in the row of A andn
1s the total number of ballots in the ballot box. Strauss
(2006) describes a dozen different problems with three-
ballot voting. Strauss analyzes receipt-free and gives a
attack called receipt buying. Alice and Bob are the two
candidates of election Bob cheats by buymg Alice
receipts. For each one, he can safely change the
corresponding serial-numbered ballot in the box from an
Alice mark to a Bob mark, because the voter no longer has
the receipt to prove anything. Rivest pomnts out that the
voter can prevent Bob from doing this by keeping a copy
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of her receipt. Rivest suggests several methods that might
make it easier for voters to have multiple copies of
their receipts, to prevent receipt buying. Appel (2006)
finds a combined attack on three ballot voting system.
Cichon et al. (2008) analyzed the relation between the
number of the candidates in a race and effectiveness of
Strauss’ attack. They also show that in a reasonable
scenario 1t 1s 1impossible to reconstruct voters’
preferences for a single race with two candidates.
Clark et al. (2007) consider security requirements for
receipts in E2E voter-verifiable voting systems, focusing
on Three ballot voting system etc. Mameffe et af. (2007)
have taken a formal analysis of Three ballot given under
their model. They compare the capabilities of an adversary
interacting with an mmplementation of a voting protocol to
the capabilities of an adversary interacting with an ideal
implementation of voting. Their analysis of Three ballot
reveals the same issues (Clark et of, 2007) and a
modification that avoids this problem 15 presented.
Focusing on two-candidate races, Henry et af. (2008)
determine thresholds for when the voter’s vote can be
reconstructed from a receipt and when a coercer can
effectively verify if a voter followed mstructions by
looking for pre-specified patterns on the bulletin
board They also generalize the two-candidate attack
allows an adversary to take advantage of the bulletin
board to increase the probability of determining a voter’s
vote, given their receipt.

Chang and Lee (2006) presented an efficient and
secure voting mechanism by employing Chaum’s blind
signature scheme and Diffie-Hellman key exchange
protocol. Due to B, 1s under the protection of the shared
session key k*, a common key between Registration
Center and Momtor Center and Vote Counter, the voter
cannot reveal m,, the marked ballot of the voter, to others.
But according to our analysis, due to the application of
blind signature scheme, hence the voting scheme
(Chang and Lee, 2006) is not receipt-free. Because, the
voter can provide the blinding factor to vote buyer.

Moran and Naor (2006) argue that they give the first
receipt-free scheme to give everlasting privacy for votes:
even a computationally unbounded party does not gain
any information about individual votes based on the
protocol (Neft, 2004).

Zwierko and Kotulski (2007) proposed an agent-
based receipt-free electronic voting scheme. The security
mechamsms applied in the system are based on the secure
secret sharing scheme and Merkle’s puzzles (Merkle,
1978). The scheme allows the voter to verify if his/hers
vote was tallied by publishing the proofs (h(g(x), w)), but
does not enable him proving to any third party what
vote was casted. The voter can present the coercer a
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ballot b, =F,{Rk}".s,E, (v;,),hy;) for the published hash
h, =h(g(xl),vf2) . The coercer can verify that the hash 1s
published, but he 15 unable to venfy the claimed vote,
since 1t 18 encrypted with x,. Moreover, 1t 13 easy for the
voter to create a false ballot with a selected vote and a
published hash, since the coercer cannot verify the proof
h(g(x,),v;,), because the function g is secret and known
only to the mix, the list of produced g(x;) values is known
only to TA.

Wei et al. (2007) proposed a receipt-free punch-hole
ballot e-voting based on homomorphic encryption and
designated-verifier re-encryption proof. They use the
randomizer to re-encrypt the first ballot cast by the voter.
The randomizer and the voter jomtly generate the final
ballot for the tally. The randomizer proves to the voter
that each of her first encrypted sub-ballots 1s reencrypted
correctly in a designated-verifier mamer through the
untappable charmels. The designated verifier proofs can
be simulated by the prover. So, the proofs are only
convincing to the voter and cannot be transferred to
others.
the encrypted first ballot and to the joint proofs. The
voter cannot obtain any information of the randomizer's
randomness so she cannot prove any link between her
first ballot and her final ballet. Therefore the voter cannot

The randomizer adds its internal randomness to

construct a receipt to prove the content of her cast ballot.
So the voting scheme has receipt-freeness.

Fan and Sun (2008) presented 1deas for developing an
effective electronic voting protocol, allowing one to
greatly reduce the chances of receipt and coercibility.
Their protocol depends on blind signature and dual
randomization (Lei and Fan, 1998). Every voter randomly
chooses a string and combines it with another string
randomly selected by the authority, where the two strings
are mixed and integrated into the random part of the
voter’s ballot. Not only can the idea make all ballots
distinct one another, but also it can prevent the coercers
or vote-buyers from linking some designated ballots to
their assigned strings, because that they cannot control
the final values of the random parts in the ballots.

Implementation with weak physical assumptions: Juels
and Jakobsson (2002) directly address the problem of
achieving receipt-freeness and uncoercibility without
unpractical assuniptions, which does not require
unstappable channels, but instead assumes voter access
to an anonymous channel at some point dwuring the
voting process. The model of the wvoting protocol
(Tuels and Jakobsson, 2002) is shown in Fig. 2. The key
1dea behind their scheme 1s for the identity of a voter to
remain hidden during the election process and for the
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Takobsson, 2002)

validity of ballots instead to be checked blindly against
a voter roll. When casting a ballot, a voter incorporates a
concealed credential. This takes the form of a ciphertext
on a secret value that is unique to the voter. The secret
credential is a kind of anonymous credential. To ensure
that ballots are cast by legitimate voters, the tallying
authority performs a blind comparison between hidden
credentials and a list L of encrypted credentials published
by an election registrar alongside of the plaintext names
of registered voters. By means of mixing and blinding, we
can check whether a concealed credential 1s in the list or
not, without revealing which voter the credential has been
assigned to. In consequence, an attacker is given a fake
credential by a coerced voter. In other word the voter has
the ability to generate a fake credential that the vote buyer
or coercer can not find whether or not the credential is
valid. Later they give a new version (Juels et al., 2005). At
the same time they give the blind function ancther name:
Plamntext Equivalence Test.

Acquisti (2004) proposed a receipt-free voting
protocol based on homomorphic encryption and
designated verifier proof with the physical assumption:
anonymous channel. The 1dea 13 that election authorities
provide shares of credentials to each voter, along with
designated verifier proofs of each share’s validity. Using
homomorphic encryption, the voter assembles the shares
and combines them with her own vote that is cast on a
public bulletin board. All messages in the bulletin board
can be decrypted by a coalition of the election authorities
after the voting phase of the election is completed. But
according to our analysis of Acquisti protocel, we find
that (1) it 1s not invariableness. In Acquisti protocol the
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voter can use per credential to vote many times. In other
words the voter can use per credential to vote the same
ballot many tunes and also can use per credential to vote
different ballot many times. In the tallying phrase the
author only deals with the status that the voter can use
per credential to vote the same ballot many times. The
other status that voter can use per credential to vote
different ballot many times does not be considered. So on
that status we use the search algorithm in the tallying
phrase, the tally result may be different. So, it is not
property of invariableness. This is an important problem.
(2) Acquisti protocol is not receipt-freeness. In Acquisti
protocel g7 (EV (cu),pv]) is send by the authority through
a tappable chammel That means the vote buyer can get
E” (E" (C;,J),PVJ) and know that it is send by the authority. E™
represents RSA encryption under v's public key. The
voter can prove that E'(c )., is the decryption of
E" (E" (C‘,J)’ij )With the public key of v, and the property of
RSA encryption. E° (EV (CﬁBj)) 18 published on the
bulletin board. Generally, voter can successfully verify the
designated verifier proof P, of equality between E¥(c;;)
and the corresponding E(c;;). So, the voter can reveal
how to generate the vote g° (EV (c;+B})) that is compatible
with the receipt £°(£” (¢, + B})) and E” (E" (<02, )

Chen et al. (2008) introduced the notion of linkable
ring signature for designated verifiers and then use it to
propose a new receipt-free electromic voting scheme. The
voting scheme achieved receipt-freeness by allowing the
voters to vote multi-times. Note that, when a voter buyer
wants to buy a vote, even if the voter gives all hus

Time

information to voter buyer, including his private key,
voter buyer still can not trust him because the voter can
cast another ballot in private and revoke the previous one.

Meng protocol has the properties of umiversal
verifiability, receipt-freeness and coercion-resistance and
does not use the strong physical assumptions. Applying
confidentiality of voter credential and the proposed
deniable authentication protocol, Meng protocol
accomplishes receipt-freeness. Voter checks equality
between credential from authority and credential in
Bulletin Board by proof protocol that knowledge that two
ciphertexts are encryption of the same plaintext Proofy .
Other peoples can not check owmng to the specialty of
the meng demable authentication protocol. According to
the Meng deniable authentication protocol voter has the
ability of generation of a fake Proof . The vote buyer can
not check ENV,, (EV (c]),ProofjJ’) and can not verify E¥(c,).
So, the vote buyer does not give the money to the voter.
Hence Meng protocol is receipt-freeness. Meng (2007a)
also propose an Internet voting protocol applied
designated verifier proof and proof of knowledge of two
ciphertexts of the same plaintext.

According to the earlier studies, we present the
results of our survey on receipt-freeness. Firstly, we give
the relationship of receipt-free Internet voting protocols
analyzed by us in Fig. 3a and b, which consists of two
parts. Figure 3a shows that the traditional cryptographic
primitives are used to develop receipt-freeness with
physical assumptions. Figure 3b shows that the special
cryptosystem 1s used to implement receipt-freeness with

(@) ‘Meng (2009b)

Fan and Sun (2003) Chan &7 al. (2008)

Chang and Lee (2006)
Tuels et af. (2005)

o

Lee ot al. (2003)
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Michels and Horster (1996)

Zweirko and Kotulski (2007)  Wed et al. (2007)

and Jakobssan (2002) Neff (2003)

Bandron et al, (2001)

Way

Fig. 3: (a, b) The relationship of Internet voting protocels with receipt-freeness. The color shade represents the strong

or weak physical assumption
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strong physical assumptions. Then, we present that what  After that, we give that what technologies are used to
physical assumption 1s used to implement receipt-freeness implement receipt-freeness in protocols analyzed by us in
and the results of analysis of receipt-freeness in Table 1. Table 2.

Table 1: The result of analyzing receipt-freeness and what physi cal assumptions are used
Benaloh Hirt and  Niemi and  Sako and Baudron Magkos Chaum Chen
and Tuinstra Sako Renvall Kilian et al. et al. (2002, et al.
(1994) (2000) (1995) (1993) (2001) 2004) (2008)
Physical assumption Voling booth ®
Untappable one-way chaunels
Untappable private channel
Independentrandomizer
Secret communication channel
Smartcard
Visual cryptography
Privacy commission members
Anomymous channel
Tamper registant randomizer
Randomizer
Tappable channel
Paper
Security Receipt-freeness
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Lee Zwictkoand  Chang Park Moran

et al. Acquisi  Rivest Kotulski and Lee and Shin andNaor  Okamoto
(2003) (2004) (2006) (2007) (2006) (2006) (2006) (1996)
24

Physical assumption Voling booth &
Untappable one-way chaunels &
Untappable private channel &
Independentrandomizer &
Secret communication channel &
Smartcard &
Visual cryptography &
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Tuels et al.
Moran Fan (2005)
and and Wei Juels and
Naor Sun et al. Meng Meng Okamoto Jakobsson Neff
(2006) (2008) (2007) (2009b) (2007a) (1997) (2002) (2003)
@

Physical assumption Voling booth
Untappable one-way chaunels
Untappable private channel
Independentrandomizer
Secret communication channel
Smartcard
Visual cryptography
Privacy commission members
Anonymous channel
Tamper registant randomizer
Randomizer
Tappable channel
Paper

Security Recept-freeness

& The protocol is with physical assumption; <: The protocol is not with physical assumption, : The protocol has the property, O: The protocol has not the property
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Table 2: Core technologies used to implement rceipt-freeness

Benaloh Hirt Sako Tuels and Zwierko

and and and Baudron Magkos Chaum Takobsson and

Tuinstra Sako Kilian et al. et al. (2002, Okamoto  Okamoto  {2002), Tuels Kohalski
Core technologies (1994) (2000) (1995) (2001) (2001) 2004) (1996) (1997) et al. (2005) (2007)
Chameleon signature u] m & u] u] m u] m m ]
Homomorphic encryption ) & m ) u] m u] m m o
Verifiable decryption u] [ u] u] u] o s] o u] m]
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Table 2: Continued

Sako
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Hirt
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(2001)
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(1997)

Okamoto
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Mix net

Cut-and-choose proof
Zero-knowledge proof
Secret sharing scheme
Designated verifier proof
Proof of equality of plaintext
Visual cryptography
Trapdoor bit commitment
Plaintext equivalence test
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& The core technology is used, O: The core technol ogy is not used
COERCION-RESISTANCE

Previous investigations of coercion-resistant voting
have been concemned to a property known as receipt-
freeness. Benaloh and Tuinstra (1994) give the definition
of uncoercibility: no voter should be able to convince any
other participant of the value of its vote, even if the voter
wishes to do so. According to the defimition of
uncoercibility in the study (Benaloh and Tuinstra, 1994),
people think should use the notion of receipt-freeness to
express the content.

Many experts have done work on how to implement
coercion-resistance. The mechanism can fall into two
categories: one 1s with strong physical assumptions. The
other is with weak physical assumptions. Now we know
that the weakest physical assumption 1s one way
anonymous channel.
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During the last 10 years most of coercion-resistant
Internets voting protocols are developed with weak
physical assumptions. In the following: we survey the
coercion-resistant voting protocols.

Implementation with weak physical assumptions: Juels
and Jakobsson (2002) propose the first strong definition
of coercion-resistance. A coercion-resistant scheme offers
not only receipt-freeness, but also defense against
randemization, forced-abstention, and simulation attacks
all potentially in the face of corruption of a minority of
tallying authorities. Generally, the adversary may instruct
targeted voters to divulge their private keys subsequent
to registration, or may specify that these voters cast
ballots of a particular form. If the adversary can determine
whether or not voters behaved as instructed, then the
adversary is capable of blackmail or otherwise exercising
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under influence over the election process. Hence, a
coercion-resistant voting system is one in which the user
can deceive the adversary into thinking that she has
behaved as instructed, when the voter has in fact cast a
ballot according to her own intentions. Adversary can not
distinguish between the output from a vote of her choice
and any vote of the voter’s choice in general. Hence, 1f
the voter has the ability to cheat the coercer, at the same
time the voting scheme is receipt-freeness, the voting
scheme has the coercion-resistance. They propose a
coercion-resistant electronic election based on Plaintext
Equivalence test, mix net and zero knowledge proof. The
key idea can be found in previous section. According to
our analysis we find that it has the following problems: (1)
do not defense against forced-abstention and simulation
attacks and ( 2) can not support write in ballot.

Based on JCT idea (Tuels et al., 2005) and Smith
(2005a) points out JCT scheme is not secure against 1009
attack and time stamping attack and then proposed an
unproved coercion-resistant scheme based on secret
encryptions. The scheme replaces the inefficient
comparison mechanism of JCT by a new one that
computes the voting results in linear time. In addition, it
mcludes an additional mix step mn the tallying phase and
uses time stamps. He performs a global blind comparison
of ciphertexts instead of employing the costly plaintext
equivalence test. In order to do this, the method makes
determimstic fingerprints from probabilistic encryptions.
This way, the fingerprints can be compared through hash
tables efficiently. So, Smith’s comparison method is
efficient. But Araujo et al. (2008) and Clarkson et al.
(2007) pomnt out that the method is not secure: an
adversary can use the ElGamal malleability to determine
whether a coerced voter gave him a valid or a fake
credential. The proposed encryption function is
Enc (m; z) = m’, where, z a secret key, is distributed among
the tellers. But to test whether s a real private credential is,
the adversary can inject a vote using s’ as the private
credential. After the proposed encryption function is
applied during invalid credential elimmnation, the
adversary can test whether any submitted credential is the
square of any authorized credential. If so, then s is real
with high probability. Weber (2006) and Weber et al.
(2007), however, pomted out weaknesses on Smith’s
proposal and fixed the JCT scheme and Smith scheme.
Their method is based on the Shamir (1979) secret
sharing and Pedersen (1991) distributed key generation
protocol. The method works as following: first all n
election authorities jointly generate a secret shared
hash key =z After that, the authorities cooperatively
apply their shares of z to an ElGamal ciphertext,

thus  process blinds the plamntext inside the
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Fig. 4: Model of the voting protocol {Acquists, 2004)

ciphertext. Then, the ciphertext is decrypted, yvielding a
blinded plaintext (the determimistic fingerprint). Finally,
after processing all ciphertexts, they can be compared
without leaking information about the plaintext by using
these fingerprints.

Applying some of the JT ideas Juels and Jakobsson
(2002) and Acquisti (2004) proposed a coercion-resistant
voting protocol with anonymous channel. The model of
the voting protocol (Acquisti, 2004) is shown in Fig. 4.
The idea 15 that election authorities provide shares of
credentials to each voter, along with designated verifier
proofs of each share’s wvalidity. Using homomorphic
encryption, the voter assembles the shares and combines
them with her own vote that 15 cast on a public bulletin
board. All messages m the bulletin board can be
decrypted by a coalition of the election authorities after
the voting phase of the election i1s completed. Acquisti
protocol mainly applied designated verifier proof to
accomplish coercion-resistance. Voter can cheat the
coercer by producing a false credential. Owning to
designate verifier proof the coercer can not verify the
proof. It 1s not receipt-freeness and coercion-resistance.
But according to our analysis we find that the voting
scheme is not coercion-resistant. According to the
definition of coercion-resistance we know that if a voting
protocol 1s not receipt-free, it 18 not coercion-resistant. So
we fistly pomnt that Acquisti protocol 13 not
receipt-freeness. Tn previous section we have point out
that is not receipt-freeness. According to the definition of
coerclon-resistance it 1s not coercion-resistant.

Clarkson et al. (2007) proposed an electronic voting
system based on JCI ideas, called Civitas, that is
coercion-resistant, universally and voter verifiable and
suitable for remote voting. They argue that it the first
voting system to inplement a scheme proved to satisfy
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coercion resistance and verifiability. The key idea that is
that enables voters to resist coercion and defeats vote
selling, 1s that voters can substitute fake credentials for
their real credentials, then behave however the adversary
demands. To construct a fake credential, the voter locally
runs an algorithm to produce fake private credential
shares that, to an adversary, are indistinguishable from
real shares. The faking algorithm requires the voter’s
private designation key. The voter combines these shares
to produce a fake private credential; the voter’s public
credential remains unchanged. To construct a fake
credential, a voter chooses at least one registration teller
and substitutes a random group element s, € M for the
share s, that registration teller sent to the voter. The voter
can construct a DVRP that causes this fake share to
appear real to the adversary, unless the adversary has
corrupted the registration teller the voter chose (in which
case the adversary already knows the real share), or
unless the adversary observed the channel used by the
registration teller and voter during registration (in which
case the adversary has seen the real proof). By trust
assumption (Fach voter trusts at least one registration
teller and the chanmel from the voter to the voter’s trusted
registration teller 1s untappable), there exist some teller
and channel that the adversary does not control, so it is
always possible for voters fake credentials. Kousters and
Truderung (2009) point that if a registration teller refuses
to provide a credential share to the voter and propose to
use an additional voting authority, Civitas does not
provide coercion resistance, if the goal of the coerced
voter 18 to vote for a specific candidate m voting scheme
(Clarkson et al., 2007).

Araujo et al. (2008) present ancther coercion-
resistant voting scheme that employs some of the JCJ
ideas and that computes election results in linear time
based on LRSW assumption (Camenisch and
Lysyanskaya, 2004). Due to LRSW assumption, the voter
cannot prove to anyone else whether (r, a, b, ¢) is a valid
credential or not, under the DDH assumption. This way,
a voter over coercion can make a fake r (and also make
fakes a, b, ¢) to deceive an adversary who will not be able
to distinguish between a fake and a valid r. But they do
not give the proof of coercion-resistance.

Applying some of the Acquisti (2004) 1deas, Meng
(2009b) present a receipt-free and coercion-resistant
internet voting protocol based on non-interactive
demable authentication protocol and an improved proof
protocol that two ciphertexts are encryption of the same
plaintext. Meng protocol has the properties of universal
verifiability, receipt-freeness and coercion-resistance and
do not use the strong physical assumptions. Meng voting
protocol accomplishes receipt-freeness by confidentiality
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of voter credential and the proposed deniable
authentication protocol. Voter checks equality between
credential from authority and credential in BB by proof
protocol that knowledge that two ciphertexts are
encryption of the same plaintext Proofy . Other peoples
can not check owning to the specialty of the Meng
demable authentication protocol. According to Meng
demable authentication protocol voter has the ability of
generation of a fake Proofy . The vote-buyer can not check
ENVy,. (EV (CJ),proof\f;) and can’t verify E'(c). So, the
vote-buyer does not give the money to the voter. So
Meng protocol 1s receipt-freeness. According to
definition of coercion-resistance, firstly the protocol is
receipt-freeness and then prevents randomization attack,
forced-abstention attack and simulation attack.

Randomization attack: Voter wants to prevent
randomization attack. He can generate a false credential to
cheat coercer because coercer can not recognize it true or
false. Then voter can use true credential to vote a ballot.

So, the protocol can prevent randomization attack.

Forced-abstention attack: According to protocol coercer
can not know 1if voter has registered based on BB and if
voter has vote. So the protocol can prevent
Forced-abstention attack.

Simulation attack: Coercer can vote on voter behalf after
getting private key of voter. But, we suppose that the
private key of voter is secret in our protocol. So the
protocol can prevent sumulation attack. Meng (2007a) also
propose an Internet voting protocol applied designated
verifier proof and proof of knowledge of two ciphertexts
of the same plaintext based the same idea.

Implementation with strong physical assumptions:
Shubina and Smith (2004) proposed a voting scheme
based on blind signatures and claims to be coercion
resistant with voting booth, but it assumes the adversary
camot corrupt election authorities. If the adversary leams
the ciphertext of a voter’s ticket, the scheme fails to be
receipt-free. Their voting scheme also is not umversally
verifiable. Voters can verify their votes are recorded
correctly, but the computation of the tally 1s not publicly
verifiable.

Kiayias et al (2006) developed a homomorphic
voting scheme 1in which voters authenticate to a
gatekeeper. If a malicious voting client may produce a
proof of how a user voted or otherwise leak information
about the voter, the voting scheme would fail to be
coercion-resistant. They claim that in the future ciphertext
re-randomization be used to address the flaws.
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Ardujo et al (2008)
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Meng (20078)
Weber (2006)
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Benaloh and Tuinstra (1994) A @ B represents B is based on A
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Fig. 5. The relationship of internet voting protocols with coercion-resistance. The color shade represents the strong or
weak physical assumption

Table 3: The result of analyzing coercion-resistance and what physical assumptions are used

Tuels Weber Shubina
and (2006), Arfujo  and Kiayias Clarkson
Takobsson Smith Weberefal.  efal Smith et al. et al. Acquisi  Meng Meng
(2002 (2005a)  (2007) (2008)  (2004)  (2006) (2007) (2004) (2009b)  (2007a)
Physical assumption Voting booth & & & & ® & & & & &
Untappable & & ® & & & & & & o

private channel

Anonymous channel & ® & ® & & ® ® £ ®
Tappable channel & & & & & & & ® & &
Gatekeeper & & & & & % & & & &
Security Coercion-resistance m) m) - - m} [a] m} m} - -

®: The protocol is with physical assumption; ¢: The protocol is not with physical assumption, ®: The protocol has the property. O: The protocol has not the property

Table 4: Core technologies used to implement coercion-resistance

Tuels Weber Shubina

and (2006), Ardujo and Kiayias Clarkson

Takobsson Smith Weberefal. etal Smith et al. et al. Acquisti Meng Meng
Core technologies (2002) (2005a) (2007) (2008) (2004) (2006) (2007) (2004) (2009b) (2007a)
Group signature s] o s] ® [u] [u] o o a] a]
Homomorphic encryption s] o o s] s] ® [u] & el ®
Verifiable decryption o o o o o o o o o o
Mix net £ ® £ £ o o £ ® £ £
Zero-knowledge proof £ ® £ £ o o £ o o o
Secret sharing scheme % ® % u] u] u] o m o o
Designated verifier proof % m u] u] u] u] % ® u] %
Proof of equality of plaintext u] m u] u] u] u] u] m % %
Plaintext Equivalence test £ o o = o o ® al o o
Blind signature o = o o % o u] o o o
Magi ¢ sticker scheme o o o o o o o o o o
Deniabl e authenti cati on protocol ] ] ] ] ] ] ] ] & ]
Blind comparison u] ® u] u] u] o o m o o
Secure multiparty computation o ® o o o u} u} m] u} u}
Secret encryption o ® o o o o o al o o
pedersen protocol o o £ o o o o al o o
LRSW assumption o = o £ o o o o o
Deniable encryption u] u] u] o u] u] @ u] s] s]

(&) The core technology is used, O: The core technol ogy is not used
According to the result of earlier study, we firstly  present what physical assumption is used to develop

present the relationship of coercion-resistant Internet coercion-resistance and the result of analysis of
voting protocols analyzed by us in Fig. 5. Then we coercion-resistance m Table 3. After that, in Table 4, we
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can find that what technologies are used to design
coerclon-resistance in the voting protocols.

FORMAL PROOF

Formal methods are an important tool for designing
an implementing secure cryptographic protocol. By
applying techniques concerned with the construction and
analysis of models and proving that certain properties
hold m the context of these models, formal methods can
significantly increase one’s confidence that a protocol will
meet its requirements in the real world.

The development of formal methods has started in
1980s (Hoare, 1985; Burrows et al., 1989, 1990; Blum and
Micaly, 1984; DeMillo et af., 1982; Dolev and Yaoe, 1983,
Mermnitt, 1983; Yao, 1982b). The field matured considerably
in the 1990s. Some of the methods rely on rigorous but
informal frameworks, sometimes supporting sophisticated
complexity-theoretic definitions and arguments. Others
rely on formalisms specially tailored for this task. Yet
others are based on strand space (Thayer et al., 1998),
spi calculus (Abadi and Gordon, 1999), mur ¢
(Mitchell et al., 1997), Kessler and Neumann (1998) logic,
applied pi calculus (Abadi and Fournet, 2001),
sometimes in the context of various theorem-proving
tools (Abadi and Gordon, 1999; Gray et al, 1997,
Lincoln et al, 1998, Lynch, 1999; Paulson, 1998;
Chothia et ai., 2007, Blanchet, 2001; Backes et al., 2008).

Here, we research the formal proof on receipt-freeness
and coercion-resistance. The research is carried through
in two different lines: The first line traces the
developments of formal proof on receipt-freeness and
coercion-resistance. The second line 1s to analyze what
formal methods are used with formal proof.

Delaune et al. (2006a) have done a pathbreaking work
on proposing the formal defimtion of receipt-freeness and
coercion-resistance based on applied pi calculus. Their
formal model 1s based on Dolev and Yao (1983)
abstaction.

Receipt-freeness: A voting protocol is receipt-free if exist
a closed plain process V', satisfying the conditions below:

= Va i)
[V v (o= (v v o]

They formalize receipt-freeness as an observational
equivalence. The idea is that if the attacker can not find if
arbitrary honest voters V, and V pexchange their votes,
then in general he can not know anything about how V,
(or V) voted. This defimition is robust even m situations
where the result of the election 1s such that the votes of
V, and V are necessarily revealed They also assume that

A% Jrout | che,#)
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the voter cooperates with the coercer by sharing secrets,
but the coercer cannot interact with the voter to give her
some prepared messages.

Coercion-resistance: =~ A voting  protocol 18

coerclon-resistance if there have a closed extended
process V' and a strict evaluation context C such that:

uudod™ v ot s [V g
Ve, G, .C[‘\fA {%}Cm} = ¥, {%}Cm

v, cz.C[V']\Dm[ChE") = VA{%}

They use adaptive simulation to formalize
coerclon-resistance. The ideas of this defimtion 1s that
whenever the coercer requests a given vote on the
left-hand side then Vy can change his vote according
to the right-hand side and counterbalance the
outcome. However, we need to avoid the case where
V'=V, {c/u)™*¥ letting Vg vote «. Therefore, we require
that when we apply a context C, intwtively the coercer,
requesting V, {c/U)"” to vote ¢, V' in the same context
votes &. There may be circumstances where V' may need
not to cast a vote that is not In the case of
coercion-resistance, the coercer 18 assumed to
communicate with Alice during the protocol and can
prepare messages which she should send during the
election process. Thewr formal defimition of
coerclon-resistance base on the informal defimtion: a
voter can not cooperate with a coercer to prove to him
that she voted in a certain way. The voting protocol
(Lee et al, 2003) is analyzed with their formal model.
Meng (2008) also apply their formal model to analyze the
protocol (Meng, 2007a). Kremer and Ryan (20035) apply
the applied pi calculus to analyze the voting protocol
(Fujioka et al, 1992). They formalise three properties,
fairness, eligibility and privacy. Delaune et al. (2006b) use
applied pi calculus to model fairness, eligibility, privacy,
recelpt-freeness and coercion-resistance and analyze
the protocols (Fujioka et al, 1992; Lee et al., 2003).
Delawne et al. (2005) also model receipt-freeness and
analyze the protocol (Lee et al., 2003).

But Jonker Hugo et al (2006) point out that the
formal model (Delaune et al., 2006a) offers little help to
identify receipts when receipts are present. Hence, Jonker
Hugo et al. (2006) presented a new formal method, which
uses the process algebra, to analyze receipts based on
their informal definition: a receipt r is an object that proves
that a voter v cast a vote for candidate ¢. This means that
a receipt r has the following properties: (R1) r can only
have been generated by v. (R2) r proves that v chose
candidate c. (R3) r proves that v cast her vote. Jonker and
de Vink provide a generic and uniform formalism that
captures a receipt. Jonker and de Vink formal model is also
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simpler than Delaune'formal model. They use the
formalism to analyze the voting protocols (Benaloh and
Tumnstra, 1994; Sako and Kilian, 1995; Hirt and Sako, 2000,
Aditya et al., 2004, Hubbers et al., 2005). Meng (2007b)
analyzes receipt-feeness of the protocols (Fujioka et al,
1992 Cramer et al., 1997; Juels and Jakobssor, 2002;
Acquisti, 2004) based on formalism (JTonker Hugo et al.,
2006).

About definition of receipt proposed by Jonker
Hugo et al. (2006) and Meng (2009¢) argues it 13 worth
discussing. Firstly about (R1) r can only have been
generated by v, in some voting protocol one part of
receipt is generated by the authority, not generated by
voter. Secondly, they give the following auxiliary receipt
decomposition functions: ¢ Rept & AT, which extracts
the authentication term from a receipt. Authentication
term should be the identification of voter. Thirdly the
author does not prove the generic and uniform formalism
that is right in their study. Finally, they use a special
notion, it difficult to use and generalize it. Hence Meng
gives a formal logic framework for receipt-freeness based
on Kessler and Neumann (1998) logic and apply it to
analyze the voting protocol (Fujicka et al., 1992).

Knowledge based logics have been also used in
the studies (Jonker and Pieters, 2006, Baskar et al., 2007,
Van Eijck and Orzan, 2007) to formally analyze the security
properties of e-voting protocol. JTonker and Pieters (2006)
formalize the concept of receipt-freeness from the
perspective of a anonymity approach in epistemic logic
which offers, among others, the possibility to write
properties allowing to reason about the knowledge of an
agent a of the system with respect to a proposition p.
They classify receipt-freeness into two types: weak
receipt-freeness and strong receipt-freeness. Weak
receipt-freeness implies that the voter cannot prove to

Table 5: The formal methods used in definition of receipt-freeness and coercion-resistance

the vote buyer that she sent message m during the
protocol, where m is the part of a message representing
the vote. Here, no matter what information the voter
supplies to the vote buyer, any vote mn the anonymity set
is still possible. In other words, for all possible votes, the
vote buyer still suspects that the voter cast this particular
vote; or: the vote buyer 18 not certain she did not cast this
vote. Baskar et al. (2007) give the formal defimition of
secrecy, receipt-freeness, fairness, individual verifiability
based on knowledge based logic and analyze
receipt-freeness of the voting protocol (Fujioka et af.,
1992). Eyck and Orzan (2007) used dynamic epistemic
Logic to model security protocols and properties, in
particular anonymity properties. They apply it to the
voting scheme (Fujioka et af., 1992) and find the three
phases should be strictly separated, otherwise anonymity
is compromised. Mauw et al. (2007) used the process
algebra to analyze the data anonymity of the voting
scheme (Fujioka et al., 1992). Talbi et al. (2008) use ADM
logic to specify faimness, eligibility, individual verifiability
and umversal verifiability and analyze the voting protocol
(Fujicka et al., 1992). Their goal is to verify these
properties against a trace-based model.

Groth (2004) evaluates the voting scheme based on
homomorphic  threshold encryption with universal
composability framework. He formalizes the privacy,
robustness, fairness and accurcy.

According to the above reviews we present the result
of analysis in Table 5-7. We can find that what formal
methods are used to analyze the receipt-freeness and
coercion-resistance in Table 5. The security properties
formally defined can be found in Table 6. In Table 7, we
can find the result of analysis of the security properties.

Formal Delaune et al Tonker and Meng Tonker and Baskar ef al.

method .(2006a) de Vink (2006) (2009c) Pieters (2006) (2007)
Receipt-freeness Applied pi calculus ) o o u} u}

Process algebra s] ) o o a]

Kessler and Neumaun logic u] u] & u] u]

Epistemic logic s] o o & o

Knowledge-based logic u] u] m u] )
Coercion-resistance Applied pi calculus 5 [u] m) 0 [a]
: The formal method ig used, O :The formal method is not used
Table 6: The properties formally defined

Baskar Jonker and Delaune Van Eijck Mauw Talbi Kremer Delaune
et al. Meng de Vink et al. and Orzan et al. et al. and Ryan et al.

Propetties (2007) (2009¢) (2006) (2005) (2007) (2007) (2008) (2005) (2006b)
Faimess @ o o o o o o] o] fozd]
Eligibility = = = = m m = 2 @
Privacy m} m} m} m} o o o & X
Receipt-freeness ® ® ® ® o o o o ®
Coercion-resistance al al al al al al o o ®
Secrecy ® m m o o o o o o
Individual verifiability ® o a a o o ® o o
Universal verifiability = = = = = = ® o u]
Anonymi o o o o ® Q@ u} o O

) The property is formally defined, O :The property is not formally defined
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Table 7: Formally analyzing receipt-freeness in the Internet voting protocol

Baskar Delaune
ef al. et al.
(2007)  Meng (2009¢)  Meng (2007h) Tonker and de Vink (2006) (2005)
Fujioka Fujioka Fujioka Cramer Juels and Benaloh and  Sako and Hirt Aditya Hubbers  Lee
Analyzed et al. et al. Meng  ef al. efal.  Takobsson Acquisi Tuinstra Kilian and Sako et al. et al. et al.
protocol (1992) (1992) 2007a (1992) 1997 (2002) (2004 (1994) (1995Y (2000) (2004) (2005) (2003 )
Receipt-freeness O [m] @ [m] . u] u] [m] i) i) 5] 8] o
Van Eijck and Mauw et al. Talbi ef al. Kremer and
Orzan (2007) (2007) (2008) Ryan (2005) Meng (2008) Delaune ef al. (2006b)
Analyzed Fujioka ef al. Fujioka ef al. Fujioka ef al. Fujioka ef al. Meng Lee ef al. Fujioka et al.
protocol (1992) (1992) (1992) (1992) (20073) (2003) (1992)
Taimess & & & ) & & &
Eligibility < < @ ® < @ @
Privacy & & o = & @ ®
Receipt-freeness & & & & & @ &
Coercion-resistance & & & & ) & &
Individual verifiability & & ® & & & &
Anomymity . . & & & & &
Univergal verifiability & & & & & & &

(: Protocol has the property;0: Protocol has not the property; ®: Protocol has the property with some condition, ¢: Property is not analyzed

CONCLUSION AND THE FUTURE WORKS

Receipt-freeness and coercion-resistance play an
mnportant role m election. To present knowledge, the
previous swveys do not discuss deeply the state-of-art
of receipt-freeness and coercion-resistance. Hence, it is
absolutely necessary to swvey the state-of-art of
receipt-freeness and coercion-resistance.

In this study, we first briefly discuss the development
status of core cryptographic primitives related to
implementation of receipt-freeness and
resistance. Then the typical deniable encryption scheme
(Klonowski et al., 2008) is analyzed and improved. The
state-of-art of receipt-freeness and coercion-resistances
presented based on the Internet voting model proposed
by us. Finally, the status in quo of formal analysis of
receipt-freeness and coercion-resistance 1s reviewed.

The futuwre study on  receipt-freeness
coercion-resistance are listed in the following part:

coercion-

and

There are two ways on the implementation of
receipt-freeness and coercion-resistance. On way 1s
implementation without physical assumptions. In this
way, we find that now the weakest physical
assumption is the one way anonymous channel.
People can focus on propesing a secure intenet
voting protocol without physical assumption. The
other way 1s 1implementation with physical
assumption, but without traditional cryptographic
technology. In this way, people can focus on
proposing a practical efficient secure Internet voting
protocol

The formal analysis of coercion-resistance i1s not
enough and 1s a challenging work

There are works on the formal analysis of
receipt-freeness and coercion-resistance. But, the
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of the receipt-freeness and coercion-
resistance is not done by automated tool. The
automated tool that can be used has not the ability to
analyze these complicated secure protocols

The efficiency of voting protocol based on SMC is

analysis

low. There are some works on improvement the
efficiency of the voting protocol

People have proposed many Internet voting
protocols. But the development of Internet voting
system base on the proposed protocol is few

REFERENCES

Abadi, M. and AD. Gorden, 1999, A calculus for
cryptographic protocols: The spi calculus. Inform.
Comput., 148: 1-70.

Abadi, M. and C. Foumet, 2001. Mobile values, new
names and secure communication. Proceedings of the
28th ACM SIGPLAN-SIGACT Symposium on
Principles of Programming Languages, London, UK.,
March 2001, ACM New York, USA., pp: 104-115.

Abe, M., 1998. Umversally verifiable mix-net with
verification work independent of the number of mix-
centers. Eurocrypt "98, pp: 437-447.

Abe, M. and H. Imai, 2003. Flaws in some robust
optimistic mix-nets. Proceedings of the 8th
Australasian Conference on Information Security and
Privacy, Jul. 9-11, Wollongong, Australia, pp: 39-50.

Acquisti, A., 2004, Receipt-free homomorphic elections
and write-in voter verified ballots. Techmcal Report
2004/105, International Association for Cryptologic
Research, May 2, 2004 and Carmegie Mellon Institute
for Software Research International, CMU-ISRI-04-
116, 2004. http://www hemnz cmu.edu/~acquisty/
papers/acquisti-.



Inform. Technol. J., 8 (7): 934-964, 2009

Adida, B. and D. Wikstrom, 2007. How to shuffle in
public. Proceedings of the 4th Theory of
Cryptography Conference, Feb. 21-24, Amsterdam,
The Netherlands, pp: 555-574.

Aditya, R., B. Lee, C. Boyd and E. Dawson, 2004. An
efficient mixnet-based voting scheme providing
receipt-freeness. Lecture Notes Comput. Sci,
3184: 152-161.

Appel, AW., 2006. How to defeat rivest's three ballot
voting system. http://www.cs.princeton.edu/~appel/
papers/Defeating ThreeBallot. pdf.

Araujo, R., S. Foulle and I. Traore, 2008. A practical and

secure coerclon-resistant scheme for remote
elections.  http://drops.dagstuhl.de/opus/volltexte/
2008/1295/.

Assange, J. and R. Weinmamm, 1997. Rubberhose
filesystem. http://en. wikipedia.org/wiki/MaruTukku.

Ateniese, G. and B. Medeiros, 2004. Tdentity-Based
Chameleon Hash and Applications. In: Financial
Cryptography, Juels, A. (Ed.). Springer Verlag, Berlin
Heidelberg, 978-3-540-22420, pp: 164-180.

Aumann, Y. and M. Rabin, 1998. Efficient deniable
authentication of long messages. Proceedings of the
International Conference on Theoretical Computer
Science in Honor of Professor Manuel Blum’s 60th
BRirthday, 1998. http//www.cs.cityu.eduhk/
dept/video.html

Backes, M., C. Hritcu and M. Maffei, 2008. Automated
verification of remote electronic voting protocols in
the applied Pi-calculus. Proceedings of the 21st
IEEE Computer Security Foundations Symposium,
Jun. 23-25, IEEE Computer Society, Washington, DC,
pp: 195-200.

Back, I, R. Safavi-Naini and W. Susilo, 2005. Umversal
Designated Signature Proof (or How to Efficiently
Prove the Knowledge of a Signature). In: Advances
in Cryptology-ASIACRYPT, Roy, B. (Ed). Springer-
Verlag, Berlin Heidelberg, pp: 644-661.

Baskar, A, R. Ramanujam and SP. Swesh, 2007.
Knowledge-based modelling of voting protocols.
Proceedings of the 11th Conference on theoretical
Aspects of Rationality and Knowledge, Jun. 25-27,
Brussels, Belgium, pp: 62-71.

Baudron, O., P.A. Fouque, D. Pointcheval, G. Poupard and
S. Jacques, 2001. Practical multi-candidate election
system. Proceedings of the Annual ACM Symposium
on Principles of Distributed Computing, 2001, ACM,
New York, USA., pp: 274-283.

Beerliova, 7. and M. Hirt, 2008. Perfectly-Secure MPC
with Linear Commumcation Complexity. In: Theory of
Cryptography, Canetti, R. (Ed.). Springer-Verlag,
Berlin Heidelberg, pp: 213-230.

957

Ben-Or, M., 8. Goldwasser and A. Wigderson, 1988.
Completeness theorems for non-cryptographic fault-
tolerant distributed computation. Proceedings of the
20th Anmual ACM Symposium on Theory of
Computing, May 02-04, Chicago, Illinois, United
States, pp: 1-10.

Benaloh, J. and D. Tuinstra, 1994. Receipt-free secret-
ballot elections (extended abstract). Proceedings of
the 26th Anmual ACM Symposium on theory of
Computing, May 23-25, Montreal, Quebec, Canada,
pPp: 544-553.

Bender, A., I. Katzand R. Morselli, 2006. Ring Signatures:
Stronger Definitions and Constructions Without
Random Oracles. In: Theory of Cryptography, Halevi,
3. and T Rabin (Eds.)). Springer-Verlag, Berlin
Heidelberg, pp: 60-79.

Bender, A, J. Katz and R. Morselli, 2009. Ring signatures:
Stronger definitions and constructions without
random oracles. J. Cryptol,, 22: 114-138.

Blanchet, B., 2001. An efficient cryptographic protocol
verifier based on prolog rules. Proceedings of the
14th TEEE Workshop on Computer Security
Foundations, Jun. 11-13, IEEE Computer Society,
Washington, DC, pp: 82-96.

Blun, M. and S. Micali, 1984. How to generate
cryptographically strong sequences of pseudo-
random bits. SIAM I. Comput., 13: 850-864.

Bogetoft, P., D.L. Christensen, I. Damgard, M. Geisler and

T. Jakobsen et al, 2008, Secure multiparty
computation goes live. http://eprint.iacr.
org/2008/068.pdf.

Boneh, D., C. Gentry, B. Lymn and H. Shacham, 2003.
Aggregate and Verifiably Encrypted Signatures from
Bilinear Maps. In: Advance in Cryptology-Eurocrypt
2003, Biham, E. (Ed.). Springer-Verlag, Berlin
Heidelberg, pp: 416-423.

Bungale, P. and S. Sridhar, 2003. Electronic voting a
survey. Department of Computer Science, The Johns
Hopkins University.

Burmester,B. and E. Magkos, 2002. Towards secure and
practical  e-elections in the new  FEra
http://thalis.cs.umpi.gr/~emagos/overview voting
2002 pdf.

Burrows, M., M. Abadiand R. Needham, 1989. A logic of
authentication. SIGOPS Operat. Syst. Rev., 23: 1-13.

Burrows, M., M. Abadi and R. Needham, 1990. A logic of
authentication. ACM. Trans. Comput. Syst., 8: 18-36.

Camenisch, J. and A. Lysyanskaya, 2004. Signature
Schemes and Anonymous Credentials from Bilinear
Maps. In: Advances in Cryptology-CRYPTO 2004,
Franklin, M. (Ed.). Springer-Verlag, Berlin Heidelberg,
pp: 56-72.



Inform. Technol. J., 8 (7): 934-964, 2009

Canetti, R. and R. Gennaro, 1996. Incoercible multiparty
computation. Proceedings of the 37th Annual
Symposium on Foundations of Computer Science,
Oct. 14-16, Burlington, VT, USA | pp: 504-513.

Canetti, R., C. Dwork, M. Naor and R. Ostrovsky, 1997.
Deniable encryption. Proceedings of the 17th Annual
mternational Cryptology Conference on Advances in
Cryptology, Aug. 17-21, Springer-Verlag, London,
pp: 90-104.

Cao, Z.F., HI. Zhu and R.X. Lu, 2006. Provably secure
robust threshold partial blind signature. Sci. China
Ser. F: Inform. Sci., 49: 604-615.

Cetinkaya, O. and D. Cetinkaya, 2007. Verification and
validation issues in electronic voting. Velume 5
Issue 2 Special Issue:  ECEG  2007.
http://www.ejeg.com/volume-5/vol5-1352/v5-12-
art3.htm.

Chang, C.C. and J.S. Lee, 2006. An anonymous voting
mechanism based on the key exchange protocol.
Comput. Security, 25: 307-314.

Chaum, D.L., 1981. Untraceable electronic mail, return
addresses and digital pseudonyms. Commun. ACM,
24: 84-88.

Chaum, D., 1985. Security without identification:
transaction systems to make big brother obsolete.
Commun. ACM, 28: 1030-1044,

Chaum, D., C. Crépeau and I. Damgard, 1988. Multiparty
unconditionally secure protocols. Proceedings of the
20th Annmual ACM  Symposium on Theory of
Computing, May 02-04, Chicago, Illineis, United
States, pp: 11-19.

Chaum, D., 1990. Zero-Knowledge Undemable Signatures.
Tn: Advances in Cryptology-Eurocrypt *90, Damgard,
IB. (Ed.). Springer-Verlag, Berlin Heidelberg,
pp: 458-464.

Chaum, D. and H. Van Antwerpen, 1990. Undemable
Signatures. In: Advances m Cryptology Crypto’89,
Brassard, G. (Ed.). Springer-Verlag, Berlin Heidelberg,
pp: 212-216.

Chaum, D., 1996. Private signature and proof systems.
United States Patent 5,493,614, http://’www.google.
com/patents Thl=zh-CN&Ir=&vid=UUSPAT549361 4&
1d=Q4keAAAAEBAT&oi=fnd.

Chaum, D. 1998 Blind signatwes for untraceable
payments. Proceedings of the Advances in
Cryptology, LNCS 1440, CRYPTO'82, Springer-Verlag,
Londorn, pp: 199-203.

Chaum, D., 2002. Secret-ballot receipts and transparent
mtegrity.  http://votingindustry.com/Tech Corner/
Chaum_article pdf.

Chaum, D., 2004. Secret-ballot receipts: True voter-
verifiable elections. TEEE Secwrity Privacy, 2: 38-47.

958

Chen, G., C. Wu, W. Han, X. Chen, H. Lee and K. Kim,
2008. A new receipt-free voting scheme based on
linkable ring signatwe for designated verifiers.
Proceedings of the 2008 international Conference
on Hmbedded Software and Systems Symposia,
Tul. 29-31, TEEE Computer Society, Washington, DC,
pp: 18-23.

Chotlua, T., S. Orzan, I. Pang and M.T. Dashti, 2007. A
Framework for Automatically Checking Anonymity
with pCRL. In: Trustworthy Global Computing,
Montanari, U, D. Sannella and R. Bruni (Eds.).
Springer-Verlag, Berlin Heidelberg, pp: 301-318.

Cichon, T, M. Kutylowski and B. Glorz, 2008. Short Ballot
Assumption and Three ballot Voting Protocol. In:
SOFSEM 2008: Theory and Practice of Computer
Science, Geffert, V. et ol (Eds.). Springer-Verlag,
Berlin Heidelberg, pp: 585-598.

Clark, J., A. Hssex and C. Adams, 2007. On the security of

ballot receipts in E2E  voting  systems.
http:/fwww.cs.uwaterloo.ca/~j Sclark/papers/BallotR
ecelpts.pdf.

Clarkson, M., S. Chong and A.C. Myers, 2007. Civitas: A
secure remote voting system. Technical Report,
Comell University Computing and Information
Science  Technology  Report, May, 2007
http://drops.dagstuhl. de/opus/volltexte/2008/1 296/

Cramer, R., I. Damgard and B. Schoenmakers, 1994. Proofs
of partial knowledge and simplified design of witness
hiding protocols. Proceedings of the 14th Annual
International Cryptology Conference on Advances in
Cryptology, Aug. 21-25, TEEE Xplore, London,
pp: 174-187.

Cramer, R., R. Gennaro and B. Schoenmakers, 1997. A
Secure and Optimally Efficient Multi-Authority
Election Scheme. In: Trustworthy Global Computing,
Fumy, W. (Ed.). Springer-Verlag, Berlin Heidelberg,
pp: 103-118.

Cramer, R, I. Damgérd and J B. Nielsen, 2008. Multiparty
computation, an introduction.
http://www.brics.dk/~qbn/sme. pdf.

DeMillo, R.A., N.A. Lynch and M.J. Merritt, 1982.
Cryptographic protocols. Proceedings of the 14th
Anmual ACM Symposium on theory of Computing,
May 05-07, San Francisco, Califorma, Umted States,
pp: 383-400.

Delaune, S., S. Kremer and M. Ryan, 2005. Receipt-
freeness: Formal definition and fault attacks.
http://www. 1sv.ens-cachan. fr/Publis/PAPERS/PDF/
DKR-fee05.pdf.

Delaune, S., S. Kremer and M.D. Ryan, 2006a. Coercion-
resistance and receipt-freeness in electronic voting
protocol. Proceedings of 15th TEEE Computer
Security Foundations Workshop, July 5-7, Venice,
Italy, pp: 28-42.



Inform. Technol. J., 8 (7): 934-964, 2009

Delaune, 8., 5. Kremer and M. Ryan, 2006b. Verifying

properties  of  electronic  voting  protocols.
http:/iwww . 1sv.ens-cachan. fr/Publis/PAPERS/PDF/
DKR-wote06.pdf.

Deng, X, CH. Lee and H. Zhu 2001. Deniable
authentication protocols. IEE Proc. Comput. Digital
Techniques, 148: 101-104.

Desmedt, Y. and M. Yung, 1991. Weakness of Undeniable
Signature Schemes. In: Advances in Cryptology
EUROQCRYPT 91, Davies D.E. (Ed.). Springer-Verlag,
Berlin Heidelberg, pp: 205-220.

Desmedt, Y. and K. Kurosawa, 2000. How to Break a
Practical MIX and Design a New One. In: Advances
m Cryptology-EUROCRYPT 2000, Preneel, B. (Ed.).
Springer-Verlag, Berlin Heidelberg, pp: 557-572.

Dolev, D. and A.C. Yao, 1983. On the security of public
key protocols. TEEE  Trans. Inform. Theor.,
29: 198-208.

Du, W. and M1 Atallah, 2001. Secure multi-party
computation problems and their applications: A
review and open problems. Proceedings of the 2001
Workshop on New Security Paradigms, Sept. 10-13,
Cloudcroft, New Mexico, pp: 13-22.

Dwork, C., M. Naor and A. Sahai, 1998. Concurrent
zero-knowledge. Proceedings of the 30th Annual
ACM Symposium on Theory of Computing, 1998,
USA., pp: 409-418.

Fan, CI and W.Z. Sun, 2008. An efficient multi-receipt
mechamsm for uncoercible anonymous electronic
voting. Math. Comput. Modell., 48: 1611-1627.

Fan L., C. X Xuand J.H. L1, 2002. Demable authentication
protocol based on Diffie—Hellman algorithm. Elect.
Lett., 38: 705-706.

Feng, T. and I.F. Ma, 2007. Universally composable
security concurrent deniable authentication based on
witness indistinguishable. J. Software, 18: 2871-2881.

Fujioka, A., T. Okamoto and K. Ohta, 1992. A practical
secret voting scheme for large scale elections.
Proceedings of the Workshop on the Theory and
Application of Cryptographic Techmques: Advances
in Cryptology, Dec. 13-16, Springer-Verlag London,
UK., pp: 244-251.

Furukawa, J. and K. Sako, 2001. An efficient scheme for
proving a shuffle. Proceedings of the 21st Annual
International Cryptology Conference on Advances in
Cryptology, Aug. 19-23, Springer-Verlag, London,
UK., pp: 368-387.

Furukawa, T., 2005. Efficient and verifiable shuftling and
shuffle-decryption. TEICE Trans. Fundam. Elect.
Commun. Comput. Sci., 88: 172-188.

959

Galbraith, S. and W. Mao, 2003. Invisibility and
anonymity of undeniable and confirmer signatures.
Proceedings of the Cryptographers’ Track at the RSA
Conference 2003, Apr. 13-17, San Francisco, CA,
USA., pp: 80-97.

Gao, HM., X.F. Chenand Y M. Wang, 2003. A new (t,N-2)
resilience mix net. Chinese I. Comput., 26: 1361-1365.

Gennaro, R., M.O. Rabin and T. Rabin, 1998. Simplified
VS8S and fast-track multiparty computations with
applications to threshold cryptography. Proceedings
of the 70th Annual ACM Symposium on Principles of
Distributed Computing, Jun. 28-July 02, Puerto
Vallarta, Mexico, pp: 101-111.

Goldreich, O., 3. Micali and A. Wigderson, 1987. How to
play any mental game-a completeness theorem for
protocols with honest majority. Proceedings of the
19th ACM Symposium on the Theory of Computing,
1987, New York, UUSA., pp: 218-229.

Golle, P., S. Zhong, D. Boneh, M. Jakobsson and A. Juels,
2002. Optimistic mixing for exit-polls. Proceedings of
the 8th international Conference on the theory and
Application of Cryptology and information Security:
Advances m Cryptology, Dec. 01-05, Springer-Verlag,
London, UK., pp: 451-465.

Goulet, J. and T. Zitelli, 2004. Surveying and improving
electronic voting schemes. http:/www.seas.upenn.
edu/~csed400/CSEA00_ 2004 2005/senior_design_pr
ojects_ 04 05.htm.

Gray, JW., K.F. Epsilon and K.5. Lui, 1997. Provable
security for cryptographic protocols-exact analysis
and engineering applications. Proceedings of the
10th IEEE Computer Security Foundations
Workshop, 1997, TEEE Xplore, London, pp: 45-58.

Groth, I., 2003. A verifiable secret shuffle of homomorphic
encryptions. Proceedings of the 6th International
Workshop on theory and Practice in Public Key
Cryptography: Public Key Cryptography, Jan. 06-08,
Springer-Verlag London, UK., pp: 145-160.

Groth, I., 2004. Bvaluating Security of Voting Schemes in
the Universal Composability Framework. In: Applied
Cryptography and Network Security, Jakobsson, M.,
M. Yung and I. Zhou (Eds.). Springer-Verlag, Berlin
Heidelberg, pp: 46-60.

Han, S., W.Q. Liu and E. Chang, 2005. Demniable
authentication protocol resisting man-in-the-middle
attack. Proceedings of world Academy of Science,
Engineering and Technology, JTan. 2005, PWASET,
pp: 1-4.

Henry, K., D.R. Stinson and T.Y. Sui, 2008. The
effectiveness of receipt-based attacks on three ballot.
http://www.cacr.math. uwaterloo.ca/~dstinson/pape
rs/Three ballot-Tan. 30.pdf.



Inform. Technol. J., 8 (7): 934-964, 2009

Hill, IN. 2008. Short report: FElectronic voting.

http://legisweb.state.wy.us/08SRO0Z . pdf.

Hirt, M. and K. Sako, 2000. Efficient receipt-free voting
based on homomorphic encryption. Proceedings of
the International Conference on the Theory and
Application of Cryptographic Techniques, May 14-
18, Bruges, Belgium, pp: 539-556.

Hirt, M., U. Maurer and B. Przydatek, 2000. Efficient
Secure Multiparty Computation. In: Advances in
Cryptology-ASIACRYPT 2000, Okamoto, T. (Ed.).
Springer-Verlag, Berlin Heidelberg, pp: 143-161.

Hirt, M. and T.B. Nielsen, 2006. Robust Multiparty
Computation with Linear Commumecation Complexity.
In Advance in Cryptilogy-CRYPTO 2006, Springer-
Verlag, Berlin Heidelberg, pp: 463 482.

Hoare, C.A., 1985, Commumicating Sequential Processes.
Prentice-Hall, Inc., USA ..

Huang, X.Y., W. Susilo, Y. Mu and F. Zhang, 2008. Short
designated verifier signature scheme and its identity-
based varant. Int. J. Network Security, 6: 82-93.

Hubbers, E., B. Jacobs and W. Pieters, 2005. RIES-mternet
voting 1n action. Proceedings of the 29th Annual
International Computer Software and Applications
Conference, Jul 26-28, IEEE Computer Society,
Washington, DC., pp: 417-424.

Ibrahim, M.H., 2009a. A method for obtaining demable
public-key encryption. Int. I. Network Security, 8: 1-9.

Ibrahim, M.H., 2009b. Receiver-deriable public-key
encryption. Int. I. Network Security, 8: 159-165.

Jakobsson, M., 1994. Blackmailing Using Undemable
Signatwes. In:  Advances in  Cryptology
BEUROCRYPT '94, De Santis, A. (Ed.). Springer-Verlag,
Berlin Heidelberg, pp: 425-427.

Jakobsson, M., K. Sako and R. Impagliazzo, 1996.
Designated venifier proofs and their applications.
Proceedings of the International Conference on the

Theory and  Application of  Cryptographic
Techmques, May 12-16, Saragossa, Spain,
pp: 143-154.

Jakobsson, M., 1998. A practical mix. Proceedings of the
International Conference on the Theory and
Application of  Cryptographic Techmques,

May 31-Tun. 4, Espoo, Finland, pp: 448-461.

Jakobsson, M., 1999. Flash mixing. Proceedings of the
Eighteenth Annual ACM Symposium on Principles of
Distnbuted Computing, May 04-06, Atlanta, Georgia,
United States, pp: 83-89.

Jakobssor, M. and A. Juels, 2000. Mix and match: Secure
function evaluation via ciphertexts. Proceedings of
the 6th International Conference on the theory and
Application of Cryptology and information Security:
Advances n Cryptology, Dec. 03-07, Springer-Verlag,
London, pp: 162-177.

960

Takobsson, M. and A. Tuels, 2001. An optimally robust
hybrid mix network. Proceedings of the 20th Annual
ACM Symposium on Principles of Distributed
Computing, 2001, Newport, Rhode Island, Umted
States, pp: 284-292.

Jonker Hugo, L., V. de and P. Erik, 2006. Formalising
Receipt-freeness. Proceedings of the 9th International
Conference on Information Security, Aug. 30-Sept. 2,
Samos Island, Greece, pp: 476-488.

Jonker, HL. and W. Pieters, 2006. Receipt-freeness as a
special case of anonymity in epistemic logic.
Proceedings of the IAVoSS Workshop On
Trustworthy Elections, 29-30 Jun 2006, Cambridge,
UK.

Tuels, A. and M. Jakobsson, 2002. Coercion-resistant
electronic  elections, 2002,  http://www.vote-
auction.net/ VOTEAUCTION/165.pdf.

Tuels, A., D. Catalano and M. Jakobsson, 2005. Coercion-
resistant electronic elections. Proceedings of the 2005
ACM Workshop on Privacy in the Electromc Society,
Nov. 07-07, Alexandria, VA, USA., pp: 61-70.

Kancharla, P., K. Gummadidala and S. Saxen, 2007.
Identity based strong designated verifier signature
scheme. Informatica, 18: 239-252.

Karlof, C., N. Sastry and D. Wagner, 2005. Cryptographic
voting  protocels: A systems — perspective.
Proceedings of the 14th Conference on USENIX
Security Symposium-Vol. 14, Baltimore, MD,
Tul. 31-Aug. 05, USENTX Association, Berkeley, CA,

pp: 1-17.
Kessler, V. and H. Neumann, 1998. A sound logic for
analysing  electronic  commerce  protocols.

Proceedings of the 5th European Symposium on
Research in Computer Security, Sept. 16-18, London,
UK., pp: 34-360.

Kiayias, A, M. Korman and D. Walluck, 2006. An intemet
voting system supporting user privacy. Proceedings
of the 22nd Annual Computer Security Applications
Conference, Dec. 11-15, TEEE Computer Society,
Washington, DC, pp: 165-174.

Klonowski, M., P. Kubiak and M. Kutylowsk, 2008.
Practical demable encryption. Proceedmngs of the
34th Conference on Current Trends in Theory and
Practice of Computer Science, Jan. 19-25, Novy
Smokovec, Slovakia, pp: 599-609.

Kousters, R. and T. Truderung, 2009. An epistemic
approach to coercion-resistance for electronic voting
protocols. IEEE Symposium on Security end Privacy,
TEEE Computer Society.

Krawczyk, H. and T. Rabin, 2000. Chameleon signature.
Proceedings of the Symposium on Network and
Distributed Systems Security, Feb. 3-4, San Diego,
CA, USA., pp: 143-154.



Inform. Technol. J., 8 (7): 934-964, 2009

Kremer, S. and M.D. Ryan, 2005. Analysis of an electronic
voting protocol mn the applied P1 calculus. Lect. Notes
Comput. Sci., 3444 186-200.

Lagwllaumie, F. and D. Vergnaud, 2004. Multi-Designated
Verifiers Signatures. In: Information and Communi
Cations Security, Lopez, J., S. Qing and E. Okamoto
(Eds.).  Springer-Verlag, Berlin  Heidelberg,
pp: 495-507.

Laguillaumie, F. and D. Vergnaud, 2005. Designated
verifiers  signatwe: Anonymity and efficient
construction from any bilinear map. Proceedings of
the 4th Conference on Security in Communication
Networks, 2004, Springer-Verlag, pp: 107-121.

Laguillaumie, F., B. Libert and I.J. Quisquater, 2006.
Universal Designated Verifier Signatures Without
Random Oracles or Non-Black Box Assumptions. In:
Security and Cryptography for Networks, De Prisco,
R and M. Yung (Eds.). Springer-Verlag, Berlin
Heidelberg, pp: 63-77.

Lee, B., C. Boyd, E. Dawson, K. Kim, J. Yang and S. Yoo,
2003. Providing receipt-freeness in mixnet-based
voting protocols. http://caislab.icu.ac.kr/
Paper/paper_files/2003/ICTSC0O3/mnvoting-final-
1c1s¢20.pdf.

Lee, I.S. and T.H. Chang, 2006. Strong designated verifier
proof signature without hash functions and the same
scheme for an ad-hoc group ring. Int. J. Comput. Sci.
Network Security, 6: 205-210.

Lee, WB., C.C. Wu and W.J. Tsaur, 2007. A novel
demable authentication protocol using generalized
ElGamal signature  scheme. Inform. Sci.
177:1376-1381.

Lei, C.L. and CI. Fan, 1998. A universal single-authority
election system. IEICE Trans. Fundam. Elect.
Commun. Comput. Sci., E81-A: 2186-2193.

Li, LH., SF. Fuand G.Z. Xiao, 2007. Cryptanalysis of a
(tLN-2) resilient M ix Net. I. Xidian Univ ., 34: 926-934.

Libert, B. and I.J. Quisquater, 2004. Identity Based
Undeniable Signatwres. Tn: Topics in Cryptology,
CT-RSA 2004, Springer-Verlag, Berlin Heidelberg,
pp: 112-125.

Liem, V.D., 2003. Provably secure threshold blind

)

signature scheme using pairings.
http://caislab.icu. ac. kr/Paper/thesis_files/2003/2001
824-liem.pdf.

Lincoln, P., . Mitchell, M. Mitchell and A. Scedrov, 1998.
A probabilistic poly-time framework for protocol
analysis. Proceedings of the 5th ACM Conference on
Computer and Communications Security, Nov. 02-03,
San Francisco, Califorma, Umnited States, pp: 112-121.

Lu, R.and Z. Cao, 2005a. A new demiable authentication
protocol from bilinear pairings. Applied Math.
Comput., 168: 954-961.

961

Lu, R. and 7. Cao, 2005b. Non-interactive deniable
authentication protocol based on factoring. Comput.
Standards Interfaces, 27: 401-405.

Lynch, N., 1999. /O automaton models and proofs for
shared-key communication systems. Proceedings of
the 12th TEEE Computer Security Foundations
Workshop, Tun. 28-30, Washington, DC, TSA.,
pp: 14-14.

MacKenzie, P., T. Shrimpton and M. Jakobsson, 2002.
Threshold password-authenticated key exchange.
Proceedings of the 22nd Annual International
Cryptology Conference on Advances in Cryptology,
Aug. 18-22, Springer-Verlag London, UK.,
pp: 385-400.

Magkos, E., M. Burmester and V. Chrissikopoulos, 2001.
Receipt-freeness in large-scale elections without
untappable channels. Proceedings of the IFIP
Conference on Towards the E-Society: E-Commerce,
E-Business, E-Government, Oct. 03-05, uwer BV,
Deventer, The Netherlands, pp: 683-694.

Marneffe, O., O. Pereira and I.J. Quisquater, 2007.
Simulation-Based Analysis of EZE Voting Systems.
In: E-Voting and TIdentity, Alkassar, A. and
M. Volkamer (Eds.). Springer Verlag, Berlin
Heidelberg, pp: 137-149.

Masor, 3., 2004, Is there a future for Internet voting?
Comput. Fraud Security, 2004: 6-13.

Mauw, S., I. Verschuren and E.P. De Vink, 2007. Data
anonymity in the FOO voting scheme. Elect. Notes
Theor. Comput. Sci., 168: 5-28.

Meng, B., 2007a. An internet voting protocol with receipt-
free and coercion-resistant. Proceedings of 7th IEEE
International  Conference on  Computer and
Information Technology, Oct. 16-19, IEEE Computer
Society, Washington DC, USA., pp: 721-726.

Meng, B., 2007b. Analysis of internet voting protocols
with jonker-vink receipt freeness formal model
Proceedings of the 2007 international Conference on
Convergence information Teclnology, Nov. 21-23,
ICCIT., IEEE Computer Society, Washington, DC.,
pp: 663-669.

Meng, B., 2008. Formal analysis of key properties in the
internet voting protocol using applied pi calculus.
Inform. Technol. T, 7: 1133-1140.

Meng, B., 2009a. A secwe non-interactive deniable
authentication protocol with strong demability based
on discrete logarithm problem and its application
on internet voting protocol. Inform. Technol. T.,
8: 302-309.

Meng, B., 2009b. A secure internet voting protocol based
on non-mteractive demiable authentication protocol
and proof protocol that two ciphertexts are
encryption of the same plaintext J. Networks,
4. 370-377.



Inform. Technol. J., 8 (7): 934-964, 2009

Meng, B., 2009¢. A formal logic framework for receipt-
freeness m mtemnet voting protocol. J. Comput.,
4. 184-192.

Metkle, R.C., 1978. Secure communicatlons over msecure
channels. Commun. ACM, 21: 294-299.

Mermtt, M.JT., 1983. Cryptographic protocols. Ph.D Thesis.
Georgia Institute of Technology.

Michels, M. and P. Horster, 1996. Some remarks on a
reciept-free and universally verifiable mix-type voting
scheme. Proceedings of the International Conference
on the Theory and Applications of Cryptology and
Information Security: Advances m Cryptology,
Nov. 03-07, Springer-Verlag London, UK,
pp: 125-132.

Mitchell, 7.C., M. Mitchell and U. Stern, 1997. Automated
analysis of cryptographic protocols using Mur.
Proceedings of the 1997 TEEE Symposiun on Security
and Privacy, May 04-07, Digital Library, pp: 141-141.

Mitomo, M. and K. Kurosawa, 2000. Attack for Flash
MIX. In: Advances in Cryptology-ASIACRYPT 2000,
Okamoto, T. (Ed.). Springer-Verlag, Berlin Heidelberg,
pp: 192-204.

Moran, T. and M. Naor, 2006. Receipt-Free Universally-
Verifiable Voting with Everlasting Privacy. I
Advances in Cryptology-CRYPTO 2006, Dwork, C.
(Ed.). Springer-Verlag, Berlin Heidelberg, pp: 373.

Neff, C.A., 2001. A verifiable secret shuffle and its
application to e-voting. Proceedings of the 8th ACM
Conference on Computer and Communications
Security, Nov. 05-08, Philadelplua, PA, USA.,
pp: 116-125.

Neff, A, 2003. Detecting malicious poll site voting clients.
http: //www.votehere.net/.

Neff, A., 2004, Practical high certainty intent verification
for encrypted votes. http://www.votehere net/old/
vhti/docurnentation/vsv-2.0.3638 pdf.

Niemi, V. and A. Renvall, 1995. How to prevent buying of
votes m computer elections. Proceedings of the 4th
international Conference on the theory and
Applications of Cryptology:  Advances 1
Cryptology, Nov. 28-Dec. 01, Wollongong, Australia,
pp: 164-170.

Numi, H. and A. Salomaa, 1998. A comparative overview
ofcryptographic voting protocols. Ann. Operat. Res.,
84: 29-43.

Ogata, W., K. Kurosawa, K. Sako and K. Takatari, 1997.
Fault tolerant anonymous channel. Proceedings of
the 1st International Conference on information and
Communication Security, Nov. 11-14, Springer-Verlag
London, UK., pp: 440-444.

Okamoto ,T., 1996. An electronic voting scheme.
Proceedings of the IFIP World Conference on IT
Tools, 1996, TEEE Xplore, London, pp: 21-30.

962

Okamoto, T., 1998. Receipt-Free Electronic Voting
Schemes for Large Scale Elections. In: Security
Protocols, Christianson, B., B. Crispo, T M. A. Lomas
and M. Roe (Eds.). Springer-Verlag,
Heidelberg, pp: 25-35.

Paillier, P., 1999. Public-Key Cryptosystems Based on
Composite Degree Residuosity Classes. I
Advances in Cryptology-EUROCRYPT '99, Stern, T.
(Ed.). Springer-Verlag, Berlin Heidelberg, pp: 223-238.

Park, C., K. Itoch and K. Kurosawa, 1994. Efficient
anonymous channel and all/nothing election scheme.
Proceedings of the Workshop on the theory and
Application of Cryptographic Techmques
Advances in Cryptology, 1994, Lofthus, Norway,

Berlin

oI

pPp: 248-259.

Paulson, 1..C., 1998. The inductive approach to verifying
cryptographic  protocols. T, Comput. Security,
6: 85-128.

Pedersen, T.P., 1991. A Threshold Cryptosystem without
a Trusted Party (Extended abstract). In: Advances in
Cryptology-EUROCRYPT 91, Davies, D.W. (Ed.).
Springer-Verlag, Berlin Heidelberg, pp: 522-526.

Pfitzmann B. and A. Pfizmamm, 1990. How to break the
direct RSA-implementation of mixes. Proceedings of
the Woarkshop on the theory and Application of
Cryptographic  Techmiques on  Advances 1n
Cryptology, 1990, Houthalen, Belgium, pp: 373-381.

Pfitzmann, B., 1995. Breaking an Efficient Anonymous
Channel. In: Advances in Cryptology-Ewrocrypt “94,
De Sentis A. (Ed.). Springer-Verlag, Berlin Heidelberg,
pp: 332-340.

Raimondo, M.D. and R. Gennaro, 2005. New approaches
for deniable authentication. Proceedings of the
12th ACM Conference on Computer and
Communications Security, Nov. 7-11, ACM Press,
New York, pp: 112-121.

Rivest, RL., S. Adi and T. Yael, 2001. How to Leak a
Secret. Lecture Notes Comput. Sci., 2248: 552-565.

Rivest, RL., 2006. The three ballot voting system.
http://theory .csail. mit.edu/~rivest/Rivest-TheThree
BallotVoting System.pdf.

Rjajjskov'a, Z., 2002. Electromc voting schemes. Master
Thesis. Department of Computer Science Faculty of
Mathematics, Physics and Informatics Comenius
University, Bratislava.

Saeednia, S., 5. Kremer and O. Markowitch, 2004, An
Efficient Strong Designated Verifier Signature
Scheme. Tn: Information Security and
Cryptology-ICTSC 2003, Lim, J.T. and D.H. Lee (Eds.).
LNCS 2971, Springer-Verlag, Berlin, Heidelberg,
[SBN: 978-3-540-21376-5, pp: 40-54.



Inform. Technol. J., 8 (7): 934-964, 2009

Sako, K. and J. Kilian, 1995. Receipt-Free Mix-Type Voting
Scheme, A Practical Solution to the Implementation
of a Voting Booth. In: Advances in Cryptology-
EUROCRYPT °95, Springer-Verlag, Guillou, L.C. and
1T, Quisquater (Eds.). Springer-Verlag,
Heidelberg, pp: 393-403.

Sampigethaya, K. and R. Poovendran, 2006. A framework
and taxonomy for comparison of electronic voting
schemes. Comput. Security, 25: 136-153.

Shamir, A., 1979. How to share a secret. Commun. ACM,
22: 612-613.

Shao, 7., 2004. Efficient deniable authentication protocol
based on generalized ElGamal signature scheme.
Comput. Standards Interfaces, 26: 449-454,

Shubina, AM. and SW. Smith, 2004. Design and
prototype of a coercion resistant, voter verifiable

voting system. Procedings of the
Conference on Privacy, Security and Trust, October
2004, IEEE Xplore, London, pp: 29-39.

Smith, W.D., 2005a. New cryptographic voting scheme
with best-known theoretical properties. Proceedings
of the Workshop on Frontiers in Electronic Elections,
September 2005, Milan, Ttaly, pp: 1-14.

Smith, W.D., 2005b. Cryptography meets voting.
http://www. math.temple. edu/~wds/homepage/crypt

Berlin

electronic

ovot.pdf.

Steinfeld, R., L. Bull, H. Wang and J. Pieprzyk, 2003.
Universal designated verifier signatures. Proceedings
of the 9th International Conference on the Theory
and Application of Cryptology and Information
Security, 2003, Taipei, Taiwan, pp: 523-542.

Steinfeld, R., H. Wang and I. Pieprzyk, 2004. Efficient
extension of standard schnorr/RSA signatures nto
umversal designated-verifier signatures. Proceedings
of the 7th International Workshop on Theory and
Practice in Public Key Cryptography, Mar. 1-4,
Singapore, pp: 86-100.

Strauss, C., 2006. The trouble with triples: A critical
review of the triple ballot. http://www.cs.princeton.
edu/~appel/voting/Strauss-TroubleWithTriple. pdf.

Susilo, W., F. Zhang and Y. Mu, 2004. Identity-Based
Strong Designated Verifier Signature Schemes. In:
Information Security and Privacy, Wang, H. at al.
(Eds.).  Springer-Verlag, Heidelberg,
pp: 313-324.

Talbi, M., B. Morin, V. Viet Triem Tong, A. Bouhoula and
M. Mejri, 2008. Specification of electronic voting
protocol properties wsing ADM logic: FOO case
study. Proceedings of the 10th
Conference on mformation and Commumcations
Security, Oct. 20-22, Birmingham, UK., pp: 403-418.

Berlin

international

963

Tatli, EI, D. Stegemann and S. Lucks, 2006. Dynamic
mobile anonymity with mixing. Proceedings of the 7th
International Workshop on Theory and Practice in
Public Key Cryptography, Mar. 1-4, Singapore,
pp: 86-100.

Thayer, F., I.C. Herzog and I.D. Guttman, 1998. Strand
space: Why is a security protocol correct?
Proceedings of the 1998 IEEE Symposium on Secunty
and Privacy, 1998, ACM, USA., pp: 160-171.

Van Eijck, T. and 8. Orzan, 2007. Epistemic verification
of anonymity. Elect. Notes Theor. Comput. Sci.,
168: 159-174.

Wang, G., 2003, An attack on not-interactive designated
verifier proofs for undeniable signatures.
http: /eprint.iacr.org/2003/243 pdf.

Wang, L.L.., G.Y. Zhang and C.G. Ma, 2007. A swvey of
ring signature. I. Commun., 28: 109-117.

Weber, 5., 2006. A coercion-resistant cryptographic

voting  protocol-  evaluation and  prototype
implementation. Darmstadt ~ Umversity of
Technology. http://www.cde.informatik. tu-

darmstadt.de/reports/reports/StefanWeber.diplom.
pdf.

Weber, 5.G., R. Arayjo and J. Buchmann, 2007. On
coercion-resistant electronic elections with linear
work. Proceedings of the 2nd International
Conference on Availability, Reliability and Security,
Apr. 10-13, TEEE Computer Society, Washington, DC,
pp: 908-916.

Wei, H., Z. Dong and C. Ke-fei, 2007. A receipt-free
punch-hole  ballot electronic voting scheme.
Proceedings of the 3rd International IEEE Conference
on Signal-Tmage Technologies and internet-Based
System Dec. 16-18, IEEE Computer Society,
Washington, DC, pp: 355-360.

Wikstrém, D. and J. Groth, 2006. An Adaptively Secure
Mix-Net without Erasures. In: Automata, Languages
and Programming, Buglies1, M. et al. (Eds.). Springer
Verlag, Berlin Heidelberg, pp: 276-287.

Wikstrém, D., 2004a. A Universally Composable Mix-Net.
In: Theory of Cryptography, Maor, M. (Ed.). Springer
Verlag, Berlin Heidelberg, pp: 317-335.

Wikstrom, D., 2004b. Five practical attacks for optimistic
mixing for exit-polls. Proceedings of the 10th Annual
Intemational Workshop, Aug. 14-15, Ottawa, Canada,
pp: 160-175.

Wikstrom, D, 2005, A Sender Verifiable Mix-Net and a
New Proof of a Shuffle. In: Advances in Cryptology-
ASTACRYPT 2005, Roy, B. (Ed.). Springer Verlag,
Berlin Heidelberg, pp: 273.

Wu, CH. and X F. Chen, 2009. A new efficient on-line/off-
line threshold signature scheme. Chinese J. Elect.,
18: 321-324.



Inform. Technol. J., 8 (7): 934-964, 2009

Yao, A.C., 1982a. Protocols for secure computations.
Proceedings of the 23rd Annual Symposium on
Foundations of Computer Science, Nov. 03-05, IEEE
Computer Society, Washington, DC, pp: 1600-164.

Yao, A.C., 1982b. Theory and application of trapdoor
functions. Proceedings of the 23rd Annual
Symposium on Foundations of Computer Science,
Nov. 03-05, IEEE Computer Society, Washington, DC,
pp: 80-91.

Zhang, F.G., R. Safavi-Naini and W. Susilo, 2003.
ID-based chameleon hashes from bilinear pairings.
www.ime.usp. br/~rt/cranalysis/IDbasedHashChama
leon.pdf.

Zhang, R., T. Furukawa and H. Tmai, 2005. Short signature
and universal designated verifier signature without
random oracles. Proceedings of the 3rd International
Conference Applied Cryptography and Network
Security, Jun. 7-10, New York, TJSA., pp: 483-498.

Zhu, RW., D.8. Wong and C H. Lee, 2006. Cryptanalysis
of a suite of demable authentication protocols. IEEE
Commun. Lett., 10: 504-506.

Zwierko, A. and 7. Kotulski, 2007. A light-weight e-voting
system with distributed trust. Elect. Notes Theor.
Comput. Sci., 168: 109-126.

964



	ITJ.pdf
	Page 1


