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Abstract: This study proposes an improved image secret sharing scheme based on the discrete fractional
random transform. In this (r, n)-threshold prototype, the shadow size is reduced to 1/r of the secret image. In
contrast, all shadows are of the same size as that of the secret image in the original scheme. Consequently, much
storage space and transmission time is saved. Besides, our scheme can be naturally extended to multi-image
secret sharing, i.e., r secret images can be encrypted in n shadows at a time. Meanwhile, the security is perfectly
preserved due to the randomness of the discrete fractional random transform. Experimental results demonstrate

the effectiveness of our scheme.
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INTRODUCTION

Secret sharing plays an important role in image
encryption. In the (r, n)-threshold model (Shamir, 1979),
the secret image 1s encrypted and shared in n shadows., If
any r or more than r shadows polled, the original secret
can be decrypted, while r-1 or fewer shadows cannot
recover any meaningful information. Thien and Lin (2002)
first apply the Shamir’s paradigm for image secret sharing.
After that, various image secret sharing schemes are
reported in literatures. Most of these schemes made great
efforts in two aspects. (1) Reducing the shadow size
(Wu eral., 2004; Lin and Tsai, 2003; Yang and Chen, 2003,
2006; Wang and Su, 2006). In Shamir’s paradigm, each
shadow is of the same size as the secret image. Thus a
heavy burden 1s laid on network resources and
transmission channels. Reducing the shadow size can
alleviate this problem. (2) Encrypting multiple secret
images. In recent vyears, multi-secret sharing is
investigated in literatures (Yang et al., 2004; Feng et al.,
2005; Tsai er al., 2002; Wu and Chang, 20035). Obviously,
hiding multiple secrets instead of one enhances the
sharing efficiency.

It 1s necessary to note that, most of the available
image secret sharing schemes such as the above
mentioned methods are based on spatial domain pixels
operations. Recently, Liu et al. (2008) proposed an (r, n)-
threshold scheme for image sharing from a new prospect,

i.e., based on transform domain coefficients operations. In
particular, the discrete fractional random transform
(DFRNT) (Liu er al., 2005) is employed to achieve this.
This scheme is effective and perfectly secure due to the
DERNT exploited. However, in this scheme all of the
shadows are of the same size as that of the secret image
and thus much storage space is required and more
transmission time is spent. Another important property of
Liu er al, (2008) scheme is that only one secret image can
be encrypted at a time. Thus its encryption efficiency is
not very high. In fact, a Largrange interpolation-based
method for shadow size reduction has been proposed by
Thien et al. (2002), with each shadow being 1/r size of the
secret image. In this study, we improve Liu ef al. (2008)
scheme o achieve this goal. Moreover, our scheme sull
preserves high security due to the randomness of
DFRENT. Our improvement can be naturally extended to
multi-image secret sharing.

As both Liu ef al.”s and our schemes are based on
DFRNT, we briefly review the DFENT (Liu et al., 2005)
and Liu er al.’s image sharing scheme (Liu er al., 2003).
DFRNT is a generalized transform for one or two-
dimensional discrete signal analysis derived from the
discrete fractional Fourier transform (DFrFT). Specifically,
we focus on the DFRNT usage on two-dimensional data.
The DFRNT of a two-dimensional image X can be
represented as:
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Y=R"X(R")’ (1)
where, R* and « denote the kernel matrix and the fractional
order of DFRNT, respectively. The superscript T means
matrix transposition. The output matrix Y is composed by
the transform coefficients in the DFRNT domain.

To construct a transform matrix R®, a random matrix P
must be generated obtain in advance as:

b (Q+Q")
2

(2)

where, (Q 15 a real nonsingular matrix with elements
randomly generated. Suppose V = (v, v.....v,) denotes the
normalized eigenvector matrix of P. That is, the ith column
of V. v, (12q=N) corresponds to the gth eigenvector.
Obviously, any two eigenvectors are orthonormal
because P 1s a real symmetric matrix. Then we can obtain
R" as:

R¢=VD*V" (3)
where, D" 1s a diagonal matrix defined as:
D" = diag[1.exp( - izr:—ﬂl.-..fxpl: —iM}I (4)

where, t denotes the periodicity of DFRNT.

Obviously, DFENT is a random transform due to the
randomness of R®, In other words, a different P (i.e., Q)
corresponds to a different R and further different DFRNT.
Specifically, when o = kt/2 (k is a constant integer), the
output of DFRNT is also real for a real signal (Liu e al.,
2005). For simplicity, we sett=1, k=1 and & = 0.5 in our
context.

In Liu er al. (2008) scheme the original image X is
encrypted wvia DFRNT first and then the DFRNT
coefficient matrix Y can be obtained according to Eq. 1.
Next, r-1 random nonsingular matrices K, K., ...K_, are
eenerated. Finally, n shadows are produced as:

5=w K+ Wu.:":: totw, K +w Y
S;=wy ki rw Ko rorw, K +w, Y

(3)

SII =W H‘] + "'Ir.l'l.:EJ +.||+1|-||'-|.|_| |K| | +1"‘r.||.|‘l:r

where, w;; (1<i=<n, 1=j<r) is the weighting factor chosen in
advance. In decryption, assume r shadows are collected,
a linear eguation set can be constructed with r shadows
and the associated weighting factors are known, while K,
K., .... K, and Y are unknown. Thus the task of
recovering the DFRNT coefficient matrix Y is reduced 1o
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solving this equation set. At last, the inverse DFRNT is
performed on Y and thus the secret image X is
reconstructed.

PROPOSED SCHEME

Motivation: In Liu e al.’s scheme, the random matrices K|,
K., .... K., produced in encryption are no longer required
during decryption. This is one of the keyv advantages in
their scheme. However, this principle leads to the each
shadow S, (1<i<n) is equal sized as the input secret image
Y, i.e.., X, In addition, only one secret Y is encrypted in
Eq. 5. After carefully examined the strategies of Liu ef al.’s
scheme, we find that besides Y, actually the other r-1
coefficients K, K., ..., K., are also decrypted along with
the secret image. Motvated by this, we can also exploit
K. K. ..., K., to carry some secret image information
instead of meaningless random matrices, In this way,
Liu er al.’s scheme can be improved in two cases. One is
the shadow size can be reduced and the other is multiple
secret images instead of one can be encrypted every time,

Reducing shadow size: In the shadow size reduction
improvement, the input content 1s a single image. Suppose
the input secret image I is a gray-level image with the size
of WxH pixels, the encryption and decryption procedures
are described below.

Encryption stage: The encryption stage is described as
follows:

Step 1: Permute the secret image | into X with a pseudo-
random sequence. This operation aims to decorrelate the
secret image pixels in spatial domain. Although our
method’s security is guaranteed by the randomness of
DFRNT as explained in the later context, this step is still
necessary to scramble the input image so that the finally
shadows seem as random noise.

Step 2: Partition the permuted image X into r equal sized
segments X, X, ..., X, 1e., Ursize of X. Suppose each of
X, X,, .... X, 15 of the size W xH, pixels.

Step 3: Generate a random matrix Q according to a secret
key k; and obtain R as that in Liu er al.’s scheme. The
difference between Liu ef al.’s and our scheme lies in our
transform matrix is prepared for the segments of input
image, not for the input image in Liu ef al.’s scheme. In
particular, firstly generate a random real nonsingular
matrix Q of the size W xH.. Secondly, the matrix P is
obtained according to Eqg. 2. Obviously, P and Q are of the
same size. Thirdly, a W xH. transform matmx R.* of DFRNT
is produced according to Eq. 3 and 4.
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Step 4: Perform the DFRNT transform on X, X,, ..., X
respectively according to Eq. 6 and the corresponding Y,
Y...... ¥, are obtained.

Y =R"X (R")’ (6]
where, 12j=r.
Step 5: Generate n shadows 5, S., ..., 5, as;
S =w, Y +w Y, +. . +w ¥  +w ¥
S,=w, Y +w, Y. +.+w, ¥  +w, ¥ (7)

Y

S5, =w Y +w Y. +.+w ¥ +w ¥

where, w,; (1<i<n, I<j=r}) is the element of a constant
welght matrix given in advance. Note this constant weight
matrix must not be a singular matrix. In this way, n
shadows are produced with each being W xH, pixels, i.e.,
1/t size of the input secret image.

Decryption stage: The decryption stage is described
below:

Step 1: Suppose r different shadows S, 8, ..., §' are
collected for decryption. Construct a linear equation set
il

S =w Y A wi Y b w Y Y,
Se=wi, Y Wl Yo b wl Y WY,

(8)

5: = w:.IYJ + ll""‘r.r.zu':: +o.t 1?-':_. X+ """:..Y.
where, §', 5%, ..., S' are r different shadows collected from
5., 5., ..., 5, and w',, are the associated weighting factors

retrieved from the weight matrix. Thereby, Y, Y, ..., Y can
be obtained by solving this linear equation set. If more
than r shadows are collected, these coefficient matrices
also can be decrypted similarly from any r shadows
randomly selected among them,

Step 2: Generate a random matrix Q according to a same
key k,, further obtain the R." as Eq. 3 and 4.

Step 3: Perform the inverse DERNT transformon Y, Y ...,
Y, as Eq. 9 and thus the corresponding secret image
segments X,, X,, ..., X, are recovered,

X =R YR ®)

where, 1=)<r and the superscript -1 denotes the inverse
matrix.

Step 4: Obtain the permuted secret image X by
rearranging X,, X,, ..., X..
Step 5: Perform the inverse permutation on X with the
same pseudo-random sequence and thus the original
secret image 1 1s reconstructed.

Multiple secret images sharing: In the multiple secret
images sharing improvement, the input content is
composed by a set of equal sized secret images I, L, ...,
[,. Each of the secret images can be any type of content.
Suppose each of them is a gray-level image with the size
of WxH pixels, the encryption and decryption procedures
are described below.

Encryption stage: The encryption stage is described as
follows:

Step 1: Permute the secret images I, 1., ..., [, into X,
XKoo oy X, with a pseudo-random sequence. This operation
is for neighboring pixels decorrelation,

Step 2: Generate a random matrix Q according to a secret
key k; and obtain R_". That is, firstly generate a random
real nonsingular matrix Q of the size WxH. Secondly, the
matrix P is obtained according to Eq. 2. Obviously, P and
(Q are of the same size. Thirdly, a WxH transform matrix
R." of DFRNT is produced according to Eq. 3 and 4.

Step 3: Perform the DFRNT transform on X, X,, ..., X
respectively according to Eq. 10 and the corresponding
Y.Y. ..

T

., Y_are obtained.

“¥ (R (10

m 1 m

¥ =R

where, 1=j=r.

Step 4: Generate n shadows 5., 5., ..., S, as Eq. 7. Hence,
n shadows are produced with each being WxH pixels.

Decryption stage: The decryption stage is described
below:

Step 1: Suppose r different shadows §',, 8., ..., 5 are
collected for decryption. Construct a linear equation set
as Eqg. 8. §', 8§, ..., §' are r different shadows collected
fromS, 5., ....5,. Thereby, Y,, Y.. ..., Y, can be obtained
by solving this linear equation set. If more than r shadows
are collected, these coefficient matrices also can be
decrypted similarly from any r shadows randomly selected
among them.
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Step 2: Generate a random matrix Q according to a same
key k.. further obtain the R," as Eq. 3 and 4.

Step 3: Perform the inverse DEFRNT transformon Y, Y.....,

Y, as Eq. Il and thus the corresponding secret image
segments X,, X,, ..., X, are recovered:

X =(R5)'Y(R2) ) (11}

where, 1<j<r and the superscript -1 denotes the inverse
matrix.

Step 4: Perform the inverse permutation on X, X,, ..., X

with the same pseudo-random sequence and thus the
original secret image I, L,, .

... 118 reconstructed.

RESULTS

Four 512x512 gray-level images, Lena, Boat, Barbara
and F16 as shown in Fig. | are selected as test images to
evaluate the performance of our scheme. In our
experiments, both Q and W are uniformly distributed
random nonsingular matrices. First, the shadow size
reduction performance of our scheme is validated. The
Lena image is chosen as the secret image and shared with
a (4, 6)-threshold model (Fig. 2a-m). It is permuted before
encryption as shown in Fig. 2b and partitioned into four
equal sized segments. Then each segment is encrypted
with DFENT and thus four corresponding encrypted
segments are produced, as shown in Fig. 2d-g. Next, these
encrypted segments are shared in 6 shadows as shown in
Fig. 2h-m.,

Fig. 2: Sharing Lena image with a (4, 6)-threshold model, (a) the original secret image, (b) the permuted secret image, (c)
the reconstructed image, (d-g) the DFRNT coefficients of four segments and (h-m) six shadows 5,-5,
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Fig. 5: Decryption strategy of multi-image secret sharing based on DFRENT

DISCUSSION

According to the experimental results, we can find
that the difference between our scheme and the existing
methods lies in the following two aspects. (1) The security
of our scheme i1s guaranteed by several keys. One 1s the
kernel transform of DFRNT, 1.e., the matrix Q. The other is
the permutation key used for scrambling the input images.
This 15 different from the available image secret sharing
schemes for usually only one key is preserved in
decryption. In other words, our scheme can be maintain a
higher security when both keys are required in
decryption. (2) Our scheme maintains the two-layer
abilities. One is for shadow size reduction to 1/r and the
other is for multiple image secret sharing. Both of them are
easily realized with DFRNT. In contrast, most image secret
sharing schemes proposed in literatures are designed for
only one purpose. That is, in one case, a single image is
shared for small shadows: in the other case, multiple
images are input for encryption at the same time. In a
word, our scheme is a novel prototype for both
application scenarios.

CONCLUSION

An improved (r, n)-threshold image secret sharing
scheme based on DFRNT is proposed in this paper. To
share one secret image, the size of each shadow is
reduced to 1/r size of the original image and thus much
storage  space and transmission time is saved. In
addition, our scheme can be naturally extended to a
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(r, n)-threshold multi-image secret sharing prototype.
It allows parallel secret sharing and reconstruction. That
is, T secret images can be shared in n shadows at a time
and decryvpted simultaneously. Perfect security is
preserved in our scheme due to the randomness of
DFRNT.
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