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Abstract: The process of trust negotiation is the one of the resource requester and resource provider exposing

the certificate set and strategy set with each other. The network authentication model based on trust

negotiation fulfills the P2P network security, privacy, efficiency and success. The negotiation model will be

constructed by the trust game tree. When the negotiation succeeds, cache the certificate sequence and directly

show the sequence to complete the negotiation in the next negotiation. But the complete caching sequence will

lead a heavy birden and cause safety problems to the system, splitting negotiation process into multi-step and
caching part of sequence to improve overall performance. This study builds the caching sequence model based
on mixed static game theory and simulates the situation of the caching sequence on partial by introducing the
ratio factor. Finally, verify the assumption via the simulation tools named Gambit.
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INTRODUCTION

The strategies (Traum et al., 2008; Skogsrud et al.,
2009) of trust negotiation (L1 et af., 2009) are two kinds:
Positive strategy and cautious strategy. The positive
strategy discloses all the certificates 1 one time mn order
to attain trust. Because it has counteracted the income the
commumcation overhead brings about that the privacy
loss that disclosing the certificates indiscriminatively
brings about, most of existing negotiation framework uses
the cautious strategy (Zhang and Winslett, 2008), such as
Trust-¥, TrustBuilder, PolicyMaker and so on. Every
structure all provided detailed certification, rules for
policy making and flow chart for negotiation. In addition,
1t also advances mechamsm of caching sequence to save
time cost of negotiation. Complete caching sequence
would store all the producing certification sequence in the
process of negotiation, at the moment of gaining time
vield, consumption of saving resource would trigger a
series of safety problems.

The two nodes exchange the set of access control
strategy (Lu and Liu, 2009, Ardagna et al., 2008) and
disclose the certificates gradually to unlock the resources.
This kind of method might cause too commumcation
overhead to reduce the efficiency of negotiation because
of negotiating repeatedly, thus to import Trust Ticket
and  Cache

Sequence to optunize. Traditional

negotiation strategy comstructs the negotiation tree
according to resources or certificates as nodes and shows
the relationship of disjunction and conjunction. The
of edges mdicate the
comprehensive income of the certificates of the nodes and

values connecting nodes

the sub-nodes.

TRUST NEGOTIATION MODEL
BASED ON THE EXTENSIVE GAME

Trust negotiation sequence: Figure 1 shows a typical
process of cautious negotiation. Figure 2 describes a
constructed negotiation tree for resource R and the tree 1s
constructed in the process of the participators negotiating
gradually.

In Fig. 2a, there are all the routes of the unlock-
resowee R, in which the square represents disjunction
and the pentagon represents conjunction. The sides
whose weight is 8 represent that they cannot obtain the
certificates of the next node, so the pay expense of
disclosing reaches of infinite. In Fig. 2a, there are some
selectable negotiation routes (Chou et al., 2008) to be
able to construct trust fmally and the different routes
have the different certificate sets of disclosing, on the
basis of the value of utility of certificates to be able to
obtain the different income. In Fig. 2b, it is the one, in
order to get the resources, the requester needs to disclose
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Fig. 1: The process of trust negotiation

Fig. 2 (a-b): The process constructed by negotiation tree; (a) 2-1 and (b) 2-2

the following certificate set {C,, C,, C;, C;}. In order to
conduct the requester’s behavior, the provider should
also disclose the followmg certificate set {3, S, S}
which can just construct trust. This method, in the
situation of a mass of certificates and the complication of
access control strategy, may cause the space burden and
accessing burden (Zhang et al., 2008) because of the
excessiveness of nodes and may aggravate the
corresponding pay expense because of the frequent
negotiation process.

Model of game negotiation: The existing negotiation
strategy 13 the process to construct the negotiation tree,
by the certificates as nodes and by the process of
unlock-certificates as sides. Here, another kind of process
to construct the negotiation tree is put forward by the
resource requester and provider as nodes and by the
certificate set of disclosing as sides. This process is
extremely similar as the extensive game with perfect
information. Easily finding out, both who participate in the
game can be abstracted by decision node and the

certificate set of disclosing can be abstracted by branch.
The process of negotiation is the one of constructing the
expended game tree; via income function to calculate the
participator’s final effectiveness and to solve the sub
game perfect Nash Equilibrium. The actual negotiation
process is very complex and it can simplify in these
condition of convention:

»  The resource requestor C and the resource provider
S are both completely rational

¢  The resowce requestor C and the resource provider
S will pursue the maximum income for themselves
the premise of insuring to construct trust

¢  The resowce requestor C and the resource provider
S can obtain counterpart’s access control strategy
via negotiation

To solve the sub game perfect Nash Equilibrium is to
use the backward induction only if which insure that the
participators are completely rational, the relatively optimal
soluttion would be obtamed and otherwise the final
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income is unsatisfactory. According to the agreement, it
can be described as a tetrad as I' = (P, T, II, U) in the
open network environment that to construct extended
game.

In the tetrad, P indicates the set of game participators
and in the game P = {Client, Service}; T indicates the
action sequence of participators when the game
terminates, A 1s the set of all sequences and the
participators” action set defines as A(t) = {P (t, C)} after
a moment t and IT indicates the function to determine the
participator’s action which needs that the other shows the
certificate set:

C.if{t= @)
IT () 4 C,if{t = (1S, (e A, 8 € §))
8,if{t=(t,Cx), (Ve A,C'xE Cx)}

(1)

and U indicates the final state income fimction of game
and the income to the extent influence the choice of the
participators.

In order to
negotiation, at the beginning with negotiation, both the

save the communication burden of

nodes 1s to change all the access control strategy of
certificates and then both of the negotiation create the
negotiation tree and calculate the income in local. Because
both have the same knowledge and information in the
game, the mimmum certificate set of disclosing can be
uniquely confirmed. Although, in this case the privacy of
access control strategy would be lost, the times and the
commumcation pay expense can be decreased In
addition, compare with the private burden caused by
disclosing the certificates, the cost to disclose the access
control strategy is insignificant.

3)
(1

©) Subgame
. perfect Nash
el fleries equilibrium of
form games

Access

control

strategy

LN

According to the calculating formula mentioned
above, can obtain the model of trust negotiation based on
the extensive game shown in the Fig. 3 as follows:

In Fig. 3, the process of trust game is as follows:
Step 1: The resource requestor C requests the resowrce
R from the resowrce provider 5
The resource requestor C requests the access
control strategy of the resource and the
certificate from the resource provider 3
The resource provider S requests the access
control strategy of the certificate from the
resource requestor C
The resource requestor C and the resowrce
provider S exchange the access control strategy
from each other
The resource requestor C and the resowce
provider S construct the extensive game tree
according to step 1-4 and solve the optimal
action sequence to find the certificate set using
the algorithm of the extensive sub game perfect
Nash Equilibrium
The resource requestor C and the resowce
provider S search the certificate set which is
hold in local according to the step 5
The resource provider S sends the selected
attribute certificate set of the step 6 to the
resource requestor C
The resource requestor C sends the selected
attribute certificate set of the step 6 to the
resowrce provider

Step 2:

Step 3:

Step 4:

Step 5:

Step 6:

Step 7:

Step 8:

The income calculation of negotiation strategy:
Calculating the income of negotiation strategy is to need
to analyze the selected certificate set of the action of

(6) .
> Certificates

Access

control

strategy
X

()
@)

0]

Resources requester

®

Resources provider

'\/

4

Fig. 3: The flow chart of trust game
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participators and firstly is to need to obtain the value of
The methods of

effectiveness of

the effectiveness of certificates.
calculating  the of the
certificates are many, such as the static one and the
dynamical one. The static method can be determined at
the imtialization of the system according to the
uniform regulation. This kind of method 1s simple but
inaccurate, because the effectiveness of the
certificate might change as time goes by. This section
put forward to a kind of method to calculate the
effectiveness of certificates dynamically. If the resowrce
provider has the certificate S,, the more certificates the
resource requestor need to supply i order to unlock S,
the higher the value of 3, 1s and the more the loss to
disclose the certificate for its own 1s. If the resource
requestor has the certificate C,, the more the tunes to
need 1n the access control strategy of the resource
provider, the more to earn for its own 1s. The value of
the certificate of the resowrce provider for its own
defines as U, (C,) and the value for the resource
provider defines as U, (C,). In addition, the basic
value of every certificate is 8, the basic of public
certificate i3 2 and the Dbasic of non-public
certificate is 3. The calculating formula of
effectiveness of certificates is U, (C,)-U, (S,) + & or U,
(CakU. (S48,

value

same

Service
Py =R- (CAC) (CACS) (CAC)
Py, =8,- (CVCy)

Client
P, =C,-S8,VS,
P, =C,-SVS,

P, = C,~True P., = $,~C,
Po = Cs-True P = Si-C,
P, = C,~True P, = $,~C,

P, = C,-SVS,

The above is the certificate set and access control
strategy  defined by unlocking R. The
certificates the value after whose arrow 1s true are the
public ones which cen directly disclose. According
to the calculating formula of the effectiveness of
certificates mentioned above, the
each certificate 15 as follows, the original effectiveness
of each certificate 15 at the left of following, the
effectiveness after disclosing is at the middle, the
loss  of the effectiveness is at the right Tt can be
seen that after disclosing, because the privacy loss,
the wvalue has of the
existence of the certificate C,, the requirement to this
certificate will lead to the failure of negotiation. Thus, the

résource

effectiveness of

and because

a decrease

special handing 13 necessary which 15 to define the
loss as e

5,=50C,=5; 5,=3,C,=3; 5,=20C,=12
S, =4,C,=35; S, =2.C,=3, S5,=2,C,=2,;
S,=4,C,=2, 5,=3.C,=2,; 5,=1,C, =0,
S,=4,C,=2, S, =2.C,=0, 5,=2,C,=2,;
C,=00C,=2; C, =-w, C;=-1, C =e, C;=3,
C,=4, C.=3; C,=1;

When some certificates are of conjunction, the
income 1s the effectiveness of selectable certificates.
For example, C,vVC,, if choosing the certificate C,, the
effectiveness
certificates are of disjunction, the mcome is the sum
of the effectiveness of selectable certificates. For

18 2 and the loss 15 2 When some

example, C,AC,, the effectiveness 1s 4 and the loss 15 5.
The income of negotiation strategy defines as
follows:

U= U+ Y U6+ Y (66) + 5 C) (2)
) p=) o

Construction of trust game tree: To discuss the
construction of trust game tree need to define firstly the
algorithm of the action set of participators A (t), according
to the access control strategy set at last segment, in order
to answer the request of unlocking resource R, the
resource provider can divide three actions which are
CiNComn Csmt M Cuy and {Cyy A Copy}. In Fig. 4,
according to the algorithm of action set, to calculate the
game tree is shown:
The algorithm defines as follows:

Tnput: The sequence set 11 (f) before the game terminates, (CAC;)
(CACs) (CACH)
Output: A

Step 1: According to the sequence set I1 (t), via the conjunction Vv as
the identifier to split the sequence as IT (), II (&), IT (t3)

Step 2: To analyze three sequences one by one using the disjunction A
as identifier, such as Cs mark as {Cs}

Step 3: To obtain the action sequence set that the resource requestor S
can select A (1), A (), A (tz)
Definable algorithm of the construction of the game tree is as
follows:

Input: The process of automatic trust negotiation is T = (P, T II,
wm

Output: The game tree Treer
Supposing that all the certificate sets of an action sequence from
root to the current node t is A (h), also known as historical
action set

Step 1: To find the root node of Treer, marked as 8, to press the triple
(A (h), A (1), K) into the Stack

Step 2: If the Stack is non-empty, to take out the top element
(Ath), A, K). If the mark K is 8, go to Step 3; if the mark
K is C, go to the Step 4; if the Stack is emnpty, the algorithm
end

Step 3: To calculate the action set As(t™) of S:

«  Ifit exists the certificate whose effectiveness is in the action set
Ag (1), explaining that there is no such cettificate and the
negotiation fails, add the final income (-c,~<) in node K
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« If in the action set A (t") there exists some non-public
certificates the same as in the historical action set As (h”),
illustrating that this sequence exists the certificate circle
dependency and the negotiation fails, add the final income (=, -
o0} in the node K

o If the action set is a public certificate, proving that the
negotiation succeeds, calculate the terminal income and add
the final effectiveness (x,y) in node K

» If not conforming all the situation above, add a node K, and
mark C in node K, merge A; (t°) into As (h') and press the
triple (As ("), As (), Ko into the Stack

Step 4: Calculate the action set A, (t") of C similar as Step 3 and go to the

Step 2 when end

Algorithm of sub game perfect nash equilibrium of trust
negotiation: According to the definition, any complete
mformation dynamic finite game exist Nash Equilibrium, to
solve sub game perfect Nash Equilibrium uses the
backward induction. The essence of the backward
mnduction 18 a kind of recursive algorithm, roughly
describing that deriving from leaf node to the root node,
the decision mn every step will choose the path of
maximum income for itself and finally the formative
sequence 1s the one of sub game perfect Nash
Equilibrium, the description of the algorithm is as follows:

Tnput: the extensive game tree: Tree
Output: the sub game perfect Nash Equilibrium of the extensive game tree:
SPE
// calculate the sub game perfect Nash Equilibrium of the game tree
Function CaculteSPE(Tree)
n = Tree.height; // select the height of trust game (ree
Player = FindRootOf Tree(Tree); / select the root of trust game  tree
If(n=>1)
SubTreeSet = FindSubTreeSet(Tree); // select all the sub tree
For each SubTree in SubTreeSet
{f solve the sub game perfect Nash Equilibrium in
recursion
ResultSet.insert{CaculteSPE(SubTree));
Endfor
/1 according to the result of recursion to calculate the optimal
choice of participators
Retum Find Player Best Choice (Player, ResultSet)
Else
LeaveSet = FindlLeaveSet(Tree); // obtain the leaf node and
take out the income
For each Leave in LeaveSet
/1 press the action sequence every leaf node represents into
the result set
ResultSet. insert(FindPay off{Leave)),
Endfor
/1 select the optimal result of the sub tree in this floor,
being sub game perfect Nash Equilibrium
Retum FindPlayerBestChoice(Play er, ResultSet);
Endif
End Function
/1 select the optimal income fiinction of appointed participants from
result set
Function FindPlayerBestChoice(Player, ResultSet)
ChoiceSet = FindMaxPayoff(Player, ResultSet);
a optimal income of a participant
/f select a optimal income of another participant and retumn
from former statement
Return FindMaxPayoff{AnotherPlayer, ChoiceSet);
End Function

/i select

{CBIAG 1]

S
C, [*] W
G 2BG

2
e C C
s 2] ;13, RIS
S S

Fig. 4: The example of action set algorithm
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Fig. 5: The example of extensive game tree

Application example: Tn order to obtain the resource R, it
can construct the game tree describing in Fig. 5 as
follows. According to the game tree mentioned above, the
action sequence cannot the certificate C, and cannot build
trust and therefore the final income is (-es,-c0). In addition
when the game terminates, the action sequence (({C.},C,)
(5,5, ({C5.Cd, C(S5)(Co)) and (HC45.C7) (8,) (C)(55) (C5)
(S,.5,) ({C,, C,1.C))need obtain the certificates C, and C,
which are the same as in former one time. Tt forms the
circle sequence of certificates and cannot construct trust
and thus the terminal income is (-co,-co). These three
sequences can eliminate. There are three action sequence
can construct trust:

s The income is ({C;},C,~S,,58,~{C,,C.},C,»5,~{C &),
the income is (Squicciarini et al, 2011, 2010)

s  The income is ({C,C;}=8,~C,), (Tun-Ichi et 2., 2010)

s The income is {C,C,}-8,~C,-S,~C,), (Liu and Lu,
2009; Bonatti et al., 2010)

Solve the sub game perfect Nash Equilibrium of the
extensive game by using the algorithm mentioned in the
former section, obtam the sequence ({C;,C;}~S,~C,) as
optimum which can lead to that both of the game
construct trust, expose the minimum munber of certificates
and decrease the communication burden.
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GAME MODEL OF CACHING SEQUENCE

Caching Trust negotiation process 1s
a complete information static game
(Wang and Yu, 2011). Resowrce requester and resowrce
provider on the basis of the successful completion of
negotiations make it as soon as possible. In other words,
maximize the time income (Niyato and Hossam, 2008). The
establishment of mutual trust is essentially a strategy to
unlock the other side and the certificate process. For
example, the resowrce requester C and resource provider
3, C requested to S for resowrce R, need to provide in
accordance with policy set (R— (CAC,) V (CA C;)) Unlock
R. The C in accordance with the policy set in the request
for the certificate (C,AC,) or (C,A C.). But C,, C, are non-
public certificate, Requiring in accordance with the policy
set of C (C,. (8,3;)) Unlock C, and S, i3 non-public
certificate, needs C in accordance with the certificate Cé to
unlock. Repeat this process both sides, until the
completion of this consultation. If R is unlocked, then the
negotiation succeeds. In Fig. 6, there is a typical process
via constructing the negotiation tree (Squicciarini et al.,
2011, 2010) to unlock the resources and certificates.

In Fig. 6, the part of deep color is the revealing
sequence of certificates to complete this negotiation. If
the strategy sets and certificates in C and S are all
unchanged, cache this subsequence and be able to skip
the process of negotiation next tume to repeat this game.
However, storage burden may be larger, especially when
the caching sequence (Liu and Tu, 2009) is huge. If C and
S change the strategy set, some unnecessary certificates
with high sensitiveness (Bonatti et al., 2010) which cause
the safety wastage. Thus, dismantle the full caching
sequence to many subsequences and each subsequence
unlocks a certificate and strategy. Therefore, split this
sequence to many sub-sequences which can unlock a
certificate and strategy and selectively cache these
sub-sequences. When negotiating again, according to
needing to use these sub-sequences, package to be
complete sequence to unlock the resowrce. Figure 7 1s the
sketch map of part-caching sequence.

Theoretically speaking, this method can decrease the
storage burden and also decrease the probability of
revealing sensitive certificates but decrease time mcome
to some extent and increase the complexity of the system.
Via constructing the game model, imitate this process of
this repeat game (Jun-Ichi et al., 2010) and discuss the
scope of application and strengths and weaknesses of
part caching.

sequence:
II01-Z€TO

Game model of complete caching sequence: Firstly
discussing the complete caching game model, the

Fig. 7: Negotiation of part caching sequence

resowrce provider and the resource requester as two game
nodes can choose the strategy cache and not cache.
Introduce the time income factor: T, the room income
factor: s and the safety shortage. In the game model, one
side takes the strategy cache and if the other side also
takes the strategy cache, both can obtain the income of t.
However, caching sequence will bring the safety burden
to increase the storage burden. Introduce the room
income factor which will bring the storage burden when
increasing the time income. To sum up, if one node selects
cache, the income formula is s (t-1)-a and if the other node
selects not cache because of no storage burden, the
income formula is. If the two nodes select cache at the
same time, the time mcome will increase, the income
formula is s (2t-1)-a. Table 1 is the two-variable matrix of
the complete caching sequence:
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Game model of caching sequence adding to ratio factor:
On  account of problems exposed in the complete
caching sequence, trust negotiation model on partial put
forward the thought of partial caching sub-sequence
whose essence is to introduce the ratio factor 1 (O<n<1)
and to simulate caching sequence on partial according
to the certain ratio of caching certificate sequence. The
mtroduction of ratio factor caused the room and safety
income while loging the time income t. On the one hand
when one side chooses to cache, the income formula 1s
1s (t-1)-a. On the other hand, although choosing to not
cache wouldn't consider the influence of space mcome
by the ratio factor, the time income was the same in
both two sides because of the specialty of trust
negotiation. It would also be influenced by the ratio
factor. The income formula was mst-a. Table 2 shows the
two variables income matrix of the caching sequence on
partial.

From the income matrix above, it 1s hard to judge
mtuitively the influence of adding the ratio factor to the
game. To some extent, it depends theoretically on the rate
between time and room. The security factor as a constant
has the check and balance in the situation of pimping
order of magazine but it can ignore when the order of
magazine is great. Then, the Nash Equilibrium of
improved model is calculated via the game theory and
then the influence of ratio factor 1s discussed via
stimulation.

The model mentioned above is a typical mixed
strategy game model; it cannot find the Nash Equilibrium
of two income matrix by using traditional method m the
game theory. According to the defimtion of mixed
strategy game, In the classic game formula with n nodes,
eg., G={8. -S;u. u} iftoeverynodeI{(I=1, 2, .., n),
P.*, is the optimal case from the mixed strategy group to
the other n-1 nodes which 1s:

DA (TPRRERN VRPN Tl R TP R I (T EEE LN VI KPR L 3

If P; could be valid, the mixed strategy group p*, ...,
p*.... ot s Nash equilibrium. To sclve the Nash
equilibrium for the node game model adding the
discount factor we suppose that the possibility of
node 1 choosing ‘Cache’ 1s and g 1s for node 2. The
income function of both two sides is showed as the
following:

ul (pLp2)=pqMs(t-D-a)+p - s @t-1)-a)+{1-p) {1~ q (nst-a)
=pnst—pns +nst—qnst- a=qa-pqa

uZ(pLp2)=pg(nst-a) +p(l-q Ms2t-D-a)+{1-p) L~ (st -1 -a)
=pnst—qnst +nst—ns +qs— a+qga+pga

(“4)

Table 1: Game model of complete caching sequence
Resource provider

Resource requester UnCache Cache
Cache g (t-1)-a, st-a 8 (2t-1)-a, s (2-1)-a
UnCache 0,0 st-a, & (t-1)-a

Table 2: Game model of caching sequence adding to ratio factor
Resource provider

Cache
ns (2t-1)-a, ns (2t-1)-a
nst-a, ns (t-1)-a

Resource requester UnCache
Cache s (t-1)-a, rst-a
UnCache 0,0

Then trace the Nash equilibrium with mixed strategy
which is the solution of optimal decision:

manul (pl,p2*) =max [prst—pns+nst—q*nst—a+q*a—pq*al
BE

manu2 (pl*,p2) =max [p * rst — qrist + st — s - qns —a+qa—p * qa]
| 2t

(5)

Conducting the first derivation of the optimal, we
could get the extreme value:

E:115:t—115:—aq*=0
o 6)

au, «
——*=-nst+ns+a+pa=0
ap

The result 1s:

p*:ns (I:—l)71
: (7
q*:nS( -

a

The Nash equilibrium 1s:

P, =(ns (;71)_1’2_115071))

a 8

B ns (t—1) ns (t—1) ®

Pg:( 1= )
a a

If selecting Cache, the expected income is showed as
the following when P = 1:

u, '(p'.p,)=—qnst+ 2nst—ms —a 9

It selecting UCache, the expected income is showed
as the followng when P = 0:

u "(p".p,)=(@a—-nstyg+mnst—a (10)
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In the end, P1 is the optimal decision for the node
strategy. No matter whether selecting Cache or UCache,
it wouldn’t influence the final result of the game:

u, ("Cache",p,) =u, ("UnCache",p,) (1 1)
then:

q:'r]s(l:—l) (12)

a

Therefore, when the probability for node 2 selecting
Cache is:

q< e (t-1)
a

node 1 selects Cache Otherwise, if:

q>n5(t71)
a

node 1 selects “UCache” When:

s(t—1
q=" t-n
a

node 1 selects “Cache” or “UCache’” randomly.

Discussion for the effectiveness of ratio factor: In case
that in a certain moment, there 1s a game between the
resource provider and requester, according to the result
above:

_nsit-b
a

0=p

0g1-p-1- =D
a

we could found that the range of ratio factor is:

a
s(t-1)

=ns<

from that it is not difficult for us to make out that the more
thes (t-1) 1s, the less the ratio factor 1s namely, caching
sequence is the less the better. Therefore, we could raise
the ratio factor formula as:

2l

According to the formula above when the safety
loss approximate to the product of time and space
income st, the partial caching ratio i1s approximately 1
which mean the partial caching secquence valid. Otherwise,
considering the practice of integer partite, the probable
value for ratio factor is 75, 50 or 30%. So, the possible
value of ratio factor would be less than 50% when 1s
very large which would deplete the time income of
trust negotiation greatly. In a word, by solving the Nash
equilibrium of mixed game and analyzing the reality, we
find that ratio factor can’t optimize the income of trust
negotiation obviously. Especially, it would lead to the
loss of time mcome. Therefore, 1t’s tiny effective to
improve the ntegral income by introducing the partial
caching sequence m the research of trust negotiation
framework.

SIMULATION RESULTS AND ANALYSIS

Gambit is a kind of simple and useful software for
game simulation which could conduct simple and
game simulation Mixed strategic game
belongs to simple game. Supposing that resource
requester Client and Service,
respectively, among which Cache and UCache represent

expanding
and provider as

caching strategy and un-caching strategy, respectively.
And more than once games are repeated. We define time
profit, safety loss and space factor as 5, 3 and 1.5,
respectively,  conducting  the
following. Figure 8 1s the game stmulating pictwre of
not adding the ratio factor. Figure 9 are the game
simulating pictures of adding the ratio factor, in
whichn=100fa),n=0750f b), n=0500fc), n=0.25
of d).

According to the simulating pictures above when the
abscissa Lambda has different values, to compared with
the convergence of each ratio factor. Figure 10 is the
picture of the curve converges.

simulation as the
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Fig. 8 Simulation result of not adding the ratio factor
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Fig. 9 (a-d): Sumulation result of adding the ratio factor; (a, by = 1.0, (c¢) 1 = 0.5 and (d) 1 =0.25
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Fig. 10: Comparison of curve converges
CONCLUSIONS

According to the specialty of trust negotiation,
present study
information active game and on the purpose of improve
the structure of trust negotiation, puts forward a kind of

mtroduces the theory of complete

strategy of trust negotiation, by using both of negotiation
as decision nodes and the exposable certificate set as the
actions and constructing the game tree at a time. In
addition, the distinction between complete caching
sequence and caching sequence on partial i1s discussed.
Via the cache strategy of mixed strategy model simulating

0.5 0.5
78 g 0.44

0.5 0.5
0.4 0.45

the trust negotiation, importing the ratio factor to
distinguish the situations of complete caching and
caching on partial, then calculating the Nash equilibrium
and mathematical analysis. Finally, adjust the ratio factor
and simulating, it confirms that in the negotiation
structure, caching sequence on partial has no effect to
increase the total income. With the combmation between
the game theory and P2P trust negotiation, this strategy
reaches the equilibrium between -effectiveness and
security and provide a kind of thought for improving the
existing structure of trust negotiation. Furthermore,
discussing the feasibility of some improving projects has
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some positive effect to the research of trust negotiation
strategy set and certificate sequence.

At present, the elementary discussion for this
strategy has been done. The influence of repetition game
to negotiation result and some complicated potential
safety hazard, such as access control strategy and
certificate forged, has not discussed. In the future, the
encipherment of the certificate set and its evolution will be
lucubrated.
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