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Abstract: This study propose a trusted mobile nodes access method under the wireless network. The method
based on the property attestation without the third party to venfy the identity of mobile node platform instead
of the method based on the property certificate or based on the platform configuration. When the mobile
platform identity is verified, the mobile user identity is also verified at the same time. Besides, comparing with
the existing method only providing the mutual attestation between mobile user and network agent, our methods
also provides the mutual attestation between mobile users. At last, we use CK model to prove the security of

our protocol.
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INTRODUCTION

With the development of wireless network
techmology, mobile devices become more popular, such as
3G cellular, WLAN terminal, WiMAX terminals and
multi-mode terminals. Although, the opening of the
wireless networks brings us the convenience it also
brings r1isk, because the mobile terminals themselves
have the risks (Zhengiang et al., 2010). So the security
of the mobile terminals becomes one of the key
technologies for the Wireless networks. September
2006 the Mobile phone Working group in trusted
computing group released a Mobile Trusted Module
(MTM) specification V1.0 (TCG, 2007), aimed at
establishing a credible security mechanisms to protect
user's privacy information and sensitive data for the
mobile terminal.

Trusted computing technology is then used to
enhance the integrity attestation of the access node
platform (Li et al., 2009, 2010) but these inproved methods
are based on the binary method (Changxiang et ai., 2010)
which is likely to expose the platform configuration
information. The Property based attestation (Sadeghi and
Stuble, 2004) 1s used to improve the access authentication
of the mobile platform (Zhenqiang et al., 2010). However,
many kinds of certifications are used, such as the attribute
certificate, membership certificate, etc., that increase the

cost of the entire network because of the issue and
maintaining of these certificates and also bring the
security risk to the wireless networks with lower
bandwidth and higher error rate of chammel Besides
the mobile node has to store these certifications to fimish
the attestation protocol which increase the load to the
mobile terminal with limited computing power and the
enIergy.

Considering the defect of mobile terminal in
computing power and communication bandwidth, we
propose a trusted mobile nodes access scheme under the
wireless networks, based on the identity-based
cryptography (Huaxi, 2006; Qi et «l, 2010) and
property-based attestation without a trusted third party
(Chen et al., 2008). The definition of trusted mobile node
15 the nodes based on the MTM. The key idea of our
scheme 1s both of the user’s identity and the platform’s
identity are authenticated at the same time in the access
process and the platform’s identity can be verified directly
by any network agent but the user’s identity can be
verified only by his home network agent. Here the 1dea of
identity-based authenticated key is used to construct the
session key between inter-authenticated parties. When a
mobile node joms mnto a home network, the KGC (key
generation center) in the home network will issue a
public/private key to it which can be verified by the home
network agent to allow the wireless access server. When
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the mobile node removes into a foreign network, the
foreign network agent first verifies the identity of the
mobile node with the help of home network agent and
then it requires the KGC mn the foreign network to 1ssue a
temporal private key for the mobile node. Using theses
public/private  keys, the network agents and the
mobile nodes as well as the inter-mobile nodes can
authenticate each other by the identity-based session
key. The use of symmetric key reduces the communication
cost and the use of temporary identity keeps the
anonymity for the mobile user. Besides, the CK
model (Canetti and Krawczyk, 2001, 1998) is used to
theoretically analyze and prove the security of our
proposed scheme.

RELATED WORK

Here, mathematical theory and security scheme of
related work are shown.

Weil paring: Let E be an elliptic curve over a base field F.
Let G, be a cyclic additive group by P whose odder is a
prime ¢ and G, be a multiplicative cyclic group of the same
order . We assunie that the discrete logarithm problems
in both G, and G, are hard. The Weil pairing (Chen and
Kudla, 2004) 13 defined by a bilinear map & G xG,~G,,
where G, corresponds to the additive group of points of
E (F) and G, corresponds to the multiplicative group of an
extension field of F. The Weil pairing é has the followimng
properties:

+  Bilinear: If P, P, P,, Q, Q,, Q,€G then é (P+P,, Q) =
é (P, Qe (P, Q) and & (P, Q+Q,) = & (P, Q)+¢
(P, Q)

¢+  Non-degenerate: There exists a PeG,, such that
& (P, P)#1, where 1 is a generator of G,

¢+  Computable: There exists an efficient algorithm for
compute & (P, Q) for any P, QeG,.

Cryptographic assumptions

Bilinear Diffie-Hellman (BDH) problem (Chen and
Kudla, 2004): Let P be a generator of G,. The BDH
problem in G, G, & 1sgiven(P, xP, yP, zp) €3, for some
X, ¥, Z chosen at random from Zq,
e (P, P)Y™e(,.

compute

OMDI. (One more Discrete Logarithm) problem
(Baek et al., 2005): Given (g, g, &, G,, G,), after n queries
to the challenge oracle C () and m queries to the Discrete

Logarithm oracle D1, (), where m<n, compute s,..s,
where (g =h") and h,,.. h,eG, output by C ().

Canetti-Krawczyk model: CK model is proposed by
Cantti and Krawczyk which 1s used to analysis and design
the key-exchange (EK) protocol and the details of the
model can be found 1n the onginal paper (Canetti and
Krawczyk, 2001, 1998).

Definition 1: A key establishment protocol m 1s called
session key secwrity (SK-security) if the following
properties are satisfied for any adversary U in the
UM:

¢« If two uncorrupted parties complete matching
sessions then they both output the same key

»  The probability that U guesses correctly the bit b
(1,e, b’ = b) 1s no more than 1/2 plus a negligible
function in the security parameter

The advantage of U 18  defined by
Adv,y, (k) = |Pr [b'=b]-1/2|, sothesecond requirement will
be met if the advantage of U is negligible. If the above
properties are satisfied for all KE-adversaries in the AM
then 1 is also SK-secure in the AM.

WIRELESS NETWORK SCHEME

The basic structure of our moedel 15 shown as Fig. 1.
After the legitimate MTMSs join in the DAA 1ssuer group,
they obtain the DAA certificates 1ssued by these DAA
1ssuers. Trusted CA has two roles: one 1s to verify the
identity of KGC (Key Generation Center) and 1ssue the
public key certificate for KGC; the other 15 to discuss with
KGC; and confirm the platform configuration set denoted
by CS for respective access domain where KGC 1s
located. Each access region (or called service region ) has
its own KGC as a trusted third party to provide key
distribution services for its members, such as mobile
node, network agents etc. Mobile Node (MN) embedded
a legitimate MTM chip 1s called trusted wireless device,
who can access the Internet by the wireless way. Local
network, foreign network, DAA 1ssuer group and CA
group are, respectively connected to the Internet through
their own network connection devices such as routers by
the wired way. Suppose that between the KGCs there are
trust relationships which can be achieved by the
traditional PKI technology based on the public key
certificates issued by CA and each network agent (the
home network agent HA, the foreign network agent FA)
has got the knowledge of DAA issuer’s public parameters
and their respective platform configuration set CS. Tn the
next section, we describe the details of the access
protocols.
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DAA issure

Fig. 1: Wireless network scheme
TRUSTED MOBILE NODE ACCESS PROTOCOLS

Tnitialization: Tn ow model, we give some supposing as
follows. First suppose that all the KGCs have the same the
public parameters G, G,, é, g, P, H,, H,, H,, where P 1s the
generator of G1, the difference of KGCs are the KGC’s
private key (or called master key) seZ’, and public key
P., = sP. The feasibility of this assumption has been
proved as (Huaxi, 2006; Qi et al., 2010; Hui et al., 2009);
second suppose that there are two trusted authorities, say
KGC, and KGCy, which have public/private key pairs
(Popss 8.) and (P,yp, 8p), respectively; Third suppose that
there 1s a HA and a FA located in KGC, and KGC;,
respectively. HA registers with KGC, and get its private
key Sy, = 8,Qu., where Qu, = H, (ID,) and FA registers
with KGCy and get its private key Sp, = $:Qs,, where
Qr, = H, (ID;,); Last suppose that each MN has got MTM
certificate issued by respective DAA issuer and the
certificate  generation can refer to (Canetti and
Krawczyk, 2001). Besides, because the case when MN
registers m the home network 1s the special case when
MN removes mto the foreign homework, so we mtroduce
the latter case. We suppose that after the register is
successful, KCG, sends the MN’s public/private key

(Qu, Say) to MIN, where Qe = H; (H) (IDs)), S = 520w

MN removes into the foreign network: When MN moves
into a foreign network, its identity has to be verified by
the foreign agent. The anonymous attestation and key
agreement process are shown as Fig. 2 and the details are
described as follows:

After received platform configuration set CS; which
15 confirmed by CA and KGCy and meets the platform
access requiremnents for the foreign network, MN gives

MN FA HGC, HA
N, CS,Sigy, =
F, 6y Oy, 1Dy, 1Dy, TIDyy, €y R Mygpi Sy
My, Sigyy _i
RNTB o E
. v
BM
¢ Ny, My, Sy
F, 6'\i, 6" Miygs Sy .
v a4 v

Fig. 2: MN accesses the foreign network

platform identity integrity proof based on the property
and sends the proof to FA. FA first verifies the identity of
MN platform and then tuns to HA to require the
attestation of mobile user’s identity. If MN’s identities
including platform’s identity and user’s identity are
verified successfully, then KGCB will send a temporary
status for MN. Finally, MN can use this temporary
identity to establish shared keys with FA and with other
mobile nodes i the same foreign network. The
authentication process of protocol mamly contains the
mutual authentications between HA to MN, between FA
and HA and between MN and FA.

Aiming at the authentication form HA to MN,
because the flows need to be transferred by FA, so we
need a mechanism to hide MN’s identity as well as realize
the identity authentication and then we reuse the scheme
by Q1 et al. (2010) to realize this aim; Aiming at the
inter-authentications between MN and FA because MN
and FA come from different network areas, so MN must
get a identity issued by the KGC of FA and then we reuse
the schemes by Hw et ol (2009) and Chen and
Kudla (2004) to realize this aim. Aiming at the for the same
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domain authentication both sides should establish a
symmetric key. Aimed at inter-authentications between
FA and HA, because is no third party, so we used the
ordinary signature scheme to realize this aim. The details
of our protocol are shown as follows:

Step 1: FA first verifies the MN platform’s identity

Step 2: MN randomly chooses Iyp, Tyw Tur€r 2,
computes the public parameters Ryp, Ryp Rym
the temple identity of MIN denoted by TID,y,, the
session key between MN and KGC; denoted by
Kye and the session key between MN and HA
denoted by K, makes the message uses myy
and uses the session Kto encrypt my
denoted by ey, where Ryp= 1ylPowe Ry =
e R yr = TaePs TIDyy = 1305Qzee K = 16l
Ko =H; (& gy T Qpaa) b M= Dy, [De, Iy,
Ty Raes Raers R wrds € = iy (hae) - MN sends
iF, Oy, Og, 1Dy, 1D, TID . €4y ¢ to FA

Step 3: After received the message from MN, FA
gets the timestamp Tg,, makes the message
My = 1D [Dpsy TTDyy, €yms Trats cOMputes a
signature on mp using FA’s private key
Bigp, =L, (I (mgy)) and sends {mg,, Sig,} to HA

Step 4: After received the message from FA, HA first
verifies the timestamp Ty, and the signatures
Sige,. If the verifications are successful, HA
computes the session key between HA and MN
denoted by Ky, where KyyH, é (TIDyp, Sua)-
Then decrypts e,y using Ky, gets IDyp, and 1y
and verifies the equation 1y, H, & (IDy) = TTD .
If the verification 1s successful, HA trusts MN’s
identity according to the Eq. 1, makes the
message Myr = {IDy,, Dg,. TIDy,, RyrR e Rige.
Ty}, computes Sigy, =B (H:(mg)) and sends
imyp Sigg,t to FA:

Kine = € (TunQumes 320Qua) = € Sy TinQu) = Koy (1)

Step 5: After received the message from HA, through
checking the timestamp and the signature, FA
trusts the identity of MN user which has been
verified by a trust HA. Then FA sends Ry to
KGC,

Step 6: After received news from FA, KGC, issues a
temporal private key S’ to MN, computes the
session key Kg,, between KGCy and MN and use
this session key to encrypt temporal private key
denoted by eg,,, where 5" = $:Qume Koy =55 Ry »
eane = By, (Steroexpiry) | expiry denotes the expiry
time of S, KGC; sends ey, to FA

Step 7: FA randomly chooses rp,€,7, and a nonce N,
computes Rpy = TryQps R’ = Iyl and the
session key between FA and MN denoted by

Ky makes the message mp, and computes a
MAC wvalue on my, denoted by &g, where
K = H; (& (Spe, Ryt 10 Quang), My = 11D, IDg,

TIDyw  Rewe R'mws Rue  Rlym ey,
SFM:MACKm(mpm). FA SeHdS {Nv:- Mgy, 6FM} to
MN

Step 8:  After received news from FA, MN first uses K,z
to decrypt eqy, and gets the temporary secret key
S’ and expiry, according to the Eq. 2. During
the expiry date of S'y, MN computes the
session key between MN and FA denoted by
K, and verifies &, where K, = H, (& (8’1
Roy s Qsa)y 0 m). If the verification is
successful, MIN trusts FA’s identity according
to the Eq. 3. Then MN gives the platform
identity proof on N', including a commitment F’,
a TPM signature 0’y and a ring signature o'y,
MN makes the message my,; and computes a
MAC value on m,; denoted by &, where
Myr = { TIDy, IDyas IDray Ryges Ryies Reyes Rie} s
Syp =MACy  (myp) . MN sends {F', o'y, 0, My,

Bt to FA:
Koy =53 Ryp = PPLaPstin = 6P =Kip 2)
= 2 S5 (1 o) — (3)
Ky =H; (B(Qpgy + Q) Tl P) = Ky

Step 9: FA first verifies o'y, 0'; and then uses Ky, to
verify &y If all validations are successful, FA
trusts the MN’s identity including MN’s
platform identity and user identity according to
the Eq. 3

SECURITY ANALYSIS

Because MN joins the Internet through the home
agent is the example of through the foreign agent, so we
analysis the access process when MN moves to the
foreign network and through the FA to join the Internet in
detail. To describe easily, the access process through FA
1s called ID based Mobile Node Foreign Access (IDMA).
In the following sections, the authentication security and
anonymity of IDMA protocol is proved.

Here we adopt CK model to give the authentication
security proof. CK model has been used to prove the
security of key exchange (EK) protocol (Canetti and
Krawczyk, 2001, Huaxi, 2006). According to the design
principle for secure KE protocols m CK, if m 15 a secure KE
protocol in the Authenticated-links Model (AM) and C is
an authenticator, then C (1) 1s a secure KE protocol in the
unauthenticated-links model (Canetti and Kaawczyk,
1998), we give the authentication security proof for IDMA
protocol. First, we give the security IDMA protocol in
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FA KGC, MN HA
— My ——p
< my,;
<
Ry
Coy v
Myp
>
v i
My, Oy
<
<
Mpy, 8 ——
v v

Fig. 3: IDMA m AM

AM; then we construct the security authenticators, At
last get the security IDMA protocol in UM by
combination and optimizing,.

Secure IDMA protocol in AM: According to the
definition of adversary scheme in the AM, the messages
between MN and HA or between MN and KGC, can be
transferred honestly by FA. So here we suppose there 1s
direct link between MN and HA as well as between MN
and KGCy. Next we give the description of IDMA in AM
seennas Fig. 3:

Step 1: MN randomly chooses ry,€e.7’,, computes
Ko = H; (8 Sy Tan@a))s TIDwpy = TyenQ e and
ey = By, (Dy.fm) , makes the message my,, =
{IDy., TDss, TIDwe Rye R'ye €t and then
sends my,;to HA
HA computes Ky, = &(TIDyyy, Sya), decrypts eyy
and verifies the equation TTDy = Ty Quae 1f the
verification 1s successful, it means HA trusts
MN’s user identity. Then HA makes the
message My = {IDy,, IDg, TID g, Rygr, R et annd
sends m,; to FA
Step 3: MN randomly chooses 1€y 7, computes
Rup = TypPose and Ky = 13,5P and then sends
Rysto KGCy
Step 4: KGC; issues a temporary secret key
S = 82y for MN and computes K, =s;'R,
and  epy =By, Gig.expiny) . where  expiry
represents the period of validity for 5", KGCy
sends ey, to MN
FA randomly chooses ry€:Z", and a nonce N,
computes Rey = Qs R = TpPs Makes the
message My = 1D, IDr TTDwe Reys Rpys
CS;} and sends mp, to MN
Step 6: MN randomly chooses ry€,7°, computes
Rir = tyrie R'r = 0l Ky = H; (€ (S
R e Qps)s TR ) @nd platform configuration
mformation {F, oy, 0}, makes the message
Myr = {Mpy Ryr R'yp T, Oy, 0y}, computes
S =MAC, (my) and then sends {myg, Oy} to
FA

Step 2:

Step 5:

Step 7:  FA computes Ky = H, (8 (Sps Rum TenQums
iR wp)  and  verifies  the  equation
Sp =MAC, (my). TIf the wverification is
successful, it means FA trusts MN’s identity.
Then FA computes 8g, =MAC, () and sends
O My to MN

MN verifies the equation &,, = 8, If the
verification is successful, it means MN trusts

FA’s identity

Step 8:

Next, we prove that the TDMA protocol is SK-secure
in the AM.

Theorem 1: IDMA protocol 15 SK-secure in the AM, 1if the
TPM signature and ring signature schemes are secure, the
BDH problem, OMDL problem, discrete logarithm problem
are hard and the encryption algorithm EK is secure
against chosen message attack, as well as HA is trust and
MN?HA and FA are uncorrupted.

Proof: According to the definition 1, if we what to prove
IDMA protocol is SK-secure in the AM, we must give the
proof that our protocol satistied the two properties.

Proof (sketch) (i): When MN HA and FA are
uncorrupted, it is clear that when the IDMA protocol is
finished, according the Eq. 3, we can get the conclusion
that Kp = Kgyy which means both MN and FA output the
same session key. The first property had been proved
over.

Proof (sketch) (ii): In order to prove owr IDMA protocol
satistfied the second properties, we give a theorem 2
described below.

Theorem 2: If the advantage of U to break IDMA
protocol denoted by Advpy,,, (k)= [Pr[b"=b]-1/2| s
non-negligible, then U can solve the BDH problem or
OMDT, problem or Discrete Logarithm problem or break
the ring signature or TPM signature.

Proof: If 1] can successfully attack session key between
MN and FM, three conditions are must satisfied together:
1) U can successfully forge a platform property (proof; 2)
1 can successfully get the temporary secret key S’y 3)
U can break the session key protocol between MN and
FA.

Proof (sketch) (1): Because we use the method of
Chen et al. (2008) to prove the platform’s identity and this
method has been proved that it is satisfied with the
evidence authentication (Chen et al, 2008). From the
conclusion of Chen et al. (2008), we get the following
conclusion: (1) the max probability that U break this
method is:
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A2 ey g g

where, €4y, €, and €, respectively denctes the
probability of U to forge a TPM signature, forge a ring
signature and solve a discrete logarithm problem, q*/2'* is
negligible in the security parameter and (2) this probability
1s negligible.

Proof (sketch) 2): From Fig. 3, we can see S’y is sent to
MN from KGCj by the form of Ey (8tw) . So if UJ what to
get Sy, 1t must break the encryption algorithm E,
which 15 semantically secure against an adaptive
chosen ciphertext attack or compute the session key Ky
which is an OMDL problem seen formula 2. We use
Advy ,  and Advoyp ; to, respectively denote the
advantage of U to break a security encryption algorithm
E, and solve an OMDT, problem. So the max probability of
U to successfully get the temporary identity secret key
Sy 18

max{Advg ,; +1/2Advgn o, +1/2}

Proof (sketch) 3): From Fig. 3, we can see the session key
protocol between MN and FA is based on the method of
(Huaxi, 2006), where the protocol is proved to be
SK-security under the BDH assumption. Here, we use
Advipyy to denote the advantage of U to break a BDH
problem. So the max probability of T to successtully break
a BDH problem is Advppy +1/2.

So the probability of U to guess the
key Ky successfully computed using
formula 4:

session
can  be

min{max{Advy  +1/2Adv 0, +1/2hAdv L +1/2,9° F2Y ey, + Eang T Eane)

=min{max{ Adv . Advye  Ady 0P/ AT e T B b H1/2

(“4)

So the advantage of U to break the session key Ky
is:

Advy (k) =| min{max{Advg_y,Advoyp gy }7AdeDH,U=q2 FARS Errm t Eag T Earge

Lmax{Advy_y, Adveyy o =AdeDH,U’q2 /2%t Erpt T Sing t S )

)

So 1f Advy (k) 18 non-negligible, according to the
formula 5, at least one of the Advy, y, Advoyp, u Advesyy,
q72"*, €rpus Eang and €4, has to be non-negligible, however
this contradicts with the supposing conditions. Theorem
2 has been proved over.

By now, the theorem 1 is proved to end which means
the TDMA protocol is SK-secure in the AM. Next we
show some authenticators used in our scheme.

MT-authticators: We use the identity authenticator based
on the anonymity identity Agycrnr (Qi et al., 2010), the
message transport authenticator based on the anonymity
identity Aqypr (Hul et al, 2009), the signature
authenticator based on the timestamp Ag,: (Tin ef al,
2004) and the session key authenticator based on MAC
Ayacx (Boyd et al., 2004), to emulate the message flows,
respectively from MN to HA, from MN to KCGy, between
HA and FA as well as between FA and MN. The details
can be seen as from studies of Qi et al. (2010), Hui et ai.
(2009), Tin et al. (2004) and Boyd et al. (2004).

Secure IDMA protocol in UM: We use the authenticators
Axering AompLT s Asgr and Ayscy to our protocol in the AM
to obtain a secure protocol in the UM, shown as Fig. 2. Its
SK-secunty follows from Definition 1. Tn the next section,
we give the definition of anonymity.

CONCLUSION

In this study, we propose a trusted platform access
method under the wireless network. We use the method
based on the property attestation without the third party
to venify the identity of mobile node platform instead of
the method based on the property certificate or based on
the platform configuration. We use the way of consulting
between CA and KGC to confum the platform
configuration set. The advantage is on the one hand, the
security of platform configuration set 13 provide by the
participation of two trusted third parties; on the other
hand, avoid mobile platform access monopoly caused by
each network. Besides, in terms of mobile user identity
authentication, our protocol not only provides the mutual
attestation between mobile user and network agent but
also provides the mutual attestation between mobile
users. At this pomt, previous agreements do not have this
feature. Besides, based on CK model, our method has
been proved to satisfy the authentication security and
anonymity.
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