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Abstract: To achieve a more comprehensive and sustained privacy control and tamper detection for the data
mn wireless sensor networks, we propose a novel multiple watermarking method, called Multi-mark, which
consists of an annotation part and a fragile part. On the one hand, encrypted user’s personal information 1s
embedded into the routine monitoring data, as annotation watermark, which can be extracted when, needed. On
the other hand, tampering is detected using fragile watermark. The former can resist various manipulative
attacks, while the latter can detect any malicious medifications. Multi-mark not only provides privacy and
security, but also saves data transmission amount and storage space. The experimental results show that
Multi-mark can reduce 30% of data traffic and only introduces very low computation cost. Multi-mark is a
network structure-free scheme, which can be easily and efficiently applied to the resource limited sensor

networks.

Key words: Wireless sensor network, privacy data protection, multiple watermarking, annotation watermark,

data integrity

INTRODUCTION

Wireless semsor networks become increasingly
ubiquitous and more people-centric. They are being
gradually applied to the daily life of human beings.
Wireless sensor network technology has the potential to
change the way we live, work and do business
(Li and Liu, 2009; Yang and Liu, 2010). It can offer viable
solutions for a variety of people-centric applications, such
as health care, smart space and public safety.

At the same time, privacy data protection issues are
becoming more promment. People expect to emjoy the
convenience of WSN services without revealing privacy.
People might consider the WBAN technology as a
potential threat to freedom, if the applications go beyond
secure medical usage. Social acceptance would be the key
to this technology finding a wider application. There has
been a wealth of researches focused on the privacy
problems m WSNs. There are two main types of privacy
concerns, context-oriented concerns and data-oriented.
Context-oriented concerns concentrate on the contextual
mnformation, such as the location and timing of traffic
flows in a WSN. There are four existing techniques
mclude flooding, Random walk (Kamat et af, 2005),
dummy injection (Shao et al., 2007) and fake data sources

(Mehta et al., 2007) against the disclosure of the location
of data sowce. Privacy-preserving technique for the
location of the base station 1s proposed m literature
(Jian et al., 2007). Temporal privacy n W SN 13 formulated
by Kamat et al. (2007). Data-oriented concermns focus on
the privacy of data collected from, or query posted to.
There are three existing techniques to protect the privacy
of data being collected (He et al., 2007; Sheng and Li,
2008; Zhang et al., 2008) and the privacy of queries being
posed to a WSN 18 discussed 1 (Zhang, et al, 2009).
More researches are focused on data secure transmission
in WSNs (Ruan et al., 2010, Ren et al., 2011).

Watermarking technologies have been extensively
studied in the multimedia domain. However, rarely has this
techmque been used i1 WSNs. Feng and Potkomak (2003)
used digital watermarking mto WSNs in conjunction with
non-linear programming, where the additional constraints
are used to embed watermarks. But the special formulation
may limit its application to many different domains.
Guo and Ti (2007) used the watermarking method to verify
the integrity of streaming data. But it was not designed for
sensors with limited computing and power.

Although many efforts have been carried out to
mitigate the risks of privacy exposure, privacy control and
tamper detection for people-centric WSN data remains to
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be a challenging issue (Stankovic et «l, 2005). For
example, in a wireless sensor network system for health
care or condition monitoring of infectious diseases,
people’s body physiological parameters are the routine
monitoring data and have to be real-timely reported
(Zhou et al., 2006). In most cases, this is enough for
momtoring. But when these parameters are detected
abnormally, the time and the location of the history sensor
reading and even the people’s identities of these data
could be traced. That is, the collection of people’s privacy
data 1s inevitable. How to ensure reliable, efficient and
privacy-preserving data collection and store 1s a new
challenge. Peoples’ private data must be transmitted and
stored in an anonymous style to prevent any
unauthorized disclosure and use (Horey et al, 2007).
Furthermore, these data must preserve stringent data
integrity in all their life-cycle and any malicious
modification could be detected.

To achieve a more comprehensive and sustained
privacy control and tamper detection, we propose a
multiple watermarking method, called Multi-mark, which
consists of an annotation part and a fragile part.
Encrypted user’s 1dentity information can be embedded
mnto the data as an annotation watermark and tampering
can be detected using fragile watermark method. Tn owr
design, the former can resist various mampulative attacks,
while the latter can detect any malicious modifications.
The objectives of Multi-Mark are as follows. (1) It can be
easily and efficiently applied to the resource limited
sensor networks. (2) Tt can resist common attacks: packet
forgery attack (data insertion attack), selective forwarding
(data delete attack), packet replay (data replication attack),
packet transfer delay (data rearrangement attack) and
packet  tampering (data modification  attack).
(3) Multi-Mark not only provides privacy and security,
but also reduces transmission data amount and storage
space by introducing very low computation cost.

MULTIPLE WATERMARKING METHOD

Multi-Mark consists of an annoctation part and a
fragile part. People’s private data (identity and location
mnformation) are embedded into the routine monitoring
data as annotation watermark. Most of the routine
monitoring data is numerical data. Tts Last Significant Bit
(LSB) is estimated value. Changes of data I.SB within a
small range are usually acceptable. Base on such an
observation, we design a LSB-based robust ammotation
watermarking embedding algorithm. Different from
traditional LSB methods, we define it as Odd-Even
Embedding. In which, if the least significant bit 1s odd, it
marked ‘1°. Otherwise, it marked ‘0", This scheme modifies

834

the original data in the smallest possible range and
doesn’t affect the availability of data, so it has strong
ability of anti-steganalysis. Even if the eavesdropper
monitored the transmission signal, it will be still difficult
to discover the existence of the watermark mformation. As
the annotation watermark 1s usually small, it can be
embedded multiple times consecutively to enhance the
robustness.
protected content under various manipulative attacks.
For preserving stringent data integrity, we design a
fragile watermark algorithm, which is a chain scheme using
dynamic group size. There are the following highlights:
Firstly, a lossless fragile watermarking embedding

The scheme can remain intact with the

algorithm 1 designed. We convert the numerical routine
momnitoring data into character, so that the blank character
based embedding scheme can be used. Second, m the
data group partiion scheme, dynamic group size is
adopted. So the scheme 1s able to detect packet replay
attack or data replication attack. Fragile watermark 1s good
for tamper detection and can detect any malicious
modification. Thirdly, each group hash value as the fragile
watermark, which is unique and closely related with the
data itself, is embedded into the data in each group. Any
modifications made to one group will have not affect on
data integrity authentication in any other groups.

The working model of Multi-mark 1s shown in Fig. 1.
On the data source node, the amotation watermark is
embedded mto the routine monitoring data. Then the
fragile watermark 1s generated and embedded mnto the
watermarked data. When the final watermarked data are
transmitted through the W SN, any mistakes might happen
because of the bad network condition or malicious
attacks. On the sink, tampers can be detected by
authenticating the fragile watermark. When needed, the
annotation watermark can be extracted.

To facilitate the description, we will introduce the
notions, definitions and rules used in Multi-mark firstly.

Notations, definitions and rules: We use the notations
and expressions in Table 1. As shown in Table 1, the
routine monitoring numerical data are regarded as a data
set D = {d;, d,...,d,}, m which d; ndicates one sampling
which 1s expressed in decimal. They are sorted according
to their acquisition time. Accordingly, when the
annotation watermark 15 embedded, the watermarked
routine monitoring data is denoted as D' = {d, d,, ....d.}.
When the fragile watermark is embedded, the final
watermarked data one the source node is denoted as
W= {w (), w(d) ..,w(d)}t The received data set
which are reordered by the packet count number in the
packets, 13 denoted as W' = {w' (d), w' (d)), ..., w' (d)}.
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Fig. 1: The working model of multi-mark
Table 1: Notations and parameters
Notation Description
d; One sampling of data which is expressed in decimal
D The routine monitoring data set collected by a sensor
o} The aunotation watermarked routine monitoring data set
W The final watermarked data set on the source node
w The received data set on the sink
M, The annotation watermark which is a specially encoded binary sequence
m The length of M,
C{dp A numerical data d, is converted into character data
N(d) A character data is converted into numerical data
H, =HASH™ (k) A one-way hash chain in which k; is the seed key and HASH() is a hash function
Hash) A given hash finction
L The output length of Hash)
S The jth group size
x The lower bound of the group size
¥ The upper bound of the group size
LSB (d) Read the value of the least significant bit of each data sample d, in D

The annotation watermark M, 1s embedded repeatedly,
one bit of M, [0] can be embedded into each data sample
d,, so the data in each M, embedding period can be called
a working period, which is denoted as D;. The length of D,
15 m. So the data set D can be partitioned to a set partition
{Dy, Dy,...D}, where {D.=D,.D...... D i}

Rule 1 (LSB state transition rule): The least significant
bit of each sampling 1s denoted as B. If 0<Bz4,
then B = B+1, else if 5<B<9, then B = B-1. As shown in
Table 1, we use the expression LSB-Trans() to indicate
Rule 1.

Rule 2 (Group size generation rule): Assume that the jth
group size 1s s, (x<8,<y), mwhich x andy are its lower
and upper bounds as shown in Table 1. For each
H, = HASH"'(k,), (0<j<q). s, = max (H y. y-I1). So the data
set D' can be partitioned to a set partition
{DYy, D'y, DY 3. where:
d }
Lol

Rule 3 (Fragile watermark generation rule): For each
data set D', compute H , = (ma(s) + sefa)+ ..

a, ol
D=9 X5 Xl
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wa(a ) +), In which “+” 13 comnection operation. Then
partition Hs into L equal parts {H,, H,, ..., H; ;}. Then D'’
s fragile watermark M; (D) ={H, ® H,® ..o I, ,}, in which
“®” 18 XOR operation. The length of M;(D") 1s s,

Annotation watermark: The annotation-watermarking
scheme mcludes watermark embedding algorithm
(Algorithm 1) and extraction algorithm (Algorithm 2). The
former runs on the data source node, while the latter runs
on the sink of the network.

Algorithm 1: Aunotation watermark embedding
Input: The data set D, the annotation watermarkM,
Output: The data set D

Steps:

—

for each data set D, in D

2:  {for eachdata d; in D

3: {if (M, [i] = 0" and LSB(d) is odd)

4:  dy=LSB-Trans (d);

S0 else if M, [i] = 1" and LSB (d)) is even)
6:  d{=L8B-Trans (d) ;

7}

8 }

9. retwmD'

Annotation watermark embedding algorithm: As shown
in Algorithm 1, the routine momtoring data set D and the

ammotation watermark are mputs. The annotation
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watermark, which is specially encoded as binary strings,
is embedded into the data one time in each working
period. Each bit of watermark 1s embedded mto the
corresponding sampling of the data in each period by
changing the parity of its least significant bit using
Rule 1. We get the watermarked routine monitoring data
D,

Annotation watermark extraction algorithm: The
annotation watermark extraction algorithm is described in

Algorithm 2.

Algorithm 2: Annotation watermark extraction

Input:  The data set W received at the sink
Output: The extracted watermark M,
Steps:

1: for each group W' in W

2: {for each data d, in W;

3: {if (LSB (d) is odd)

4: M, =M+"1"

5: else if (LSB (d)) is even)
6: M, =M*"0";

7 }

8: 1

9: return M,

The input of the annotation watermark extraction
algorithm 1s the data set W' received on the sink of the
network. By judging the parity of the least significant bit
of each data in W', one possible copy of annotation
watermark M, can be extracted from the data in each
working period. In fact, the annotation watermark
extraction operation is always run after the data integrity
authentication. As long as the data in one of the periods
are not tampered, we can get the annotation watermark
information. Even there are mistakes in the data i all
working periods; we still have the chance to extract the
annotation watermark M, by analyzing multiple sets of
error watermark information.

Fragile watermark: Fragile watermark also includes two
parts, a watermark embedding algorithm which works on
the data source node and an integrity authentication

algorithm which works on the sink node.

Fragile watermark embedding algorithm: After the
annotation  watermark  embedding  process, the
watermarked data set D' 1s buffered in the buffer on the
source sensor node. The buffer size 1s generated
dynamically, which is computed by Rule 2. When the
buffer is full, that is we get a group of data W', the fragile
watermark 13 generated using Rule 3. Using the
watermarking embedding rule, the fragile watermark 1s
embedded into the data. The detailed steps are described
in Algorithm 3.
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Algorithm 3: Fragile watermark embedding

Tnput:  the data set T

Output: The data set W

Steps:

1: for each group D} in D'

3

3 for each bit M; [i] in Mf (D')
4 {if M, [i]="1")

5: W(dj=C @)+
¥ else it (M [i] = *0")
7 W (d) = C (@)

8

& }

10: retum W

Data integrity authentication scheme: When the data is
transmitted to the sink node, the data integrity
authentication operation is performed. The received data
13 W\ Using Rule 2, the group size of W' can be
re-computed using the same one-way hash chain and the
seed key k, used by the source sensor node. W' can be
partitioned to a set partition W' = {W', W', . W' } As
shown in Algorithm 4, we can extract the embedded fragile
watermark M, from W'; meanwhile, W', is converted into
numerical set N, using Rule 3, we can compute its fragile
watermark which is denoted as M,. If M, equals to M,, the
data 1s integrated; otherwise, the data 13 modified.

Algorithm 4: Integrity authentication
Tnput:  The received data set W

Output:  The data integrity is OK or NOT
Steps:

for each group W' in W'

2: {for each data W' in W',
3: {if (LSB (WH="*")
4 M, =M+17;

5: else

o: M, =M +407;

7 h

8: M, =M (N));

9: if (M; = M)

10: retum 1;

11: else

12: retum 0;

13: 1

PERFORMANCE EVALUATION

The experimental network environment could be
simplified as follows: All sensor nodes collect the routine
momnitoring data continuously; then annotation watermark
and fragile watermark are embedded into the data; finally,
the final watermarked data are sent to the sink by a
Shortest Path Tree. On the sink, it can validate the
integrity of the data using the fragile watermark and
extract the annotation watermarks when needed.

Experiment setup: The experiment setup is divided into
two parts.
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In the 1st part, we build up a real WSN with 10
TelosB sensor nodes. In the environment of Tiny OS, the
802.15 wireless network protocols are specified and the
nodes are connected using a Shortest Path Tree routing
algorithm. The network takes 34 bytes broadcast packet
and the pavload packet transmitted contains 26 bytes
during the experiment, which mcludes 6 bytes of packet
head and 20 bytes data readings. To simplify the design,
in each packet, there is a packet count number to assist
the watermark embedding and extraction. This network 1s
named Original WSN here. Then we implement the
Multi-mark scheme. As the node feature restrictions, we
use the temperature sensor on Telos B to collect the
environment temperature data. These data are used to
indicate the routine monitoring data in a people-centric
WSN. We implement the
embedding algorithm and the fragile watermarking
embedding algorithm on the TelosB nodes using NesC.

annotation watermark

Meanwhile the watermark extracting scheme and integrity
authentication scheme are implemented on the sink node
which is a PC using JAVA. In the experiment, there are 10
samples m each packet. The length of annotation
watermark s is 16 bits. All source sensor nodes can embed
watermark and send data to the smmk. On the sink, it can
validate the integrity of the data using the fragile
watermark and extract the annotation watermark. This
network 1s named Multi-mark WSN.

In the 2nd part, we evaluate the performance of
Multi-mark using a custom simulator. In the sunulation
setup, we randomly deploy 1000 sensor nodes into a
(600600 m®) square sensing {ield. The node parameters
are the same as the real TelosB node and the real
commuincation situation. And we use the data trace from
a real sensor network established in China Ocean
University as the monitoring  data. We
umplemented four data transmission schemes: (1) Scheme
without watermarking (No-Mark), in which the annotation

routine

information is transferred separately; (2) Scheme with
annotation watermarking only (Annotation-only);, (3)
Scheme with fragile watermarking only (Fragile-only) and
(4) Multi-mmark Scheme.

Table 2: Anti-attack ability experimental results

Experimental results

Feasibility authentication: We use the 10 nodes real
sensor network, which 1s described in the first part of
experiment setup, to the feasibility of
Multi-mark. Under the circumstance, which means no

evaluate

packet loss or bit error, we can see that both the
annotation watermark and the fragile watermark can be
embedded and extracted triumphantly. And there 1s no
significant affect on the transmission. The experiment
results show that Multi-mark can work well on the
resowrce-constrained sensor nodes. More importantly,
compared to the Original WSN, the only change in
Multi-mark W SN 1s to add watermark embedding codes in
the program, which runs on the source node. Tt does not
need to make any changes to the origmmal network
structure. So Multi-mark is network structure-free and can
be easily deployed on any sensor networks. The
authentication experimental results confirm owr original
design intentions of Multi-mark.

Anti-attack ability: We will evaluate how the network
works in environments with different kind of attacks using
the 10 nodes real sensor network. One sensor node is
randomly selected as the source node and a PC as the
sink node. The other nodes are used as the medium
nodes, selecting one of the medium nodes as a malicious
node. We designed the following five attacks separately:
packet forgery attack (data insertion attack), selective
forwarding (data delete attack), packet replay (data
replication  attack), packet delay (data
rearrangement attack) and packet tampering (data

transfer

modification attack). We run each type of experiments 10
times m different attack mtensity. The experimental results
are presented m Table 2 which includes mtegrity
authentication results and the annotation watermark
extraction results.

In Table 2, the integrity authentication experimental
results show that Multi-mark can resist selective
forwarding, packet forgery, packet replay and packet
tampering attacks. The detection rates for these attacks all

reach 100% and confirm our original design mtentions.

Tntegrity authentication

Annotation watenmark extraction

Attacks No. of experiments Detection rate (%6) No. of experiments Success rate (%)
Forgery 10 100 10 100
Selective forwarding 10 100 20 95
Replay 20 100 20 100
Transfer delay 20 80 20 100
Tampering 10 100 10 100
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But as shown in Table 2, it fails to resist the packet
transfer delay attacks sometimes. The reason 15 as
follows. On the source node, the data needs to be
buffered mn the buffer before fragile watermark 1s
embedded. In the buffer the packets are reordered
according to the packet count number. So if the packet
transfer delay time 1s less than the maximum buffer time,
the attacks are eliminated. So this is not a detection
failure, but a more successful defence. The experimental
results commendably support our objective of the fragile
watermark scheme design in Multi-marlk.

The annotation watermark extraction experimental
results are shown in the column named annotation
watermark extraction in Table 2. It shows that Multi-mark
can resist packet forgery, packet replay, packet transfer
delay and packet tampering attacks. The extraction
success rates all reach 100%. These can confim our
original design mtentions. But it fails to resist selective
forwarding attacks in one experiment. The reason is that
in the failed experiment, the packet loss rate in the
selective forwarding attack reaches 60%. All of the copies
of embedded annotation watermark are severely damaged,
there are no any chances to extract the annotation
watermark by analyzing multiple sets of error watermarlk
information. In fact, in this case, all of the transmited data
has been severely damaged. These  results also
commendably support the design objective of the
annotation watermark in Multi-mark.

Data transmission amount analysis: Figure 2a shows the
transmission amount difference between Multi-mark and
the scheme No-Mark. We can see that the total
transmission amount of Multi-mark 18 significantly
decreased. This comparison results confirm our original
design intentions. This is because that in Multi-marlk, the
annotation watermark information is embedded using the
1.5B-based method and no longer need to be transmitted
separately. Fig. 2b shows the transmission amount
comparison of the Fragile-only Multi-mark scheme,
MAC-based scheme and the scheme without any
protection (No- Multi-Mark). We can see that comparing
to the No- Mult-mark Scheme, Frigile-only scheme
mtroduces some additional data transmission. This 1s
because the fragile watermarking information is embedded
using a blank symbol based method, in which “17
introduces an extra blank symbol and “0” does not
introduce any symbols. Thus, in the average case, one bit
additional data is increased for every two data samplings.
In order to compare with other integrity protection
schemes, we also i1mplement a MAC (Message
Authentication Code) based scheme. There are many

O Annotation-only
mNo-mark

30000+
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5000 10000
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15060

Fig. 2a: Data transmission amount comparison between
the annotation-only and No-Mark
scheme
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MAC-based schemes have been proposed by
researchers. We have implemented a SHAl-based one
(Bellare et al., 1996). The length of SHA1 15 160 bits. In
Fragile-only Multi-mark scheme, we also use SHAI
algorithm. As shown in Fig. 2b, in Fragile-only scheme,
the data transmission amount is decreased than
MAC-based scheme. Thus, the Fragile-only scheme
provides better data integrity protection by less data
transmission overhead. This comparison results confirm
our original design intentions. Figure 2c¢ shows the
comparison of Multi-mark scheme with the full data
transmission scheme m which the annotation mformation
1s transmitted separately and MAC-based methed is used
to protect the data integrity (normal+MAC). We can see
that Multi-mark can reduce 30% of data traffic. All of the
comparison results commendably support our analysis
and objective of the study.

Energy consumption: When we estimate energy
consumption, it 1s assumed that the cost in data storing,
broadcast, commumcation and routing are equal to
convention. So the only considered point is the energy
consumed in data embedding and transmitting. Usually,
trading computation for transmission can conserve
energy and typically on the order of 3000 instructions can
be executed for the energy cost required to transmit 1 bit
data. Let le denote the 1 mstruction energy consumed and
the transmission energy consumed will be 3000e. In our
transmission data experiments, the transmitting traffic can
be reduced 236.385 bytes for per 320 bytes sense data.
But all the costs for this reducing are 320 bits data
embedding operations. Therefore, the extra energy
consumed in watermark embedding is far less than the
energy saved in data transmission reducing. The analysis
results again well support the design goal of Multi-mark.

CONCLUSION

Multi-mark 1s suitable for privacy data protection in
people-centric WSNs. The annotation watermark can be
used to embed user information in private and secure
manner, while the fragile watermark offers tamper
detection. Multi-mark not only offers privacy and
security, but also saves data transmission amount and
storage space. The experimental results show that
Multi-mark can reduce 30% of data traffic and only
mtroduces very low computation cost. Multi-mark 15 a
network structure-free scheme. It can be easily and
efficiently applied to the resource limited sensor networks.

Future work on Multi-mark will lead in two
directions. One 1s to design watermarking schemes
without packet count munber. The other one is that we
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will improve Multi-mark to protect multi-attribute privacy
data which might change over time. So the users can
control which kinds of privacy data at which time can be
read.

ACKNOWLEDGMENTS

This study was partially supported by National Basic
Research Program of China (973 Program ) under Grant No.
2009CB326202 (2009.4-2011.8, Hunan Umnmversity) and
2010CB334706 (2010.4-2013 .3, Hunan University), Key
Program of National Natural Science Foundation of China
under Grant Neo. 60736016 (2008.1-2011.12, Hunan
University), National Natural Science Foundation of China
under Grant No.60873198 (2009.1-2011.12, Hunan
University), 650973128 (2010.1-2012.12, Hunan Umiversity),
60973113 (2010.1-2012.12, Hunan University), 61073191
(2011.1-2013.12, Hunan  Umversity), 61070196
(2011.01-2013.12, Hunan University).

REFERENCES

Bellare, M., R. Canetti and H. Krawczyk, 1996. Keying
hash functions for message authentication.
Proceedings of the 16th Annual International
Cryptology Conference on Advances 1 Cryptology,
Aug. 18-22, Springer-Verlag, Berlin, Germany,
pp: 1-15.

Feng, J. and M. Potkonjak, 2003. Real-time watermarking
techniques for sensor networks. Proc. SPIE,
5020: 391-402.

Guo, HP., Y.J. Li and 3. Jgjodia, 2007. Chaming
watermarks for detecting malicious modifications to
streaming data. Inform. Sci., 177: 281-298.

He, W, X L, H Nguyen, K. Nahrstedt and
T. Abdelzaher, 2007. PDA: Privacy-preserving data
aggregation in  wireless  sensor  networks.
Proceedings of the 26th IEEE Intemational

Conference on Computer Commuinications, May 6-12,
Anchorage, pp: 2045-2053.

Horey, I., M.M. Great, S. Forrest and F. Esponda, 2007.
Anonymous data collection in sensor networks.
Proceedings of the 4th Annual International
Conference on Mobile and Ubiquitous Systems:
Networking and Services (MobiQuitous), Aug. 6-10,
TEEE Computer Society, Washington, DC, TISA.,
pp: 1-8.

Jian, Y., S.G. Chen, Z. Zhang and L. Zhang, 2007.
Protecting receiver-location privacy in wireless
sensor networks. Proceedings of the 26th TEEE
International Conference on Computer
Communications,  May 6-12,  Anchorage,
pp: 1955-1963.



Inform. Technol. J., 10 (4): 833-840, 2011

Kamat, P., Y. Zhang, W. Trappe and C. Oztwk, 2005.
Enhancing source-location privacy in sensor network
routing. Proceedings of the 25th IEEE Intermational
Conference on Distributed Computing Systems, June
10, Columbus, pp: 599-608.

Kamat, P., W. Xu, W. Trappe and Y. Zhang, 2007.
Temporal privacy in wireless sensor networks.
Proceedings of the 27th International Conference on
Distributed Computing Systems, JTune 25-27,
Toronto, pp: 23-23.

Li, M. and Y. L, 2009. Underground Coal Mine
Momnitoring with Wireless Sensor Networks. Vol. 5,
ACM Transactions on Sensor Networks, New York,
USA.

Mehta, K., D.G. Liwu and M. Wright, 2007. Location
privacy in sensor networks agamst a global
eavesdropper. Proceedings of the TEEE International
Conference on Network Protocols, Oct. 16-19,
Beying, pp: 314-323.

Ren H., X. Sun, Z. Ruan and B. Wang, 2011. An efficient
scheme against node capture attacks using secure
pairwise key for sensor networks. Inform. Technol. T.,
10: 71-79.

Ruan, Z., X Sun, W. Liang, D. Sun and Z. Xia, 2010.
CADS: Co-operative anti-fraud data storage scheme
for unattended wireless sensor networks. Inform.
Technol. I., 9: 1361-1368.

Shao, M., Y. Yang, S. Zhu and G. Cao, 2007. Towards
statistically strong source anonymity for sensor
networks. Proceedings of the 26th TEEE International
Conference on Computer Commurmcations, May 6-12,
Anchorage Alaska, USA., pp: 1884-1892.

840

Sheng, B. and Q. Li, 2008. Verifiable privacy-preserving

range query in two-tiered sensor networks.
Proceedings of the 27th IEEE Intemational
Conference on  Computer Communications,

April 13-18, Phoenix, pp: 46-50.

Stankovic, I.A., Q. Cao, T. Doan, L. Fang and 7. He et al.,
2005, Wireless semsor networks for in-home
healthcare: Potential and challenges. Proceedings of
the High Confidence Medical Device Software and
Systems Workshop, June 2-3, Pennsylvama, USA.,
pp: 1-4.

Yang, Z. and Y. L, 2010, Understanding node
localizability of wireless Ad-hoc networks.
Proceedings of the 29th TEEE International
Conference on Computer Communications, March
14-19, San Diego, C.A., pp: 1-9.

Zhang, W., C. Wang and T. Feng, 2008. GP"2S: Generic
privacy-preservation approximate
aggregation of sensor data. Proceedings of the 6th
Amnnual IEEE International Conference on Pervasive
Computing and Communications, March 17-21, Hong
Kong, pp: 179-184.

Zhang, R., Y. Zhang and K. Ren, 2009. DP'AC: distributed
privacy-preserving access control I sensor
networks. Proceedings of the 28th TEEE International
Conference on Computer Communications,
April 12-15, Rie de Janeiro, pp: 1251-1259.

Zhou, HY ., KM. Hou, I. Ponsonnaille, L. Gmeste and
C.D. Vaulx, 2006. A new system dedicated toreal-time
cardiac arrhythmias tele-assistance and monitoring.
I Universal Comput. Sci., 12: 30-44.

solutions for



	ITJ.pdf
	Page 1


