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Abstract: Plushing, a term coined in 1996, 15 a form of online 1dentity theft. Phusher tries to lure her victim into
clicking a phishing URL poeinting to a spoof page via spam-email to harvest financial information. The plushing
activity is on the rise and their techniques become easier and more sophisticated. Quite a number of solutions
to mitigate phishing attacks have been proposed to date. Those methods fetch webpage content which result
in undesired side effects. In this paper, a novel method is proposed to detect phishing URL based on SVM. The
feature vector 1s constructed with 23 features to model the SVM which 4 features are the structure feature of
the phishing URT., 9 features are lexical feature and 10 features are mostly target phished brand name of website.
The experimental results show the detection solution achieves 99.0% accuracy on average that the phishing

TURLs achieve 1s downleoaded mn PhushTank.
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INTRODUCTION

Phishing 15 a form of online identity theft (APWG,
2008). Phishers Ture unsuspecting victims into
courtterfeited websites designed to trick recipients’
confidential information with spoofed e-mails. The
confidential information include wuser names and
passwords, social security numbers, credit card numbers,
bank account numbers and personal information such as
birthdates and mothers® maiden names (Sudha et al.,
2007). Even though most attacks are suwprisingly
straight-forward, for example phisher asking a victim for
his bank accourt number and PIN, they are also rather
successful.

Anti-phishing 15 the countermeasure solution to
defeat phishing. There is quite a number of anti-phishing
proposed countermeasures to date. Generally speaking,
past works in anti-phishing can be classified into phishing
detection (Kirda and Kruegel, 2006), phishing email filter
(Al-Momani et al, 2011), tracking phishing site
(Zhou et al., 2009), phisher behave analysis (McGrath and
Gupta, 2008), take down phishing site host (Moore and
Clayton, 2007) and so on. Detection 1s a very unportant
aspect in the fight against phishing.

One of those is a browser-side technique.
embed anti-phishing
measures ‘plug-in’ into Web browsers. These browsers
use web pages’ visual behaviors to prevent cheating.
According to the approaches used in browser side, we
roughly divide them mto four categories: plushing URL

Browser-side-based  solutions

detection approaches (Ma et al, 2011; Thomas et al.,
2011; Blum et ai., 2010), heuristic-based detection method
(Zhang et al, 2007), visual similarity anti-phishing
solution (Fu et al., 2006).

In this study, we focus on the phishing URIL
detection method. This method exploits the anatomy of
phishing URLs structure, lexical features used in URL,
domain name always spoofed by phisher and phishing
site host information, to indicate the suspicious URIL
belongs to a phishing site. Phishing URIL detection
solution doesn’t require any knowledge of the
corresponding webpage content. Existing anti-phishing
methods, whether heuristic based or visual similarity
based, fetch webpage content which result in undesired
side effects, such as signing up to mailing list or
even acknowledging receipt of a credit card. The phishing
URL classification scheme based only on examining
the suspicious URT, can avoid unwanted events to the
end user.

In this study, a novel method is proposed to detect
phishing URIT based on SVM. Firstly, we exploit this
observation of heuristics in the structure of URL, the
lexical feature in URL characters and the phishing target
brand name. The feature vector is constructed with 23
features to model the SVM which 4 features are the
structure feature of the phishing URL, 9 features are
lexical feature and 10 features are brand name of website.
Lastly, a lot of experiments are done. The experimental
results the detection method achieves 99.0% accuracy on
average, that the plishing URLs achieve 15 downloaded
in PhishTank.
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SVM THEORY

In this study, we use SVM theory in LIBSVM (Chang
and Lin, 2011). Given traiming vectors x,€R"%, 1=1....1, in
two classes and a vector yeR' such that ye{l, -1}, the
primal problem 1s defined as follows:

1o L
min—w w+C .
whi ;‘:’

sty (wio(x)+b)=1-§ @
g z0i=1..1
Tts dual 1s:
mmin%aTQa— T (2)
sty,e=0

O<e,<C,1=1,..., 1

where, e is the vector of all ones, C is the upper bound,
where C>0; Symbol ( 15 an 1x] positive semidefinite matrix
and the fnctions Q, = yiyK (x, ) and K (x, %) = d(x./(x)
are the kernel. Using the function ¢, the traimng vectors
x, are mapped into a higher dimensional space.

The decision function s written i the following:

sgn [il Vi K (x,,%) + bj (3)

Using SVM to decide the phishing URI., when a
suspicious URL 1s labeled asy, = -1, the URL 1s plushing
URL, or y; = 1 is labeled, the suspicious URL is legal.

PROPOSED SOLUTION
Figure 1 shows the flow of detecting phishing TUURL..

The system 1s consisted two stages: traimng stage and
classifier stage. In the training stage, 23 feature values are

extracted from instance in the training achieve. The
feature vector are organmized in LIBSVM proper format to
find the optimal parameters used in LIBSVM. At the
classifier stage, features values and feature vector format
are the same to the training stage. The output label values
indicate the input suspicious URL 1s phishing URL or not.
When the label is equal to “-17, the suspicious URL is
phishing URL and equal to “17”, the suspicious URL 1s
belong to non-phishing class. URL (uniform resowrce
locator) 1s used to locate web sites and individual web
resource. URI has the following standard syntax.

<protocol= /< hostname> < path>

The <protocol> portion indicates which network
protocol will be used to fetch the requested resource. The
<hostname=> is the identifier of the Web server. The
<path> of a URL 1s analogous to the path name of a file
on a local computer.

A phisher usually lure the end-user into clicking an
obfuscated URL pointing to the phishing site. Figure 2
shows four obfuscation techniques to make phishing
URL. Some related works have examined the statistics of
an obfuscated plushing URLs m some way. Our solution
1n this article 13 different to previous work in the following
respects: we exploit 4 URL’s structure features, 9 lexical
features and 10 brand name features, we train the phishing
URL and non-phishing URTL feature vector in MATLAB
using LIBSVM tool.

Structure features: In this portion, we use a combmation
of features described by McGrath and Garera. We select

Train set .| SVM train
stage
Suspicious Feature
URL vector
svM | Label
Test set classifer

Fig. 1: The flow of detecting phishing TURT,

Phishing URL #1

Phishing URT., #2

Phishing URL #3

Phishing URT. #4
http://Ink.co/HLRPY
hitp://hotskhorturL com/ahn 57

hitp://wmme se7. b/ facebook.com. ar/ar.php
http:/mmw. dogine. ch/paypalfinancial/login html

http://207. 204.37.68/~p1735ri4/post/banreservas.com. do/fportal/
hitp://94. 162, 66. I75home/santander/portal/index.php

hitp://interfac e-transport. corm/www: paypal com/
http://www.aufermann-germanfood. us/mwww.paypalcom. @i/ details.php

Fig. 2: The structure features of phishing TURT,
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TP address, the length of hostname, the number of dots in
the <path> part of URL, the number of dash in the
<hostname> portion of URL. We use F1, F, F, and F, to
indicate these features mn sequence.

Lexical features: Phishing URLs tend to “look different”
in the eyes of the end-users which is the justification for
using lexical features to distinguish URLs to malicious
sites. As Garera proposed in previous studies, they
selected the tokens, such as confirm, banking, secure,
ebayisapi, webscr, log in, sign in, as lexical features. We
also find the token of “http” often appears in the <path>
part of labeled phishing URLs in PhishTank So, we take
the word token, http, confirm, banking, secure, ebayisapi,
webscr, log in, sign in, as lexical features and denotes as
Fo Fo Fo Fo, Foy Foy, Fry Fryand B

Brand name features: We observed that phishing URLs
in order to lure the victims to will contain several
suggestive word tokens which 15 always the targeted
site’s brand name. But this phenomenon 1s difficult
happen in benign URLs. In PhishTank data achieve, we
analysis several monthly stats archive and select top 10
brand names listed in PhishTank in JTuly 2011 stats
archive. The 10 brand names are eBay, PayPal, sulake,
facebook, orkut, santander, mastercard, warcraft, visa,
bradesco and the symbols Fi,, F o, F\;, Fio, Fio, Fro, For Fyy,
F,, and F,, are denoted brand name features.
At last, we get the feature vector as follows:

7 FE: FQ: FIU: Fll: FIZ: F137 FH:
2 )

In our solution, the feature value equal to 1 mean that
1t 1s phishing feature, O 13 non-phishing featiwe. Next we
show how to set value to feature vector.

The value of structure features, F,, F,, F, and F, is set
with formula 5, 6, 7 and 8:

L if URL is IP address (5)
e 0, others
1, if length (host =22
F = , if length (hostname) (6)
0, others
1, if dot {path)=2
gL ifdo (path> )
0, others
F4:{1, if dash (hostname)=2 (8)
0, others

The function length (hostname) in formula 6
calculates  the length of the <hostname> of
URL. The function dot (Path) counts the number of

923

e

the dot, 7,
(hostname) returns the number of dash,
<hostname> of URL.

The value of lexical feature and brand name feature
are used the same formula 9:

in <path> of URL. Function dash
in the

[T
E

9

1

1, URL contain w
0, others

where, 4<i<23 and w = {http, confirm, banking, secure,
ebayisapi, webscr, log in, sign in, eBay, PayPal, sulake,
facebook, orkut, santander, mastercard, warcraft, visa,
bradesco}.

EXPERIMENTAL RESULTS AND ANALYSIS

The labeled phishing URLs 13 downloaded from
PhishTank. At Sept. 2 2011, we downloaded 5218 online
phishing URLs from, denoted as DS1. At Sept. 18 2011,
another labeled phishing TJRLs data set, denoted as DS2,
was got from Phishing which contained 4876 phishing
URLs. For the non-phishing achieve, we chose from the
open directory, such as Yahoo and DMOZ directory. At
Sept. 52011, we collected 2099 non-phishing URLs from
two sites, denoted as DS3.

The feature extraction algorithm is implemented with
Java and the classification seclution 1s designed in
MATLAB with LIBSVM tool. Feature vectors are stored
as the rows of a sparse matrix.

Firstly, we analysis the domain’s length of phishing
and non-phishing URL in data set DS1 and DS3. Figure 3
shows the distribution of domain name in DS1 and the
average length 13 22 characters. The distribution of
domain name length is plotted mn Fig. 4 and the average
length is 15 characters. We also found that the length
of domain name in non-phishing data set almost less than
22 characters.
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Fig. 3: Phushing URL domain length (DS1)
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Fig. 5; Phishing and non-plhishing feature accuracy
ratio (D32, D33)

Next, we verify each feature accuracy ratio in data set
DS2 and DS3. We also contrast the feature ratio of DS2 to
DS3 and plot in Fig. 5. In this Fig. 5, we find that each
chosen feature happened m D32 and the most accuracy
ratio feature is F, obtained to 38.74%. But to DS2, most of
features” accuracy ratio 1s zero, except for feature F,, F;, F,
and F,.

In training stage, we randomly selected 2963 feature
vectors from data set DS2 and 1143 feature vectors from
DS to comstruct the tramn set After this stage, the
classifier can correct classify 4069 feature vector in 4106
and the detection accuracy is achieved $9.1%. To show
the train stage effectiveness, the ROC curve (receiver
operator characteristic curve, ROC) 18 shown m Fig. 6.
The area under the ROC curve for the positive class is
0.99565.

At last, we verify the effectiveness of the solution.
3137 feature vectors are randomly selected m plushing
achieve D31 and 1866 feature vectors are randomly
selected in data set DS3. The false negative (FN) is that a
phishing URL 15 classified into non-phishing URL class.
The false positive (FP) 1s that a non-phishing URL 1s
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Fig. 7: ROC of test set (DS1+D53)

classified into phishing URL class. To data set D51, we
test the false negative and the false positive is done in
data set DS3. Figure 7 shows he ROC curve of DS1 and
DS3. The area under the ROC curve for the positive class
18 0.99705, thus confirming that our classifier has a high
accuracy of phishing URL detection.

Some previous works are proposed to detect
phishung URLs. The method proposed by Ma ef al. (2011)
similar to ow. As depicted, they got 99%
accuracy with 150,000 features. Contrast to Ma’s, we
average 99% accuracy with only 23
features. So the execute effectiveness is better than
Ma’s. Another method 1s of Blum et af. (2010) which
is only use large lexical features to train model. As

i
also archive

they say, the cumulative error rate 1s as low as 3%. Using

FN add FP, the cumulative error rate is only 2.0%, less
than Blum’s.
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CONCLUSION

Phishing 1s an important problem that results in
dentity theft. Although smmple, phishing attacks are
highly effective and have caused hillions of dollars of
damage in the last couple of years. In many cases, the
phisher does not directly cause the economic damage but
resells the illicitly obtained information on a secondary
market. Hence, phishing attacks are still important and
solutions of the problems are required.

In this research, we study the structure of URL, the
lexical feature in URL characters and the phishing target
brand name and propose a SVM-based phishing URL
detection solution. The experimental results show the
solution 1s effective to catch phishing URLs and used as
plug-in n browser to filter the phishing site.

ACKNOWLEDGMENTS

This study 1s supported by Hunan Provincial Natural
Science Foundation of China (No. 10J74043, 10IT5062),
Scientific Research Fund of Hunan Provincial Education
Department (No. 08B091); Hunan Provincial Science and
Technology Major Project (No. 2010J05); Hunan Province
Planned Science and Technology Key Project
(No. 201 ONK 2003) and Hunan Province Planned Science
and Technology Project (No. 2010TZ4012).

REFERENCES

APWG, 2008,  Ant-phishing
http: /fwww antiphishing. org

Al-Momani, AAD, T.C. Wan, K. Al-Saedi and
A, Altaher, 2011. An online model on evolving
phishing e-mail detection and classification method.
J. Applied Sci1., 11: 3301-3307.

Blum, A., B. Wardman and T. Solorio, 2010. Lexical feature
based phishing TURT, detection using online learning.
Proceedings of the 3rd Workshop on Artificial
Intelligence and Security, October 2010, Chicago,
Tlinois, USA., pp: 54-60.

working  group.

Chang, C.C. and C.J. Lin, 2011. LIBSVM: A library for
support vector machines. ACM Trans. Intellig. Syst.
Technol., 3: 1-27.

Fu, AY, L. Wenym and X. Deng, 2006. Detecting
phishing web pages with visual similarity assessment
based on earth mover's distance (EMD). TEEE Trans.
Dependable Secure Comp., 3: 301-311.

Kirda, E. and C. Kruegel, 2006. Protecting users against
phishing attacks. Comp. T., 49: 554-561.

Ma, I, L.K. Saul, 5. Savage and GM. Voelker, 2011.
Learming to detect malicious URLs. ACM Trans.
Intellig. Syst. Technol., 2: 1-23.

McGrath, D.K. and M. Gupta, 2008. Behind phishing: An
examination of phisher modi operandi. Proceedings of
the 1st Usenix Workshop on Large-Scale Exploits and
Emergent Threats, April 15, 2008, San Francisco, CA,
USA., pp: 1-8.

Moore, T. and R. Clayton, 2007. The impact of incentives
on notice and take-down. Proceedings of the 7th
Workshop on the Economics of Information Security,
October 4-5, 2007, Pittsburgh, PA., USA., pp: 1-24.

Sudha, R., A.8. Thiagarajan and A. Seetharaman, 2007.
The security concern on internet banking adoption
among Malaysian banking customers. Pak. J. Biol.
Sei., 10: 102-106.

Thomas, K., C. Grier and J. Ma, 2011. Design and
evaluation of a real-time URL spam filtering service.
Proceedings of the IEEE Symposium on Security and
Privacy, May 22-25, 2011, Berleley, California, TTSA.,
pp: 16-31.

Zhang Y., J. Hong and L. Cranor, 2007. CANTINA: A
content-based approach to detecting phishing web
sites. Proceedings of the 16th International World
Wide Web Conference, May 8-12, 2007, Banff,
Alberta, Canada, pp: 639-64%.

Zhou, C.V., C. Leckie and S. Karunasekera, 2009.
Collaborative detection of fast flux phishing domains.
T Networks, 4 75-84.

925



	ITJ.pdf
	Page 1


