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Abstract: With the continuous development of society and the prevalence of computer and network
technology. How to ensure the security of information in the course of transmission have become the most
unportant things for people at present. With this background, we studied how to realize encryption and
decryption of the RSA (Initials of Ron Rivest, Adi Shamirh, LenAdleman) encryption technology. This study
mainly introduces the application of RSA algorithm m encryption and decryption, mentions the technology of
digital signature. Also introduces in the process of implementation of RSA algorithm in Visual Studios
environment and operation results. Using this system for encryption and decryption of information,
theoretically, good results were obtained in safety and reliability.
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INTRODUCTION

Encryption technology does not appear now that
originated in 2000 BC (centuries), although the name 1s
different (even not call encryption ago), but the concept
as a kind of encryption, it was born m the early centuries
ago, their idea is the same. In order to protect the
mformation 1 the transmission process, prevent
important or private information is intercepted and steal.
Even if the access by third parties, not decrypt the
corresponding method, the information has no value in
use, 1t will not cause any loss.

The origin of the encryption technology what we
now use, 1s proposed by Diffie and Hellman in the paper
of "New Direction in Cryptography” in 1976
(Kahata, 2005). R. Rivest, A. Shamir and L. Adleman
realize a public key cryptosystem that now called RSA
public cryptosystem (Chen, 2012). The algorithm 1s
considered to be the most perfect and the most mature
public-key cryptosystem that i1s widely used m various
fields.

This study focuses on algorthm prineiple,
application, secwrity and analysis and researches of the
problem that existed in the algorithm. And the encryption
and decryption of RSA technology is implemented in
Visual Studios environment.

Basis of cryptography: Cryptography has a long
history, but in general 1t 1s still very strange, because 1t 1s
only in a small area, such as the military, intelligence,
diplomatic and other sensitive sectors (Wei et al., 2011).
Computer cryptography is the study of computer
information  encryption, decryption and transform
scientific, interdisciplinary mathematics and computer, is
an emerging discipline (Shi, 2007).

Cryptographic techniques are used to ensure the
confidentiality, integrity and authenticity of electronic
data. Confidentiality is to encrypt the data, so that the
illegal user can not read data information read-out
information to the legitimate user can use key. The
integrity of data mtegrity, authentication and to determine
whether the data is illegal tampering, correct and complete
information to ensure that legitimate users. Authenticity
is the authenticity of the data sources, the authenticity of
the identification of the data itself, can ensure that
legitimate users are not deceived (Shi, 2007). Simple
process 1s shown in Fig. 1.

Encryption description: The encryption algornthm 1s
divided inte two kinds, symmetric and asymmetric
encryption. Using symmetric encryption, the two parties
communicate with the common key that needing the only
one. Regardless of the sender or receiver of encryption
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Fig. 1: Process of RSA encryption and decryption
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Fig. 2: Symmetric cipher model

and decryption use the key. If the key access by thurd
parties in the process of transmission, Plus on the key has
no meaning. How to put the key to each other's hands is
the shortcoming of the algorithm. The algorithm of the
model 1s shown m Fig. 2.

Asymmetric encryption algorithm of RSA that 1s
different from symmetric encryption algorithm needs two
keys, a public key, a secret key. The two of them appear
in pairs, if the public key to encrypt data, only with the
corresponding private key can decrypt; if the private key
to encrypt data, so only with the public key can decrypt
the corresponding. Because the encryption and
decryption using two different keys, so this algorithm 1s
called asymmetric encryption algorithm (Caiand Lu, 2011).

A 4

Plain text
output

Decryption algorithm
(reverse of the
Encryption algorithm)

Party A generates a pair of keys and one of them as a
public key open to the other side, Party B use the key
which from the party A to encrypt the confidential
information and then sends the information to the party
A; party A decrypt the encrypted mformation using the
dedicated key that he preserved. Party A can only decrypt
any information that encrypt by its public-key by a
dedicated key. The algorithm of the model is shown in
Fig. 3.

RSA algorithm: The RSA algorithm is a kind of
asymmetric encryption algorithm which appeared in 1978.
The algonthm 1s public key encryption algorithm which 1s
a widely accepted and mmplemented by public. It is a kind
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Fig. 3: Symmetric cipher model

of algorithm that can be used for not only data encryption
but also digital signature. Nearly forty years, has
experienced all kinds of attacks and the test, has been
gradually accepted by the people and 1s considered to be
one of the best public key schemes.

The algorithm is based on large integers and prime
testing; its mathematical basis is the Euler theorem.

In the Elementary number theory, its security is
based on the difficulty of factoring large integer
(He and Wu, 2004; Buchmann, 2001 ).

Key generation: First, we select two big prime number of
the same length randomly: p, g, n = p*q, t = (p-1)*(q-1),
then we select the number e, its range is more than 0 and
less than t. we usually use the value of e 15 3, 17, 65537
(216 plus 1) and e must meet the Condition is d*e %t = =1,
then we can get the value of d. The result 15 we get the
four numbers n, t, e, d; the e is the encryption key, the d
is the Decryption key, open n and d to public, keep p, g
and e to anybody.

Although, the transformation of encryption and
decryption is the inverse, the private key system handles
the data as a bit, but the public key system handles the
data as a number that perform function operation and the
mathematical function is one-way. It 1s to say, it can easily
come true from one side, but very difficult to another side,
so simple steps unable to decrypt the cipher text
(Wang and Song, 2011).

Encryption algorithm: The known-plaintext x(x<n) and
group x into character blocks, the length of each plaintext
message X1 must meet O<xi1<k (where k 1s the length of )
and calculate the cipher text C = xe (MOD n).

|
v

output

Decryption algorithm
(reverse of the Asymmetric
encryption algorithm)

Decryption algorithm: The known cipher text ¢ and the
private key (n,d), can calculate the plaintext x = Cd
(mod n)?

The example of RSA algorithm: Knownp=11,gq=19,
gotten n =209, t=180. Selectthe number e randomly
e =7, meet O<e<t, According to the formula of d*e%t = =1
d = 103 can be obtamed, d is a private key. Open (1, e),
keep (nn, d). If we need to seed the information x = 65,
using (n, &) = (209, 7) to calculate the encrypted values:
C =xe(modn) =657 mod 209 = 56, When received ¢ = 56,
using (nd) = (209,103} , calculate x = Cd{ mod n) = 56103
mod 209 = 65.

Exchange the key of the symmetric encryption
algorithm (Chen and Zhu, 2006): Because of asymmetric
encryption algorithm 18 t more slowly than symmetric
encryption algorithm, so asymmetric encryption algorithm
is  usually wused to secure encryption key of the
symmetric encryption algorithm in the practice, but
symmetric encryption algorithm 18 usually used to
secure the Communication of message. It is also to
say, Asymmetric encryption algorithm is mainly used
for the encryption key of the symmetric encryption
algorithm.
The process of exchange the session key:

* A uses RSA algorithm to generate their own public
key (n, e) and the private key (n, d) and sends the
information to B that contains the public key (n, d)
andID of A

» B gets the session key k and uses the public key
encrypt the message to A, Ke modn
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Fig. 5: RSA algorithms in the digital signature

A uses his private key to decrypt the Ke mod n, then
can get K. In this way, A and B can communicate
with symmetric encryption algorithm and the session
key K. Sumple process 1s shown in Fig. 4

Digital signature: The RSA algorithm uses the public
key to encrypt and the private key to decrypt in the
encryption/decryption process. The private key 1s used
to encrypt and the public key is used to decryptin
the digital signature. The sender wusing HASH
algorithm to calculate the hash value of the file M, then
generate the digital signature C from using the key to
encrypt digital abstract and then M C together and sent
to the receiver. The receiver receives the file M1 and
digital signature C1, needs to verify that M and M1 are
identical.

Network

Symme.tnc o HASH
encryption »| Original text aleorithm
algorithm £
T A 4
. Symmetric Message
Cipher text
> iphertex key digest 1
A
Digital Asymm.emc Message
signature decryption digest 2
algorithm
Sender
public key
Receiver

The verification process is to get hash value H1 of
M1 using the HASH function and get the H2 from the
decrypt digital signature of C1 by using the public key.
Compare H1 to H2 is the same (Shi et al., 2008).
Information transmission is security if the same. The
specific process is as follows as shown in Fig. 5.

IMPLEMENTATION OF RSA ALGORITHM IN
VISUAL STUDIOS

In the program, the user can encrypt and decrypt the
digital, Chinese characters, letters and other information.
In the encryption and decryption of digital information,
the user directly inputs the encrypted and decrypted
number according to the suggested of the procedure, then
can get the encryption or decryption information of the
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and decrypt. If the information is a very long
string, we need to first packet encryption information.

In the program, the main fimction gets the N and its
Euler number T in according to the prime p and q that the
user inputs and given by the user's public key e, calls the
function fun (E and T) to determine whether the cop rime
and got the private key D. user chooses the information
15 to be Encrypted or decrypted, calls the function my
(encryption), realize the computation of exponentiation
and multiplication. The specific process is shown in
Fig. 6. The result of the Encryption 1s shown mn Fig. 7. The
result of the Decryption 1s shown in Fig. 8 And the code
1s as follow:

A A

Using d decryption——————

Using e decryption———

Fig. 6: Flow chart

Please enter the two prime numbers:p.g3?7 27
Calculated the n is385H8%
Calculated the t is3B8816
Enter a public key e: 5
Calculated d is3B8413
Encryption please input 1
Decryption please input 2

il

Please input the message m:5%
27441

Ciphertext is 27441

Press any key to continue

Fig. 7: Result of encryption

Please enter the two prime numhers:p.q3?7 27
Calculated the n is3858%

Calculated the t is38816

Enter a public key e: 5

Calculated d is3B8413

Encryption please dinput 1

Decryption please input 2

2

Please input the ciphertext c:27441

The message is 57
Press any key to continue

Fig. 8: Result of decryption

mumber which inputted. We don’t need to do any
treatment to the digital information. If the user input
the infermation that i1s made of Chinese characters,
we turn the information into TR, code. Finally we turn
the URI code into ASCTI code to encrypt and decrypt.
If the user input the information is composed of string,
the 1information is converted to ASCII code to encrypt

Unsigned long my encryption (unsigned long x, unsigned long v, unsigned
long z)

{Unsigned long r=1;

¥y =yl

while@! =1)

r=r¥x;
r =%z,
¥-s

}

printf{"%ed'n" r);

retumn r;

unsigned long fun(unsigned long a, unsigned long b)

unsigned long t;
while(b)

{

t=a;

a=b;

b =t%h;

}

ifla ==1)
retum 0;
else

return 1;

}

The result of the Encryption is shown in Fig. 7. The
result of the Decryption 1s shown mn Fig. 8.

Safe of RSA algorithm: The system structure of RSA
algorithm is based on the number theory of the ruler. Tt is
the most security system in the key systems. The safe of
RSA algorithm bases on difficulty in the factorization of
the larger numbers (Zhang and Cao, 2011). If you want to
break the information, you need to decompose a large
number; 1t 13 also to say, it 18 difficult to get the private
key through the factorization from a public key. For
example, in order to decompose a large number of
RSA-129 that factories a 129 bit decimal 425 bit on April
1994, more than 600 volunteers participated m the
cracking activity, opened more than 1600 workstations,
mainframes and supercomputers decomposition, spent
& months time, finally decomposed RSA129 problem in
public key.
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But research shows that, since 1994 to complete the
work to decipher and faster decomposition factor
calculation method 1s proposed. Therefore, a large munber
of recent lower quartiles (512bit binary mumnber) have been
successfully decomposed, it tells people, the encrypted
using the RSA algorithm, in the key generation, try to ask
n is very big, so the attacker to break the success of
t= (p-1)* (g-1), it is very difficult. In order to make the
RSA safety, it must choose a large p and q; use a longer
key is beneficial and harmless. Users’ usually choice more
than 100 decimal digits, so the attacker cannot decompose
the N in polynomial time effective internal.

DISADVANTAGE OF RSA ALGORITHM:

* Fake public-key algorithms. The user should not
worry if public key leak, but need to consider
someone takes another's place by counterfeiting
published false public key, so it should be possible
to widely publish the right key to public to prevent
counterfeiting

¢+ Complexity of the key creation. Because of the RSA
algorithm is limited by the prime and efficiency of
generating primes is relatively low, so it is difficult to
achieve a secret once (Internet Data Center, 2011)

*  Security needs to be proofed The RSA security
depends on the difficulty of factoring large numbers,
but 13 equivalent to factoring has not been proved
theoretically, because there 1s no proof of cracked
RSA will need factorization. If there is an algorithm
can fast decompose a large number, so the RSA
algorithm's security would be threatened. Tn addition,
the computational ability of the computer to
continuously improve, the cost of computer to
reduce, the parallel technology of the computer to
develop, then attack the RSA algorithm will get huge
growth ability

* Slow of the speed. The RSA encryption and
decryption algorithm need a lot of calculation and the
speed 1s slowly, compared with the symmetric
cryptographic algorithm thousands of times slower.
With the development of large number of
decomposition techmque, key length would ncrease
to ensure safety, so the computation will be greater

APPLICATION AND DEVELOPMENT PROSPECT
OF RSA ALGORITHM

Since the proposed from the nineteen seventies,
through the practice of 20 years, has been widely used,
has become a most popular encryption standard. With the

development of computer network and e-commerce
technology, provides a broader space for the application
of RSA technology. In many hardware, RSA software and
library software product kernel, 1s convenient for people
to use. For instance, in terms of hardware, the technology
of IC 1s mature that used mn all kinds of electronic products
(Zhang et al., 2009); m terms of software, mainly used in
the encryption connection, digital signatures and digital
certification on the Internet, In addition, the household IE
browser, integrates and uses RSA encryption technology,
combined with the MD35 and SHAT mainly used for digital
certificates and digital signatures. For users accustom to
using online shopping and online banking, almost use the
RSA technology every day (81 and Tang, 2009).

With the year-on-year increase of the amount of data
and the continuous improvement of people's needs, RSA
faces wvarious challenges, application security, data
security and privacy, cloud security, demal of service
attacks, Advanced Persistent Threats (APTs), mobile
security and so on. There are the prospects of the
development in the few years.

CONCLUSION

In this study, based on fully research and a deep
understanding of the principle of tradition RSA algorithm,
the RSA algorithm 1s implemented in VC envronment and
analyzes the security of RSA algorithm and its
disadvantages. On the whole, the RSA algorithm 13 a
good algorithm. But in the application of the RSA
algorithm, RSA algorithm also has many problems, such
as the public key is correct, the encryption and decryption
speed 18 very slow and the key generation is very
troublesome. We take mto account the weaknesses while
use the RSA algorithm and make an attack on the RSA.
Widely used symmetric encryption algorithm and
asymmetric  cryptographic  algorithm  combines,
advantages and disadvantages of complementary of two
algorithm, Longer encrypted with a symmetric cipher
encryption algorithm key file and then use the RSA
algorithm to encrypt files, so an excellent solution to the
symmetric key distribution problem (Guo, 2011).
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