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Abstract: The advances 1n digital media make the copyright protection more and more unportant. Digital
watermarking provides a copyright protection solution to this problem. The text is the most popular medium
over the internet and many researchers have proposed text watermarking methods in past vears. In this study,
we propose a new watermarking method based on skeleton algorithm for hiding messages in Chinese text image.
In the embedding process, on the basis of character segmentation, the skeleton of each character 1s extracted
and then the location of the bounding box of each skeleton is recorded. Secondly, in each text line, the average
center line of the bounding boxes is calculated and the centers of character skeletons are shifted to a position
higher or lower than the average center line. The shufting pattern constitutes the watermark. In the extracting
process, we firstly conduct the binarization and deskewing operation to the printed-scanned mmage. Then the
remaining phase is very similar to the embedding process. The experimental results prove that the proposed
method can successfully resist the print and scan attack and holds much better robustness than that does not
use skeleton algorithm.
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INTRODUCTION

The advances in digital media and internet make the
distribution of text documents increasingly convenient.
However, these also lead to enormous copyright issues.
Digital text watermarking provides a copyright
protection solution to this problem by embedding
copyright mformation imperceptibly mto the digital
text document in a way that is robust to various kinds
of attacks (L and Tsai, 2007; Luo and Zhang, 2011,
Peng et al., 2012). But the simple image interconversion
between print and digital forms makes it wgent to study
text umage watermark which 1s resistant to print and scan
operation.

In order to improve the robustness of watermark,
many researchers embed watermark by choosing the
coefficient m transform domain such as Discrete Fourier
Transform (DFT) (Pereira and Pun, 2000, Cedillo
Hernandez et ¢l., 2012), Discrete Cosine Transform (DCT)
(Chu, 2003; Briassouli et al., 2005), Discrete Wavelet
Transform (DWT) (Nikolaidis and Pitas, 2003,
Zhaoqian et al., 2012). Specifically, Chu described a
DCT-based watermarking algorithm which employed
different modifications to the DCT coefficients pertaining

to different sub-images (Chu, 2003). Although the
watermark embedded m transform domain has stronger
robustness, it is more suitable for natural images. Different
form natural images, the characters in text images are very
clean cut. Therefore, 1t 1s obvious that the change of the
high-frequency coefficient will just alter the edge pixels of
characters and disturb the human visual effect.

Some researchers embed the watermark in text umages
by adjusting the document structure such as line spacing
and word spacing. Brassil et al. (1995, 1999) proposed
three methods for text documents watermarking: (a) Line
shifting coding, (b) Word shifting coding, (¢) Feature
coding. In (a), The embedded line was shifted up or down
slightly and its two neighbor lines remained wmmoved.
Andin (b), The words in each line were divided into three
blocks and the middle block was shifted left or right when
embedding. The blocks adjacent to the middle one were
not marked. Both of the first two methods needed control
information (control lines or control blocks) when
embedding. So this greatly reduced the embedding
capacity. Moreover, they also required the origmal
document during the detection phase. The third method
(c) Embeds the information by altering special text
features (e.g., upward or vertical endlines); the features
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are altered or not depending on the watermarking
information. This method also required original document
when extracting information and it was vulnerable to the
noise.

The line spacing and word spacing in a text
image is a relative stable feature which can resist
print and scan attack. And human beings are not
visually sensitive to the tiny change, so the watermark
algorithm based on the text image’s line spacing and
word spacing have been researched a lot e
(Maxemchuk, 1994; Low et al., 1995, 1998; Low and
Maxemchuk, 2000, Huang and Yan, 2001; Yang and
Kot, 2004; Zou and Shi, 2005).

This study presents a text image watermarking
method based on the character skeletons. The
watermarks are embedded by shifting the characters
up or down. Since the character skeleton can resist
print and scan attack better than the character itself,
present method 15 expected to hold stronger
robustness.

SKELETON EXTRACTION ALGORITHM

The skeleton of a region may be defined via the
Medial Axis Transformation (MAT) proposed by Blum
(1967). The core idea of the skeleton extraction algorithm
15 to delete edge pomts on the region iteratively.
Although, the skeleton only has one-pixel width, it
presents the character’s geometrical and topological
properties; so it is widely used in pattern recognition and
umage analysis (Tarabek, 2012).

The skeleton extraction algorithm 1s realized mainly
by a series of sequential thinning algorithm using the
structuring  elements (Lam et al, 1992). And each
individual thinning paess is achieved by using eight
structuring  elements to erode the characters repeatedly.
The  entire process is  repeated until the

@

character has no further changes occur. The two of the
eight structuring elements are shown in Fig. 1.

Where “17 stands for the black pixel and ‘0" stands for
the white background; **’ indicates “don’t care”, that
means it may be O or 1. And the other six struchuring
elements are got by rotating the two with angle 90°, 180°
and 270°.

Figure 2 plots the result of skeleton extraction. We
can see in Fig. 2b the edge of the characters is easily to be
affected by noise but there is almost no difference
between Fig. 2¢ and d. So the skeleton 1s nsusceptible to
the effect of character edge noise and 1s resistant to the
print and scan attack to some extent.

WATERMARK EMBEDDING AND EXTRACTING
PROCEDURE

Embedding procedure: The main thought of embedding
watermark 13 to shift the center line of the skeleton upper
or lower than the average one and it performs as the
shifting of characters. The detailed watermark embedding
procedure is shown in Fig. 3. And Fig. 4 provides an
instance of watermark embedding process.

The embedding process starts by segmenting the
characters. Next, the skeletons of characters are extracted
and the bounding boxes’ locations of all character
skeletons are obtained by using the method sumilar to
character segmentation. Then the location of the average
center line (Fig. 4d) of each text line is computed. Finally

1 1 1 . 1 ¥
* 1 . 0 1 1
0 0 0 0 0 .

Fig. 1: Two of the eight structuring elements

(b)

(d)

Fig. 2(a-d). Comparison of the skeleton extraction result between digital image and scanned image, (a) Digital image, (b)
Scanned image, (¢) Skeleton extraction result of digital image and (d) Skeleton extraction result of scanned

mage

2131



Inform. Technol. J., 12 (11): 2130-2137, 2013

Character
segmetation

Skelton
extraction

Record location of
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Fig. 3: Watermark embedding procedure

(b)

©

(d)

(e

4_____

Average center line

Fig. 4(a-e): Instance of watermark embedding process () The original text image, (b) Character segmentation, (c) Skeleton
extraction and record bounding boxes’ locations, (d) Shift the center lines of valid characters to the average
center line and (e) Shift characters up or down to complete watermark embedding

the watermark 1s embedded by shifung the valid
characters to make their center line is upper or lower than
the average center line.

Figure 4c and d, the operation of skeleton extraction
and skeleton segmentation 1s on the basis of character
segmentation. Since the connected domain will change
greatly before and after the skeleton extraction operation,
it may lead to wrong segmentation of characters if we
segment the skeleton directly after the skeleton extraction
operation. So this operation ensures the consistency of
the character segmentation before and after the skeleton
extraction operation and lays the foundation for the
correct extraction of the watermark.

In the same text line, the center lines of Chinese
characters are basically in the same level because of their
structural features. So, it 1s imperceptible to shuft the
characters up or down slightly except for some special

characters like punctuation, *~" etc. Hence, we rule that in
a same text line, the characters whose width, height is
bigger than half of the character's average width and
height m this line are the valid ones; and the nvalid
characters are not allowed to embed watermark.

Extracting procedure: The extraction process is described
in Fig. 5. The text image we used to extract can be got by
scanming a hard copy document which must contain
watermark information.

First of all, several image preprocessing operations
shall be used to remove the noises and distortions in the
image, such as edge cropping, bimanzation and
deskewing. Then the following operations are similar to
the embedding process: character segmentation, skeleton
extraction and record locations of boundmng boxes. After
we get the bounding box of each skeleton, we only need
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Text image —Pp|

Binarization Character Skeleton extraction
and deskewing segmentation and segmentation

Fig. 5: The watermark extracting process

to compute center lines of valid characters” skeletons. At
last, calculate the sum of center lines in different group
and we can get the watermark by comparing the values in
different group.

CHARACTER SEGMENTATION

Present algorithm is achieved by shifting the
up down, accwrate  character
segmentation 1s very mmportant in the watermarking
systemn. In this study all the characters are segmented into
connected domains firstly by projecting the image
horizontally and vertically. Then the rough segmentation
1s refined by merging the connected domains with given

characters or 80

rules according to the peculiarity of Chinese characters.
The specific process is as follows:

Segmentation of connected domains: By
projecting the 1mage honzontally and vertically
firstly, we «can get separate connected domains

shown in Fig. 6a and each box indicates a connected
domain.

However, the characters with conjoint strokes cannot
simply adopt the above operations. Besides, if we have
judged it is a conjoint strokes connected domain shown
in Fig. 6b according to its height, we can segment it into
separate comnected domains by finding the weakest
connections through vertical projection.

The merging of connected domains: Some left-right
Chinese characters (i, F] in Fig. 6a) are segmented into
two connected domains in the first step, so the connected
domains need to be merged to complete the character
segmentation. We use aspect ratio R to merge the
comnected domains and its theory basis 1s: except for
some individual characters, no matter what font, size, the
R of the rest Chinese characters is close to 1.

Consequently, merging the
domams, we should identify and segment the special
characters and not allow them to take part in the merging
operation. For the punctuation shown in Fig. 7a, after

before commected

segmenting the connection domams, these kinds of
characters can be identified by their features such as
position coordinates; For Chinese characters like /I’

Computer center lines
and compare them

)
A AN

Fig. 6(a-b): Different conditions of comnected domains
when segmentation, (a) Connected domain
segmentation and (b) Conjoint strokes

ORET RAER, RRBIHA
MR REAIR? —=: NdLdES K

PRI IR PR, ARG
ARFEREFIRI R =y N HUEERPE

Fig. 7(a-b): Segmentation result of different types of
character, (a) The original digital text image
and (b) The result of character segmentation

Watermark

—
—

shown mn Fig. 7a, we set a threshold according to present
experiment experience to identify and segment them.

Then the specific merging process is: Compute R, of
a selected connected domain Q; and R, of the merged
comected domam Q, got by merging Q, with its adjacent
right one. The connected domain whose R is closer to the
given threshold can be segmented into an independent
character. Then use the same method as getting (3, to get
Q,(n=73,4,5,..) and compute their R to decide whether
they can be merged. If not, then repeat the operations
mentioned above to complete character segmentation.

The result of character segmentation is shown in
Fig. 7b.

BINARIZATION AND DESKEWING ALGORITHM

Image binarization algorithm: Bmarization 1s of great
importance in document processing such as character
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segmentation and document layout analysis. Many
document binarization methods have been presented in
the literature (Moghaddam and Cheriet, 2011;
Ntrogienms et al., 2012). In this study we use an iterative
method which is based on the thought of approximation
shown in Alg. 1. Figure 8 shows the effect before and
after the bnarization.

Algorithm 1: The procedure of binarization algorithm
Require: T, (T,;): the maximum (minimum) gray value in a Chinese text
image,
Calculate T,,,, and T, of a image and then set T= T, T
Use T to divide the image into 2 groups and calculate the average
gray value T, Tin each group;
while T,,T; has changed
T=(T+T)/2,
Use T'to divide the image into 2 groups and recalculate T7,
T; in each group;
end while
We can get the threshold T and then use it to binarize the image

@7 2 32
AR FE 3 2|
- AR rrﬂ it
7@5(. =
(b) LR R 4 ]
AR 3 2]
LM
- ‘ESL o
Fig. 8(a-b). Comparison of the scanned image and its
binarization result (a) The scanned text image

(b) The binarization result of the scanned
image

(b)

Image deskewing algorithm: After being printed and
scanned the image will inevitably be tilted. According to
the theory of the algorithm, we can find that the detection
phase is susceptible to skew correction. So before we do
further operations to the image, we should carry on the
deskewing operation to it.

When projecting the image horizontally, we find that,
the S (the sum of mter-line blank spacing) of the correct
image had a big difference from the tilt one’s shown in
Fig. 9. Then tests indicate that the bigger the tilt angle of
the image, the smaller the sum of inter-line blank spacing.
According to this feature we put forward a deskewing
algorithm based on 5. The detailed procedure is shown in
Alg. 2.

Algorithim 2: Procedure of deskewing algorithm
Require: I: the Chinese text image, S, (\5): the .S after rotating I clockwise
(anticlockwise), S, ((S,): the S after (before) rotating I, A: the rotation angle,
P: agiven precision,
Load the image I and project it horizontally and then calculate .S,
Rotate T clockwise and anticlockwise and calculate its corresponding S,
and S;
il S, = .5
the tilt correction is upright; S, = 5;
else
the tilt correction is leftright; S, =.S;
end il
while A >=P
rotate I by angle A in correct direction; then calculate S;;
while
8, =.5;
keep rotating I in right direction with angle 4 and recalculate 5;;
end while
irs, <=5,
reduce A;
endifl
end while
if4< P
we can get the tilt angle 7;
end il

s{

—>

—

AR

Fig. 9(a-b). Horizontal projection of the correct image and tilt image, (a) Horizontal projection of correct image (b)

Horizontal projection of tilt image
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In order to verify the validity of this algorithm, we
test 10 correct samples. For a rotation of 0.4° clockwise
and anticlockwise to the samples respectively and then
use this algorithm to compute the tilt angle. The
result is shown in Table 1. From the table we can see the
absolute value of the computed angles and the
actual angle difference 1s between 0° (-0.400000°) and
0.00547° (-0.394530°).

EXPERIMENT RESULTS

To test the robustness of present watermarking
algorithm, the extraction accuracy of two methods were
compared. One method 15 proposed in present study and
the other method makes the average center line of
characters as the shifting
characters. We used them to test a 30-page Chinese text
image respectively. The text images were formatted
separately in three fonts (Song, Kai and Fangsong) and in
four different font sizes (18, 16, 14 and 10.5 pt); thus, there
were 720 images in all. Characters with 18 and 16 pt are

conference line when

usually used in official notice and most documents adopt
characters with 14 and 10.5 pt.

The advantages and disadvantages among different
methods provide in Brassil et ol (1995, 1999),
Nikolaidis and Pitas (2003) and Zou and Shi (20035) are
listed n Table 2. And we also compared the method with
and without skeleton in extraction accuracy and

During the embedding phase, binary Chinese text
images with the resolution of 600 dpi were used to embed
watermark. In order to ensure the robustness of
watermarking, embedding one bit needed 10 valid
characters at lease. In present experiment, we embedded
two bits in one text line, so a valid line must have 20 valid
Chinese characters at least. For example in Fig. 10, there
are 24 valid Chinese characters left in the current line. So,
we divided the words into 4 groups evenly and each
group had 6 words. Then we embedded the first bit with
the first part and the second bit with the second part. If
we embed 01, then move the characters in group 2 one
pixel up and move characters in group 3 one pixel up. The
unmoved characters in group 1 and 4 served as reference
locations in the extracting phase.

In the extracting phase, we used a HP Laserlet
M1536dnf MFP to print and scan the embedded
hard-copy document with resolution of 600 dp1. And the
scanned image most likely had rotational distortions.
Then we used watermark extracting method introduced to
get the watermarking.

The extraction result of the two methods: Table 3 and 4,
respectively present the extraction accuracy of the image
scanning with different ways. Images used in Table 3 is
got by automatically bulk scanning while m Table 4 the
image is scanned through manual single placement in the

Table 2: Comparison among different methods

embedding capacity; the specific process is as follows. Sui Robustto - Require the
d ) ! ) uitable printing original
The Parameter Settings in the Embedding and Extracting for Chinese Embedding and documnent when
phase. Methods text images capacity scanning exfracting
Transform No - Yes No
. . domain
Table 1: The test result of the deskewing algorithm Line shifting Yes 0.5 bit/line  Yes (not goad) Ves
Samples -0.4° 0.4° Samples -0.4° 0.4° Word shifting Yes 1bitline A little Yes
1 -0.403238  0.397195 3] -0.401785 0.396123 Inter-word Yes 1 bit/line Yes No
2 -0.401759  0.400577 7 -0.400000  0.405286 space modulate
3 -0.400330  0.401637 8 -0.394530 0.398770 Center line Yes =1 bitline  Yes No
4 -0.400352  0.403878 9 -0.403960  0.397799 shifting
5 -0.402768  0.396494 10 -0.400115 0.400686 (skeleton-based)
The first part The second part
-« < —>
< Group 1 > Group 2 > e Group 3 Group 4 >

Fig. 10: Aninstance of grouping process
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Font size (%6)

Font 18 pt lopt 14 pt 10.5 pt
Song With skeleton 87.0 80.0 89.0 82.0
Without skeleton 63.0 49.0 57.0 60.0
Kai With skeleton 91.1 R82.0 82.5 78.5
Without skeleton 59.0 62.5 76.0 60.0
Fangsong With skeleton 86.0 84.0 82.0 82.0
Without skeleton 90.5 51.0 54.0 52.0

Table 4: Extraction accuracy result through manual single scanning

Font size (%6)

Font 18 pt 16 pt 14 pt 10.5 pt
Song With skeleton 95.0 93.5 9.0 98.5
Without skeleton 85.5 8.5 .5 89.5
Kai With skeleton .0 9.5 93.5 94.5
Without skeleton 88.5 9.0 9.0 91.5
Fangsong With skeleton 92.0 94.0 97.0 95.0
Without skeleton 83.5 90.5 92.5 93.5
Table 5: Embedding capacity of different font and font size
Font size (%)
Font 18 pt lopt 14 pt 10.5 pt
Song 33 39 38 74
Kai 35 40 40 78
Fangsong 35 40 40 79

scarmer. From the two tables we observe that the method
with skeleton performs better then the one without
especially in the condition of automatically bulk scamming.
Besides, in Table 4 the characters with font size m 14 pt
perform better than others relatively.

The statistical result of the embedding capacity: At last,
we also counted the embedding capacities of each image.
According to owr experience, we rule that if we want to
embed one bit, we must have 10 valid characters at
least and the text line which has valid characters between
10 and 20 can embed one bit, if the number is more than
30, 1t can embed 3 bit i one text line. Thus, the embedding
capacity can be increased. So we count those conditions
in. The average embedding capacity of different fonts and
font sizes 1s shown in Table 5. From the table we can see
that for different fonts, the smaller the font size, the bigger
the embedding capacity.

CONCLUSION

In this study, we put forward a new watermark
embedding method which is robust to print and scan
attack. The method which adopts the center line of the
characters skeleton as the conference line embeds data
mnto text image by slightly shufting the characters to make
its center line upper or lower than the average one. And
the shufting pattern constitutes the mark, so we can extract

the data by comparing the sum of skeleton's center lines
in different groups. According to our experiment
results, we can find the method we described performs
better than the method which dose not utilize skeleton
algorithm.

In the futwre, we plan to improve the skeleton
algorithm which will be more efficient in time and much
more robust to noise. We also plan to perform the method
which combines the embedding algorithm of shifting the
characters left or right slightly and skeleton algorithm
together.
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