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Abstract: In a large-scale peer-to-peer DVE (Distributed Virtual Environment) system runming on the WAN
(Wide Area Network) without the central control node, it 1s one of the most challenging problems to preserve
the causality of all the simulation events on each node with asynchronous clock. However, the most existing
asynchronous causality control methods seem to be inefficient to resolve the problem for applying either too
closely coupled causal control information with system scale to achieve the real-time preservation or too little
control information in a message to maintain the correct causality. In this paper, a novel causal order control
approach with the deduction of the minimal calculable moment and the distributed preservation algorithm 1s
proposed to achieve the correct cause-effect relationship among all the simulation events on each node. The
experimental results demonstrate that comparing with the representative existing methods the proposed
approach can cost lower transmission and calculation overhead with proper amount of causal control
information in a message and ensure the real-tume preservation of causality with asynchronous clocks.
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INTRODUCTION

One of the most remarkable differences between
a peer-to-peer fully distributed DVE system and a
server-client DVE system 1s that the former doesn’t have
a central controlling and coordinating server. Therefore,
the distributed nodes or sites m the former one are
autonomous and equal to one another. Each node can
solely commumnicate with the remote ones by directly
exchanging messages. Any site in the decentralized DVE
system doesn’t have the shared memory with another one
(Fujimotoe, 2000; Plch et al., 2013).

As the fast development of network and virtual reality
technologies, the decentralized network systems are
increasingly established on WAN so as to satisfy the
application demands. What 13 more, the scale of
distributed sites i a DVE system expands significantly
which brings about the frequent data exchanging and
message transmission in the network. Due to the
geographical dispersity of the participant sites n a
network system running on WAN, the time advance of
each site is usually asynchronous with one another
(Fujimote, 2000).

Because of the large transmission latency of WAN,
it is probable that the distributed sites receive messages
in different orders which may not be identical with the
sending order of the messages. If the decentralized
network systems are sensitive to the causality of the
delivery order of messages, the causal order violations
might happen without the proper control mechanisms
(Cai et al., 2005, Schwarz and Mattern, 1994). Thereby, it
1s necessary to ensure the causal order delivery for thus
kind of systems. Furthermore, in the case that they are
real-time network systems, the data in each message has
the valid time limitation so that the causal order delivery
of messages must be accomplished in real time at each
site. Currently, this is one of the most challenging
problems for the decentralized DVE systems on WAN.

However, the most existing
mechanisms seem to be inefficient to resolve the problem.
Immediate Dependency Relation (IDR) (Hernandez et al.,
2004, Dominguez et al., 2008) provides the real-time
message ordering delivery but if there i1s any cause
message could not arrive at the destination sites within
the valid time of the received effect message, it is hard for
IDR to maintain the causality of received messages.

causality control
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Vector Time (Raynal et al., 1991, Raynal, 2013) method,
such as SES, can select adequate control information for
each message to ensure the causality delivery, however,
the amount of the control information is closely coupled
with the system scale so that it cannot meet the real-time
requirement i the large-scale systems on WAN. A-Causal
Order (Baldomi ef al., 1998) i1s another real-time method but
it assumes that every message has the same valid time
“A” and the time advances of all sites are perfectly
synchronized.

In this article, we analyze the fundamental reasons of
the problem and propose an original causality
communication algorithm based on discerning the mimmal
calculable moment during the course of the asynchronous
time advances at the message receiving sites. The results
of groups of experiments demonstrate that our algorithm
has a low overhead with respect to the amount of control
mnformation appended to each message and ensures that
the received messages are delivered with causality in real
time.

The rest of the paper is orgamzed as follows.
Section 2 presents the system model of a decentralized
DVE network. The minimal calculable moment is analyzed
and defined in Section 3. The new distributed causality
preservation algorithm is proposed in Section 4.
Expenments are implemented to evaluate the performance
of our algorithm compared with the existing ones in
Section 5. Section 6 concludes the article.

SYSTEM MODEL

We assume that a decentralized network system
comprising n equal sitess P = {p, pu.., p.t. The
occurrence of actions performed at a site 15 called events
which are assumed to be atomic. An event is sent to other
through message
simplicity, sometimes sending (receiving) a message is

related sites transmission. For
also expressed as sending (receiving) an event.

For any event e, generated at site p, we use
r(e,) = (1, a) as its identification where 1 1s the number of
the site and a 1s the logical time when ex generates. tx 1s
the local time when pi can identify ex, ie., if ex 1s
generated at p1, tx 13 the time when pi1 generates ex; if ex 1s
generated at some remote site and received by p, t, is the
time when p,receives e,.

MINIMAL CALCULABLE MOMENT

In decentralized DVE systems, the causality of
events 1s defined by the “happened before™ relation
(Lamport, 1978) which 1s denoted as “~”.

Definition 1:

“Happened before” relatio

s Ife, and e, are events in the same sites and e, comes
before e,, then e,~e,

» If e 1s the sending event of a message by one site
and e, 13 the receipt event of the same message by
another site, then e, e,

s Ife~e,and e,~e,, then e ~e,

For two distinct events e, and e,, if both e,~e, and
e,~e, are unavailable, then e, and e, are said to be
concurrerit.

With the “happened before” relation, the causality of
events could be described in the cause-effect graph. For
instance, e, €,, €,, ¢, and ey are the events of causality.
The cause-effect graph of them 15 shown in Fig. 1.
Obviously, this graph is a directed graph.

As can be seen, the causality of the events in Fig. 1
is mainly consisting of the cause-effect relation on tow
directed paths: e -e,~e;~e, and e -e,~e, Because e,
and e, are concurrent which is the same to the relation of
e, and e,, Fig. 1 can be identically transformed to Fig. 2 as
far as the cause-effect relation is concerned.

Tt is not difficult to understand that as long as the
causality of events in each directed cause-effect path 1s
well preserved, the causality in the whole cause-effect
graph 1s ensured. Therefore, we intend to find out the
proper way to maintain the “happened before™ relation of
events on a directed path in the rest of this section.

€2 €3

€

Fig. 1. An example of the cause-effect graph

e & € &

i i e G mmiten:

R

Fig. 2: Two directed cause-effect paths
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Fig. 3: Minimal calculable moment of tix at p,

Due to the large transmission latency on WAN, the
cause events may not arrive at the destination sites within
the valid time of the received effect event. In order to keep
the “happened before™ relation of received events m this
case, a sending site should select the causal control
information of cause events one by one along the
reversed direction of a directed cause-effect path. Thus,
even though there are some lately arrived cause events,
the receiving sites could use the causal control
mnformation of the effect to identify the nearest cause on
a path among the received events and keep the causal
order delivery.

However, during the course of selecting the control
information at a sending site, when should the site
terminate the selection? Before answer this question, a
conception should be defined at first.

Definition 2

Minimal calculable moment: Ve, ¢, if ¢, i3 generated at
p, and e, is generated at p, and e -ey, then the minimal
moment in the time advance of pj which is equal or later
than tix in physical time and can be identified by p, is
called the minimal calculable moment of t, at p;.

In a decentralized DVE system, the arriving range of
ey sent from p, toward different destination sites could be
denoted as [t tAt,,, t TAt..], where At,. is the
minimal transmission time of ey in the network and At
1s the maximal transmission time of ey. At and At
could be calculated by the decentralized network
coordinate system (Dabek et al, 2004; Agarwal and
Lorch, 2009). Thus, an example of the mimmal calculable
moment is illustrated in Fig. 3. For ti, is the arriving time of
e, at p;, the minimal calculable moment tix of should be
t At currently which 1s the earliest and identifiable
moment later than tix in the time advance of p,. Evidently,

} Wallclock time

t At AL, 18 later than t+At, . in physical time
(also expressed as wallclock time [1]). Thereby, if
(U -At g AL <(y TAL,) is achieved on a directed
path of ey, it would indicate that there is an ex that arrives
all destination sites, dencted as pdes, earlier than e If
each cause of the events between e, and e, on the path is
delayed by the network latency in the worst case, pdes
could utilize the control information of e, to ensure
delivering e, and e, in causal order. Hence, when the
information of this kind of e, 1s selected, p, can terminate
the selection.

The use of minimal calculable moment (t,-At, ) is
better than use of t', for the less transmission overhead
with respect to the amount of the control information for
each event.

DISTRIBUTED CAUSALITY
COMMUNICATION ALGORITHM

With the minimal calculable moment, we design and
propose a distributed causality preservation algorithm
contaiming two sub-algorithms in this section to preserve
causality of events on the whole cause-effect graph. At
First, some data structures at one site need to be
introduced.

*  LT(p;): The vector to record the current logical time

»  CM(p;): The adjacency list recorded by p, to denote
the cause-effect relation of delivered events. There
are five variables: (r(e,), t At_;, At _ p cs[num])
in an element of CM(p;). e, 1s a cause of ¢, and p
cs[num] is a pointer array in which each pointer
points to an element that is corresponding to an
im- mediate dependent event of e.. CM(p,) would be
periodically updated by p,
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Sub-algorithm 1: Send and event eij in a message M
Input: cij, i, b

Output: M

1: LT (.PJ)D] = LT(DJ)U]+1

2. ty=time get time{)

3 tle)=G.LT @)D

4 iter =0

5: for all the e, that is the immediate cause of e, do
6: Tf Hind In (CM (r{e,)) then

7 p_csliter] = null;

8: clse

9 p_cs[iter =find InCM (1(e,))
10: end of

11: iter++

12 end for

13:  ptr = Cn(p).add(r(e,), t\. Aty Aty p_cs[num])
14:  Selection (null, null, ptr, ¥)t..); // select control information for

[
15: M-(ey, CB(e))
16:  Send Message (M)
17: CBley). Clear ()
18 exit()

Fig. 4 Sending message sub-algorithm 1

¢ CB(e,): The adjacency list to record the causal
control information of e, Each element in CB(e,) also
has five variables: (1(e,), t,, Aty Atye. p_cs[num]).
rle,), ty Atgi. Atg. could be replicated from the
correspending element m C M (p;) but the structure
p cs[num] needs to be revalued to point to the
immediate dependent elements in C B(e,)

¢ MQp,): The buffering queue of p; to temporarily store
the messages which are received but still not
delivered. p; would periedically check MQ(p,) to find
out whether there are messages that can be
deliveredpresently

Based on the above analysis, the real-time and
distributed communication algorithm 1s proposed which
mainly includes two parts: Sending a message with
control information from p, and receiving and processing
it in accordance with causality at pdes.The sending part
is described in the Fig. 4 with Sub-Algorithm 1.

When p, 1s going to send e, to other remote sites, it
needs to select causal order control information for e,
which 1s accomplished mn line 14 of Sub-Algorithm 1. The
procedure Selection (ptrup, nl, ptrjoin, tjy, At ) of line 14
1s described in Fig. 5.

After the selection, the replication of CB(e,) would be
added into the message M with e, and sent to pdes. The
recelving part 18 described m Fig. 6 with Sub-Algorithm 2.

The preservation of causal order delivery of received
events at pdes 13 ensured by the procedure depicted in
the line 10 of Sub-Algorithm 2 which is stated in Fig. 7.

Input: pir,,_pointer to the element in cb(e,) that calls this procedure;
nle[0, num-1]; piry;,-[pointer to the element (r(e,), t, Aty Al
p_cs[num]) in CM (p)) joining to CB(e,) during this calling; £; At
Output:  CBie)

1: p=find InCB(ptr join-r(ex));

2: it pthen

3:  ptrup-p_cs[nl] =p

4:  retum true;

5: end if

6: p=CB(ey).add(r(e,), t,, Aty Ao, p_cs[num])
7: if ptrup=null and nl#null then

8: ptrup~p_cs[nl]=p

9: if (¥, AL A <t FA L) then

10: for all ir such that O<ir<mun 1 do

11: p-p_cs [ir] = null

12: end

13: else

14: for all ir such that 0<Ir<num-1 do

15: P, =~ p_cs[ir]

16: it Pyl then

17: Selection (p, ir, Py, t', Aty.)

18: end if

19 end for

200 end if

21:  else

22 for all ir such that O<ir<num-1 do

23: P, =p-csfir]

24: if Prit#null then

25: Selection (p, ir, Pnt, tiy, At,,)

26: end if

27 end for

28 end if

29:  retum true

Fig. 5: Causal control information selection procedure

Sub-algorithm 2: Receive M containing e, and CB(e))

Input: M

L: I LT (pplil ?7LT (paes)i] then

2: For go msg (M)

3 exit()

4.  Elseifnot all the immediate dependent causes of e, are delivered
at pa, then

5: t#=, = time get time()

6: Store Msg (M, t¥)

7 exit()

8: else

9: tasy = time get time()

10: Process Msg (r(e,), M, t%)
11: endof

12: exit)

Fig. 6: Receiving message sub-algorithm 2
EXPERIMENTS

With the aim to evaluate and verify the performance
of the distributed communication algorithm proposed in
the above section, several experiments are wnplemented
on the PC cluster in the key laboratory of distributed and
parallel processing at our university. We use a Spirent
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Input: r(e,), Mt*s,
: p =find InCB(r(e,))
. if p then

PIr= OV P&, 1, Y (e sl
else

retum false

end if’
iter=0
: For all the immediate ex of e, such that r(e,) = (i, 5) do
9 Tre)a<l.T(P,)[r(e,)i] then
10: ptr-p_cs[iter] = Find InCM(r(e,))

e AR AN e

11:  else

12: M, = Find In MQ (r(e,))

13: If Mx then

14: ptr-p_cs[iter] = Process Msg ((e,), M,, t*9)
15: else

16: ptr~p_cs[iter] = Process Msg ((re,), M, t,*%)
17: end if

18: end if’

19 end for

20:  if LT(pa [il<LTO(Li] then
21: LT(pao i1 =LT (Ll

22: end if
23:  Process event (g)
24: Retum ptr

Fig. 7: Causal order preservation procedure
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Fig. 8: Violation numbers of causality

ConNIE (Converged Network Impairment Emulator) to
really emulate the impairments of the message
transmission delay on WAN. In the decentralized network
system, the time advance of each site is set to be
asynchronous with one another.

What’s more, an air battle simulation system is
developed as test instance which is applied with different
scales: 3200, 5400, 7600, 9800, 12000. To compare with our
algorithm in the experiments of asynchronous time
advances of all sites, we chose the typical asynchronous
causal control algorithms: SES and IDR. The mean
network delay time is conFig.d as 200 ms.

Aveniege ibessige deliveny dise )

Wi, & wles

Fig. 9: Average message delivery time

As we can see, the violation numbers of causality of
events under different scales of sites 13 shown in
Fig. 8 Because of the lack of sufficient causal
control information, the violations of IDR are the
Due to the large message
transmission amount, the violation numbers of SES under
message valid time limitation increases a lot with the
expanding of number of sites. The viclations of owr
algorithm are less than those of the other two in the
experiments.

Figure 9 illustrate the average message delivery time
of these three algorithms in the experiments with
different scales of sites. For the large amount of
transmission overhead, the increment of the average
message delivery time of SES raises significantly as the
number of sites expands. The amount of the control
information of our algorithm is wrelevant to the system
scale, therefore, the average message delivery time of it is
similar to or merely a little bit higher than that of IDR in
different experiments.

most in  each scale.

CONCLUSION

As for a decentralized DVE system running on WAN,
it is a challenging problem to preserve the causality of
received events with real-time property at each site. In this
article, a causal order control approach consisting of two
sub-algorithms based on the minimal calculable moment
is proposed to resolve the problem. The algorithm could
select the effective causal control mformation which
merely costs small transmission overhead and has the
good scalability. Experimental results and analysis
demonstrate that through applying our algorithm, the
sites in the system could ensure the causality of events in
real-time.
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