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Abstract: The prospects of the next generation wireless broadband applications will be enhanced by the
features like improved Signal to Noise Ratio (SNR) and variable higher data rates. The Orthogonal Frequency
Division Multiplexing (OFDM) system offers better tolerance against multipath effects faced by fading
channels. Forward Error Correction (FEC) codes meliorate the system performance. Tn this study, firstly the data
is encoded using Convolution encoders with Puncture codes in OFDM system. Then, the secret message is
embedded and passed through Rayleigh and Rician fading channels. The BER graph prior and after embedding
the confidential data are compared and sumulated using BPSK modulation scheme. The system 1s made more
reliable by reducing the redundancy, errors in the signals and making it more secure and robust in fading

environment.
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INTRODUCTION

The demand for achieving better data rates, making
the fullest utilisation of the bandwidth available and
mcreasing the capacity of the channel has always been in
an ascent more than ever. The solution for this is to
multiplex the available channel. Tncreasing the bandwidth
efficiency remains as the target and out of the several
multiplexing schemes frequency division multiplexing is
considered to be more appropriate. To meet with the
growing user requirements this scheme divides the
chamnel into several sub carriers. This FDM ultimately led
to the development of OFDM technique (Van Nee and
Prasad, 2000) to support the expanding user base.

OFDM 1s a multi carrier broadband technique widely
used in digital audio broadeasting (DAB), digital video
broadcasting (DVB), Asymmetric Digital Subscriber Line
(ADSL), wherein parallel transmission of data in the
narrowly divided bands of the usable bandwidth takes
place thereby providing for increased demand
(Thenmozhi et af., 2012). Further in addition, the sub
carriers are orthogonal having frequencies which are
different integral multiples of a same fundamental
frequency. Thus OFDM stalls Inter symbol mterference
and mter block interference, increasing the efficiency
(Praveenlcumar et al., 201 2a-c). But OFDM technique only
limits these mterferences to a considerable extent but
could not completely eliminate them (Joshi and Saini,
2011; Thenmozhi et al., 2011).

Cyclic prefixing 1s carried out at a pomt in the
transmission to eliminate the interferences particularly TBI
to a maximum possible extent (Van Nee and Prasad, 2000).
Tt is greater than or equal to channel order. The
implementation of FFT aids m the utilisation of
harmonically related sub carriers (Liu ef al., 2006). They
are given to a single tap equaliser at the receiver end.
OFDM technique is being utilised in almost all available
means of wireless communication. Though wireless
communication is a huge leap forward from the wired
commurmication and has several advantages over it, the
limitation here 1s the occurrence of bit errors during
transmission (Salari et af., 2008, Kumar et al., 2008). This
might even go on to an extent where the entire
transmission of packets gets affected due to noise and
becomes reusable. Hence FEC is used to successfully
retrieve  the packets sent, by including error
correction bits along with the packets being sent
(Van Meerbergen et al., 2006, 2009).

Even after applying complex cryptographic
techniques to ensure data security, it is clear to the
intruder which part of the message is in fact encrypted. To
deny even that small amount of mformation, the
technology called steganography was developed
(Al-Azawi and Fadhil, 2010, Padmaa et al., 2011). This
technology contains techniques to embed the message or
cipher text inside an image or multimedia file called a
stego-image (Bender et al, 1996, Zanganeh and
Ibrahim, 2011). By using these techniques, the mntruder 1s
denied the clear cut information of the location of the
message.
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The simplest L.SB steganography technique in a
spatial domain 13 changing the LSB of any of the layers of
the RGB colour pattern of an image (Amirtharajan and
Rayappan, 2012a, b). The palette based techmque lides
the message in one of the colour palettes of the image.
Altematively, the transform based techniques employ an
alteration in the coefficients of the frequency domain
representation of the image. The weakness of human
senses is exploited since we cannot detect the minute
changes caused m the stego-image because of the
embedded message (Amirtharajan and Rayappan,
2012¢-d; Amirtharajan et al., 2012). The LSB, though
primitive, is the easiest to implement and also the ecasiest
one that can be detected (Kumar et «l, 2011).
Steganography has evolved over the years to very high
levels and equally applicable to other type of digital media
such as audio (Zhu et al., 2011), video (Al-Frajat ef al.,
2010y and text (Al-Azawi and Fadhil, 2010) as cover
objects.

The technique used to retrieve the information from
the stego-image is called steganalysis (Qin et al., 2010).
Cryptography and watermarking are two techruques that
are very closely related to steganography (Zaidan et al.,
2010). Watermarking 1s used to protect the ownership of
a file or a message or simply to copyright a file
(Karzenbeisser and Perircolas, 2000). The creator’s name
is embedded in the file that is undetectable by
steganalysis to prevent anyone else’s claim over the
ownership of that file. Cryptography generates keys that
are known only to the sender and the receiver during each
transmission to secure the message. Without the

knowledge of these keys one cannot open the message.
Various techniques and algorithms are being developed
to conceal data which in turn makes the wireless high data
rate transmission more secure against hackers. After
completely reviewing the available literature on OFDM

and steganography, this study proposes to embed secret
after convolutional encoders with puncture codes. The
code rate is increased, since punctured codes remove
redundant bits from the convolutional coded data bit
stream.

PROPOSED METHODOLOGY

OFDM is a parallel transmission technique which
involves spliting up of the serial data stream having a
high data rate into several low rate sub streams. These
streams are then modulated on separate carriers and
convolution encoding is done. Convolution encoding, a
type of FEC is preferred the most as it is easy to be
decoded. Another important feature that makes it superior
1s 1ts sequential processing of data unlike the other codes.
The transmitted data can be accessed by anyone and
there 13 a possibility of data piacy and mtroduction of
errors in the data. To avert this, confidential data is
embedded in the redundant bits after encoding. Now, this
data embedded with the confidential code is transmitted
through OFDM system as shown m Fig. 1.

In the same way, proper decoding is necessary at the
receiver. Of many decoders available, viterbi decoder tops
the list in the aspect of error detection. Tt uses Maximum
Likelihood (ML) decision rule that minimises the error.
The efficiency in detecting errors increases as the
constraint length of the convolution encoder increases.
Then Puncturing is done which removes some of the
parity encoded bits. This results in an error-correction
code with reduced redundancy. In puncturing the
redundant bits are deleted according to the pre arranged
puncturing pattern adopted. This reduces the decoding
complexity. At the receiver end, de-puncturing is done to
enable the decoding process. Then Viterbi decoder is
used in decoding the convolutional coded data bits.

Fig. 1: Secured OFDM block diagram with FEC and puncturing
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The data stream is grouped as per the modulation
schemes as 1, 2, 3 bits for BPSK, QPSK and QAM
respectively.  This bandwidth of the
subcarriers as compared to the coherence bandwidth of
the channel. Then modulation is performed according to
the chosen modulation scheme. This makes the symbol
period of the sub-data streams longer than the delay
spread of the tume dispersive radio chamnel. The
orthogonal carriers if chosen, has an advantage of
providing high spectral efficiency without incurring Inter
Carrier Interference (ICI). IFFT and FFT are used to serve
the purpose of modulation and demodulation of data
respectively. The output of the IFFT will be in time
domain representing the data symbols on the orthogonal
sub-carriers. Cyclic prefix can be incorporated to maintain
orthogonality over a dispersive channel. The data is
transmitted in analog through Rayleigh and Rician

reduces the

channels.
The data can be retrieved in the receiver by following
the exact reverse procedure as done for transmission. The

embedded bits can be retrieved before decoding only if
the punctured pattern and the key wvalue used for
embedding is known.

RESULTS AND DISCUSSION

The BER analysis of OFDM using BPSK over
Rayleigh and Rician Fading channels with FEC and
Puncture codes is given in Fig. 2. From the graph, it can
be justified that Rician channels are less faded compared
to Rayleigh fading channel.

Figure 3 provides the BER of BPSK in OFDM with
FEC and puncture codes before and after embedding
confidential data in Rayleigh fading channel. From the
graph, it can be illustrated that even after additional data
bits over fading channel, BER graph are appreciable and
not much deviating from the actual data bits.

The BER comparison of BPSK before and after
embedding confidential data in Rician fading channel
using BPSK in OFDM with FEC and puncture codes is
given in Fig. 4.
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Fig. 2: BER comparison of Rayleigh and Rician fading channels in OFDM with FEC and puncture codes using BPSK

modulation
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Fig. 3: BER comparison of modulation schemes like BPSK, QPSK and QAM in OFDM system with interleaving
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Fig. 4 BER comparison of modulation schemes like BPSK, QPSK and QAM in OFDM system with embedding after

interleaving

From the Fig. 4, it is justified that additional data bits
over fading chammel does not deviates more from the
actual data bits.

CONCLUSION

The use of orthogonality concept makes OFDM to
eliminate ICI and ISL In this study, the higher data rate
with the appreciable level of SNR is achieved.
Convolutional codes with puncture codes are used as
error control codes in OFDM system which mitigates
errors and redundant bits encountered by the channel.
BER graph of OFDM usmg BPSK modulation scheme
over Rayleigh and Rician fading channels before and after
embedding confidential data has been analysed. From the
results, even over fading chammels BER graphs after
secret data embedding is appreciable. By knowing the
puncturing format and the embedding key, the actual data
bits and secret bits can be retrieved. Puncturing codes
enhances the security of the OFDM system.
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