http://ansinet.com/itj ISSN 1812-5638

INFORMATION
TECHNOLOGY JOURNAL

ANSIlzet

Asian Network for Scientific Information
308 Lasani Town, Sargodha Road, Faisalabad - Pakistan




Information Technology Jownal 13 (5): 824-831, 2014
ISSN 1812-5638 / DOL 10.3923/1t).2014.824 831
© 2014 Asian Network for Scientific Information

Enabling Similarity Search over Encrypted Iinages in Cloud

12Yi Zhu, **Xingming Sun, *Zhihua Xia, "°Li Chen, "*Tao Li and *Daxing Zhang
'Tangsu Engineering Center of Network Monitoring,
*School of Computer and Software, Nanjing University of Informaticn Science and Technology,
Nanjing, 210044, China
*Hangzhou Dianzi University, Hangzhou, Zhejiang, China

Abstract: With the growing popularity of cloud computing, more and more users are willing to outsource their
private data to the cloud. To ensure the security of data, data owners usually encrypted their private data before
outsourcing them to the cloud server. Though data encryption improves the security of data, it increases the
difficulty of data operating. This study focuses on the search of encrypted images in the cloud and proposes
an efficient similarity retrieval scheme over encrypted images. The proposed scheme enables data owners to
outsource their personal images and the content-based image retrieval service to the cloud without revealing
the actual content of the image database to the cloud. The proposed scheme in this study supports the global
feature based image retrieval methods under the Euclidean distance metric. Besides, rigorous security analysis
and extensive experiments show that the proposed scheme is secure and efficient.
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INTRODUCTION

Recent years, owning to strong data storage and
management ability of the cloud, more and more data
owners are likely to outsource their private data (such as
emails, hospital records, personal medical images) to the
cloud. Outsourcing data to the cloud saves software and
hardware mfrasttuctire costs for enterprises or
individuals and also reduces the costs of managing
software and hardware. Besides, data owners can easily
share their personal data with authorized users by
outsourcing data to the cloud.

However, cloud storage may bring security
problems to the private data as data owners don’t
know where their data are stored and therefore lose
control of them. Thus, the security of sensitive data has
become the most concerned problem. To enswre the
security of sensitive data, data owners usually encrypt
their data before outsourcing to the cloud server. Data
encryption improves the security of sensitive data to
some extent, however, makes the data operation on
sensitive data extremely complicated. It has a great
need that the cloud server provides efficient data
search service for the data owners to manage their
sensitive data conveniently. Currently, many schemes
about encrypted data search have been proposed
However, these works mainly concentrated on
encrypted text search and did not swit for similarity

search over encrypted images. Therefore, an efficient
similarity search scheme over encrypted 1mages 1s desired.

This study proposes a content-based image retrieval
scheme supporting similarity search over encrypted umage
in the cloud. We utilize p-stable Locality Sensitive
Hashing (Datar et af., 2004) algorithm n our scheme for
the construction of secure search index. Firstly, we can
easily filter images with the search index and therefore, get
similar images with the query image. Then, the cloud
server compares the distance between the query image
and the remaining images after filtering. Finally, top k
images with smallest distance with the query image are
returned to data users as results. The proposed scheme
saves time by constructing an efficient search index based
on L.SH algorithm.

Contributions: For the first time, we propose a practical
content-based 1mage retrieval solution over encrypted
images in cloud computing. Besides, we exploit p-stable
LSH in content-based image retrieval. Owr scheme 1s
based on the global feature of images. By leveraging the
computation power of the cloud, the proposed scheme
costs low local computation while achieving high retrieval
accuracy. In this work, we give rigorous security analysis
and conclude that under certain security model owr
similarity 1mage search scheme 15 secure. At last,
extensive experiments are conducted and acquire
satisfying experiment results and search efficiency.
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Fig. 1: System Architecture
PROBLEM FORMULATION

System model: A similarity search problem involves a
collection of objects (documents, images, etc.) that are
characterized by a collection of relevant features and
represented as points in a high-dimensional attribute
space. Given queries in the form of points in this space,
we are required to find the nearest (most similar) object to
the query. Our scheme 13 designed to not only support
similarity search, but also prevent the leaking of
information about the image database. In this study, we
consider a cloud data system nvolving three different
entities as illustrated in Fig. 1: Image owner, image user
and cloud server.

Image owner has images
M = (m,, m,,..., m ) that he wants to outsource to the
cloud server in encrypted form while still keepmg
the capability to search through them for effective
image utilization reasons. Image owners will first build
a secure searchable mdex I from a set of n features
F=1(f, £,..., £) extracted from the inage database M
before outsourcing data to cloud server. Then, image
owner encrypts all features with an invertible matrix R.
Finally, image owner stores the secure index I, encrypted
features and the encrypted image database M on the
cloud server.

Image users are the authorized ones to use the
umages. We assume the authorization between the image
owner and image users 1s appropriately done. For a given
query image, an authorized user generates and submits a
search request in a secret form a trapdeor T(f,)) of the
feature f, and encrypted query feature f| to the cloud
server. Upon receiving the search request T( ) and ', the
cloud server is responsible to search the index T and
return the corresponding set of images to the user.

Cloud server stores the encrypted images and the
index I for image owner and processes the query of image
users. After receiving the query trapdeor TD(f,) and f',
cloud server compares the trapdoor T(f,) with the items in
index I to return k most similar images. In the proposed
scheme, cloud server 1s comsidered to be “honest but

a collection of n
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curious”. The cloud server tries to learn more mformation
during the search. So, it is necessary to design a secure
similarity search scheme over encrypted images.

Design goals: To enable secure and efficient similarity
search over encrypted images in cloud under the
aforementioned model, our scheme should achieve the
following design goals:

»  Accuracy: The proposed scheme in this study
should have high retrieval accuracy, achieving the
same results as standard CBIR system

the
comimunication

reduce

. scheme

Efficiency: Ouwr should
computational complexity and
overhead as far as possible

Secuarity: In the procedure of search, we should
ensure the security of sensitive data without leaking
mformation such as image databases and search
index

BACKGROUND AND DEFINITIONS

The basic building block of our solution 13 p-stable
locality sensitive hashing. Tn this section, we present an
overview of Locality sensitive hashing and I.SH based on
p-stable distribution.

Locality sensitive hashing: T ocality sensitive hashing is
an approximate nearest neighbor algorithm used in
high-dimension space (Indyk and Motwam, 1998;
Gionis et al., 1999).

The definition of LSH is as follows.

Definition 1:A family H_ .55 15 called (1, cr, p,,
po)-sensitive if:

for D(x,y)<r
for D(x,y)=cr

{Pr{h(x) =h(y)}=p, 48]

Prih(x)=h{y)} <p,
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where, D(x, y) is the distance of feature vector x and y, the
constant ¢>1 and probabilities p;>p,. We can learn from
the defimtion that if the distance between two elements 1s
less than 1, then hash values of them have the possibility
of p, to equal with each other; if the distance is larger than
cr, then the possibility that their hash values are
equal 1s less than p, As described in (Rajaraman and
Ullman, 2011), we can easily construct a hash family
satisfy the above conditions. Given a LSH family H as in
Definition 1, in order to receive more accurate results, we
can flexibly amplify the gap between the “high”
probability p, and “low™ probability p, by concatenating
A hash functions randomly selected from the hash
family. In particular, for a specified A, a new LSH
family G fg¢ S-U" can be defined, where
g(x)={h(x)...h, (), h, e H which maps a d-dimensional
feature vector to a A-dimensional vector.

In the proposed scheme, we store each feature vector
fin the buckets g(f).1=1, 2,..., s. To process a query f,
we search all the buckets g(f)...., g.(f,). All features that
collision with f is gathered. Finally, top k images are
returned as the query results.

Locality sensitive hashing based on p-stable
distribution: Tn this study, we use a locality-sensitive
hashing family based on p-stable distribution which
works directly m Buclidean space and 1s quite easy to
unplement (Datar et al., 2004). The p-stable distribution
can be defined as follows.

Definition 2: A distribution D 1s called p-stable, if exists
p20 such that for any n real numbers v,, v,,...v, and
variables X, X,,... X, with distribution D, the random
variable >, vX, and variable (zj‘vf)lfpx has the same
distribution, where X 13 a random variable with
distribution D.

It is proved (Zolotarev, 1986) that p-stable
distributions exist for any pe(0,2], a Gaussian distribution,
defined by the density function:

1

N

-x3f2

G(x) = 3

1s 2-stable. The final LSH h:R*>A~ maps a d
dimensional vector v onto the set of integers and is
defined as follows:

where, a 1s a d dimensional vector whose elements are
chosen mdependently from Gaussian distribution and b

a-v+b

(2)

h (v)= {
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is a real number chosen uniformly from the range [0,r].
Then, the I.SH h is used to generate LSH family
G = fg = (h,..h)}.

PROPOSED SCHEME

In this section, we describe our encrypted image
search scheme n two phase. To search similar images
outsourced to the cloud, data owner should construct a
secure index and outsource it along with the encrypted
images to the cloud server. Then, server performs search
on the mndex according to the requests submitted by the
data users. The cloud server learns nothing about the
query request or the image databases itself.

Setup phase: In the setup phase, image owner needs to
build a secure index and encrypt the images. Then, the
index and the encrypted images are uploaded to the cloud.

Key generation: Fistly, the mnage owner generates
private keys k(G =0, 1, 2,..., L) and k. In particular, k; is
the secret key for the encryption of keywords B;; and k_,
1s the secret key for the encryption of mmage database. Let
k. k,c{0.1}¥ be the secret keys of size . Besides, a
(IH+1)x(1+1) invertible matrix R is generated to encrypt the
feature vectors.

Feature extraction: For each image f, m the image
database, we extract a global feature m; from it. So, every
image m; in the image database has one corresponding
global feature f,.

Secure index construction: Features of the images are
high-dimensional vectors and p-stable LSH scheme can
work directly on these vectors in the Euclidean space
without embedding them. Learning from the p-stable LSH
algorithm, we have a locality sensitive function:

J

The data owner constructs the hash function g(f) = (h,(f)),
h(f),..., hy(£)) where by 15 randomly chosen from hash
family H . Then the data owner applies g(f) = (h(f),
hy(f),..., hy(f) to all global features {fy" soasto build
the search index. Let {Bi}il denote the derived set of LSH
hash values, where, N refers to the total number of cluster.
In fact, the g(f) function maps a d-dimensional feature
vector to a A-dimensional vector. So, each B is a

a-v+b

h (V)= {

A-dimensional vector. However, in general, such L.SH
function 1s not necessary to have one-way property.
Therefore, it is necessary to encrypt the keywords B, in
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Table 1: Secure search index

Variables Description

Enc(k;, By (IDGm,),, 1), (AID(ms),, £5), ID(my),, £5), AD(my3),, Ts)...
Enc(k;, Byp) (ID(my),, £9), ID(mg),, ), (ID(mye),, o), ID(mya),, £14)....
Enc(k;, By

Enc(, Bg) _ Dimy). £, AD(my). £), AD(m,), £y), ADny), £io)...

the hash table for the security of them before outsourcing
to the cloud. Here, we utilize k as the secret key, let
Enc:{0,1}* x 1 — {0,1}* be a pseudorandom permutation.

Global features are used to compare the distance
between images in the search phase. So, we must encrypt
global features in such way that the cloud server is able
to compute the distance of them. Firstly, each feature
veotor f, = (f,... )" is modified as:

1?1 = (fl,i" s fe,w

f]

2T
L)

Then, the data owner randomly picks a(e+0)=(&+0)
mvertible matrix R to encrypt the modified feature vector
as ¢ —RT. f‘i ’

'We assume every image m; has an unique identifier
ID(m,), (ID¢m,), £, (ID{my), £,)..., (ID(m,), f',) be a list of
image identifiers and their corresponding modified
feature vector. Finally, one search index I is as shown in
Table 1. Furthermore, to increase the clustering accuracy,
we repeat the index construction process I. times by
generating L hash tables as Table 1.

Upload: After constructing the index, image owner
encrypts the image database with the key k,, and sends all
encrypted images, encrypted features along with the
search index (Table 1) to the cloud server for search
purpose. Though the encrypted images outsourced,
authenticated users should be able to retrieval images
from the cloud server. To reach this goal, image owner
should share some mformation with authenticated users:

k(G=0,1,2,...,L): Secret key for keyword B;; encryption

k. Secret key for image database
encryption

R Secret matrix

g p-stable L.SH function used in the

index construction

Search phase: In search phase, image user wants to
retrieve images that are similar to one query image from
the cloud server. In order to avoid the information
leaking, mmage user generates a secure trapdoor with
the query image. Then, the trapdoor is submitted to
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the cloud server. With the trapdoor, the cloud server
returns k most similar images by searching on the Index.

Trapdoor generation: The authorized user first needs to
extract a global feature £, from the query image when he
wants to search images similar to the query image. Then,
we apply L p-stable LSH functions g(f,) = (h,(f), hy(f).....
hy(f,)) on the feature f, and therefore, generate I. hash
values for the feature f,. Finally, to protect the security of
the trapdoor, the data user applies pseudorandom
permutation Enc on eachhash value such that T(f)

Enc(kla gl(fq)): Enc(kZ: gz(fq))a"': EHC(kL, gL(fq)))
Besides, for a query feature vector f, = (f f,.), the

L s
data user first constructs a modified vector as:

fy=(=2f 21,  -on =26, 1)

He next chooses a random positive value reR and uses it
with the secret matrix R to encrypt the modified query
vector as f;:rR"-%q' At last, the data user sends T(f)

along with the f'; to the cloud server.

Search: Once receiving a search request, the cloud server
performs search on the index for each component of the
T(f,). Then, the cloud server gets an identifier list of
images corresponding to every component of T(f,). The
global feature extracted from the image is mapped to T
hash tables during the index period. So, during search
period, the global feature extracted from the query image
is also mapped to L. hash tables with L. hash functions. Tf
the query image and one specific image n the collection
satisfies the condition that g(f)) = g(f), then they are
considered to be similar. Finally, cloud server gathers all
these image 1dentifiers that have the same hash value with
the query image. However, in order to get more accurate
results, the cloud server need to compute the distance
between the query image and all these similar images. The
cloud server conducts the scalar product:

£7 5 = R AT R E = o = o] 20 8,0

- -l

(3)

f'l

The distance |f,-£]|, is hidden by the secret scalar r
and the unknown |f,|%. When x:=0, the function f(x) = x’
1s order preserving, ie., f{x,>f(x;) implies x,>x,. Also,
because for each query f, the values of |{,|*,and r is fixed,
the cloud server can directly find closest featwre
vectors by simply sorting out the set of scalar products
r(J£,£)%- £, %), without knowing the sensitive information
from the feature vectors.
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After computing the distances, the cloud server ranks
these images according to their distance with the query
image. Finally, the cloud server sends the top k most
similar encrypted images back to the data user as search
results.

Once receiving the encrypted images returned by the
cloud server, data user decrypts these images with the
secret key k,, shared by the data owner and obtains the
plain images similar to the query image. Now, the round of
search is completed.

SECURITY ANALYSIS

If we want to perfect protect the privacy of sensitive
data, the computational complexity of cloud server is at
least O(n). To make the search more efficient, we
inevitably reveal some information to the cloud server. In
the process of our query, we firstly filter images that are
not similar to the query unage using search index. Whle
constructing index, a pseudo-random permutation is used
to encrypt hash values m the index. However, the cloud
server knows that images in the same bucket are similar to
each other. In addition, though the server can’t leam
additional information about the query image itself or
returned results, he/she learns that all these returned
mmages are similar to query image and to each other.
The above information leakage is a compromise for
efficiency.

In our scheme, image database, search index, featire
vector and search request are encrypted before sent to
the cloud server. The image database 1s encrypted with
AES algorithm, AES algorithm is CPA secure. So, the
image database secure under AES encryption
algorithm. The are
encrypted with pseudo-random permutation. And
keywords in different index are encrypted with different
key, so keywords are indistinguishable and secure. In

is

keywords in search index

addition, image features are encrypted with invertible
matrix before sent to the cloud server, therefore, feature
vectors are also secure. Above all, except for some
inevitably information leakage, the proposed scheme in
thus study 1s secure.

EXPERIMENT RESULTS

In this section, we describe the details of our
experiments and analysis the experimental results of our
scheme. And an image database consisting of 130000
images is used to test the performance of the proposed
scheme.
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Fig. 2: Comparison of search precision

Result accuracy: This criterion 1s used to evaluate the
correction of the retwned results, 15 evaluated by
precision defined as follows:

mh.it.

.. nu
Precision = ——2—
num

(h

tehum

where, mum,,. 1% the mumber of the returned images, nuumny,
15 the number of correct similar images. The accuracy of
the scheme 1s mainly decided by the feature extraction
method 1n common image retrieval systems. The accuracy
of a query m owr scheme 1s shown in the Fig. 2. In our
experiment, we compare the retrieval performance of our
proposed scheme with the direct distance computation
The direct distance computation
compares the distance between different feature vectors
as shown in Eq. 3. The direct search scheme linearly scans
all images in the database and finds the similar images
with the query image.

scheme. scheme

Time complexity: In theory, the LSH filtering search
scheme should search faster than the
scheme since the direct search time 1s linear to the total
number of image in the database. The experiment also
shows the prospective results as the theoretical analysis
as shown m Fig. 3. The experiment results illustrate that
the T.SH filtering scheme efficiently improves search
efficiency and saves search time. We find that search time
of different returned image number is same. That is
because we always compute the distance of all remaining

direct search

images with the query image and finally return specific
number of images to the user.

Though ouwr LSH scheme does not mnprove the
precisiorn, it reduces the computational costs of similarity
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mmage search by filtering images using search index. The
direct search scheme finds the similar inages by linearly
scanning all images in the database. So the time
complexity of the direct search scheme is O(n) whichn is
the total number of image in the database. However, our
scheme saves search time by exploiting LSH algorithm.
The experiment result shows that LSH algorithm makes
sense for similarity image search. Our work aims to prove
that LSH 1s suit for similarity search over encrypted image
and eventually gets the prospective results. To further
improve the retrieval accuracy, we will exploit local image
features in our future work.

RELATED WORK

Searchable Symmetric Encryption (SSE) on text
domain has been widely studied in the literature. The
practical searchable encryption was first proposed by
Song et al. (2000). Song et al. (2000) described their
cryptographic schemes for searching on encrypted data
and proved the security of the proposed scheme. Goh
(2003) defines the secure mndex which possesses the
characteristics of semantically security against adaptive
chosen keyword attack (IND-CKA). They use the Bloom
filters and pseudo-random functions to construct the
secure 1ndex, for which the searching complexity is
proportional to the number of files containing this
keyword in the collection. Curtmola et al. (2006) propose
a keyword based scheme, m which an encrypted hash
table mdex 1s built for each single file. This scheme 1s very
efficient and there is constant search complexity for each
returned file. Tt also can achieve adaptive SSE security.

However, these proposed keyword based schemes
do not enable similarity search. In order to enhance the
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search flexibility and usability, some researchers proposed
works to support similar keyword search which could
tolerate typing errors (L1 et al., 2010, Chuah and Hu, 2011;
Wang et al., 2012a). L1 et al. (2010) for the first proposed
fuzzy keyword search over encrypted cloud data in cloud
computing. They exploit edit distance to quantify
keyword similarity. Fuzzy keywords tolerates errors to
some extent, it 1s only applicable to strings under edit
distance. If we have long words, then the fuzzy keywords
set is very big which is inefficient for search. On the other
hand, some of the works focused on multi-keyword
searches which could return more accurate results
ranked according to some predefined criterions
(Golle et al., 2004; Boneh and Waters, 2007, Katz et ol ,
2008, Cao et al., 2011, Wang et al., 2012b;, Xu et al.,
2012a, b; Sun et al., 2013).

Kuzi et al. (2012) proposed an scheme for similarity
search over encrypted data. They utilize locality sensitive
hashing for fast near neighbor search. Ther index s
constructed based on L3H algorithm. Their search scheme
supports similarity search over encrypted data. Their work
is more applicable to keyword search and is not suit for
similar image retrieval. So far, all these keyword based
schemes are not suit for image retrieval because of
image’s high dimensionality.

Lu et al (2009) proposed a search scheme over
encrypted multimedia databases. Visual words are
extracted from images and build indexes based on them.
They considered two indexing schemes, inverted index
and min-Hash and perform secure image retrieval over
encrypted image databases. This work 1s not suit for other
image features except visual words and their index makes
the search result less accurate. In short, secure, efficient
and accurate search over encrypted images 1s still an open
problem.

CONCLUSION

In this study, we proposed an efficient similarity
search scheme over encrypted images in the cloud. We
exploit the widely used p-stable locality sensitive hashing
for the construction of index in our scheme. P-stable LSH
algorithm 1s often used in high dimension spaces and 1s
used to construct secure search index m this study. Our
scheme enables efficient similarity image search and less
time consuming. In the ¢loud computing, it is critical to
prove the security of outsourced images. This study
gives a rigorous security defimition and proved the
security of the proposed scheme under the provided
secwrity model. To verify the proposed scheme, we
conduct experiments on a image library with 130000
images. Experiment results show that our scheme 1s suit
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for similarity search over encrypted images. In short, our
works have a great significance to the further
development of similarity CBIR in the cloud.
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