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Abstract

Background: Achieving secure communication and safeguarding sensitive data from unauthorized access over public networks are major
concerns in cloud servers. Unique and random encryption keys are vital for data security. Methodology: A public key cannot be derived
from a random key generator because it can allow middlemen to attack the network easily and access sensitive data. Hence, to secure
both data and keys, a system should be used to generate intermediate encryption and decryption keys that are unique, mixed and
random. This study investigates how much time is needed to encrypt and decrypt the Elliptic Curve Diffie-Hellman (ECDH) key between
cloud users and cloud servers, which are simulated as GUI tools. Results: Findings showed that the time consumed increases as the
number of text files grows. Conclusion: Thus, this experiment demonstrates good improvement in time when an Artificial Neural Network
(ANN) is applied to ECDH key exchanges. When the developed ECDH with ANN is applied to genetic algorithms, a high efficiency in terms
of the time consumed, performance and accuracy is achieved.
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INTRODUCTION

Cloud computing is the fundamental change occurring
in the IT domain’. It is an internet-created progression that
serves the concerning demand for a strong IT foundation,
which includes programming, equipment and client
applications. This progression facilitates the use of cloud-
based applications and provides low apparatus
requirements for clients. Using the internet, clients can secure
or retrieve information from the cloud at any time and at any
place?.

Cloud suppliers offer cloud computing organization as
an IT asset to clients. Three ordinary cloud computing
organizations are as follows'3*. Infrastructure as a service
(IaaS) gives clients excellent control over courses of action
and the use of IT assets, such as virtual servers and points of
confinement>? Platform as a service, unlike laaS gives clients
arelatively low level of control over passed-on applications®3.
Software as a service (SaaS) gives client-compelled
administrative control over SaaS execution, in which case the
bolster,administration and utilization of cloud administration
are fulfilled by the cloud administration supplier.

A cloud system provides comprehensive system access,
interest-driven  self-organization, metered organization,
pay-as-you-gobble up organization, game plans of action and
fast flexibility. Private information security is a major concern,
especially in cloud computing’. Several studies have
extensively investigated the use of public keys toincrease data
privacy®. However, public keys reduce the time efficiency
between clients and cloud servers®. The drawbacks of
cryptography algorithms include complexity and the need
for data speed acceleration.

One related study adopted the Elliptic Curve
Diffie-Hellman (ECDH) key to secure data in cloud computing
architecture'. However, a significant drawback of the
ECDH key s its intensive nature, which causes long execution
timesand complex computations'. Thus, in the present study,
an Artificial Neural Network (ANN) to reduce the encryption
and decryption time. Also, went beyond the challenge of
applying the ANN to the ECDH key by using the ANN with a
Genetic Algorithm (GA) on the ECDH key to improve data
encryptionand decryption speed over cloud servers. This
study presents a detailed review of the most relevant study
and explains the methodology through three phases'
implementing the ECDH key and measuring the time
consumed through the GUI tools between users and cloud
servers based on MATLAB?, developing the ECHD key time
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through the ANN and measuring the time? and achieving
perfect time by implementing the ECDH key with the ANN and
GA.

MATERIALS AND METHODS

Elliptic curve cryptography:Elliptic Curve Cryptography (ECC)
is dependent on elliptic curve theory'. To plan public key
cryptographic frameworks, Koblitz and Miller proposed the
idea of ECC, which is described briefly below. The general type
of elliptic curve E over a prime finite field Fp is:
y2 = x3+ax+b M
where, a, b, Fp and the discriminate D = 4a3+27 b2 0. The
points on elliptic curve E over a prime finite field Fp together
with an extra point O is called the point at infinity or the zero
point, which is denoted as:
A={(xy):xyFp E(x,y)=0} (1) )
Let n be the order of A such that ngmod g = 0, where,
gis the generator of A. Additionally, let A be an additive cyclic
group under the point addition “+”, which is defined as
P+0 =P, where P An'". The point scalar multiplication over A
can be defined as:
kP=P+P+........ +P (k times) (3)
If P, Q and A, then P+Q is point R. The line passing
through P and Q intercepts the curve at point -R. The

reflection of -R is R with respect to the x-axis. This condition is
known as the point addition (Fig. 1).

y* = x*-3x+5

Fig. 1: Point addition
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Fig. 3: ECDH

If two points overlap, i.e, P = Q, then R = P+P and
becomes a tangent at P, which intersects the curve at -2P.
The image of 2P on the changed sign of the y-coordinate is
the result of P+P which lies on the curve E/FP. This condition
is known as point doubling, as shown in Fig. 2.

Elliptic Curve Diffie-Hellman (ECDH) key exchanges:
For the most part, the encryption/decryption of a large
proportion of information requires the use of symmetric key
(also called secret key) cryptosystems because of their faster
calculationsin comparison with public key cryptosystems'®. To
create a secret key between two clients for one session, the
ECDH key trade method can be applied to an elliptic curve.
Assume that clients A and B need to concur on a secret
key for secret key cryptography. Client A produces private key
dA and public key PA = dAG, where G is the elliptic curve
generator. Client A sends PA to client B. Similarly, client B
produces private key dB and public key PB = dBG. Client B
then sends PB to client A. Upon receipt of client A's message,
client B processes dB (PA) = dAdBG. Upon the receipt of client
B's message, client A figures dA (PB) = dAdBG. At this point,
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clients A and B can both utilize dAdBG, which is a point on the
given elliptic curve serving as a typical secret key, as shown in
Fig. 3.

Artificial neural network: The ANN is an information
preparation paradigm that functions as an organic sensory
system, similar to the human brain that processes
information'™. The key segment of this paradigm is the
structure of information preparation system, which is
composed of a large number of significantly interconnected
segments (neurons) functioning as one to handle specific
issues. The ANNSs, similar to humans learn by illustration.
An ANN organizes a specific application, such as design
acknowledgment or data request, through a learning process.
Learning in common structures incorporates acclimations to
the synaptic associations that existamong neurons. The same
could also be said for ANNSs.

Genetic algorithm: A GA is an improved inquiry system,
which can provide an ideal arrangement for the tedious
operations of its base administrators, including determination,
traverse and change®. The GA involves 6 main procedures.

« Initialization: The initial population is generated
randomly across the search space or as defined by the
user

- Evaluation: After the initialization of population, the
fitness values of the candidate solutions are evaluated

« Selection: Afterthe assessment, the fittest chromosomes
are likely to be chosen for the cutting edge. To process
fitness likelihood, it should register the fitness of every
chromosome

«  Crossover: Crossover combines two or more parts of
parental answers to make new, potentially better
arrangements. The crossover should be possible through
various techniques. A position (single or numerous
positions, which rely on the crossover technique) is
randomly selected in the guardian chromosome and is
then replaced with a sub-chromosome

«  Mutation: Mutation randomly alters an answer after
crossover works on two or more parental chromosomes.
The strategy for mutation is diverse. This stage is
completed by placing the generate at an irregular
position with another of the same worth

«  Uniform crossover: Uniform crossover takes the
uniform fixed ratio between two parents, thus making
the information complicated in this algorithm
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Proposed approach: Neural cryptography depends on the
impact of two neural systems that are fit for synchronization
through common learning. In every progression of this online
strategy, the neural systems receive a typical data design and
ascertain their output.

The two neural systems utilize those outputs presented
by their accomplice to change their weights. This process
leads to fully synchronized weight vectors. The
synchronization of neural networks is in fact, a complex
dynamic process. Network weights perform random walks,
which are driven by a competition of attractive and repulsive
stochastic forces. Two neural networks can increase the
attractive effect of their moves by cooperating with each
other. However, a third network which is only trained by the
other two, clearly has a disadvantage because it cannot skip
some repulsive steps. Therefore, two bidirectional neural
systems can expand the cooperation to promote the impact
of their moves to each other. In any case, a third system
which is trained by the other two, clearly has a disadvantage
because it cannot skip some repulsive steps. Along these
lines, bidirectional synchronization is much faster than
unidirectional learning. More specifically, the application of
the ANN with the GA should show high efficiency on the
basis of three metrics: Time cost, performance and error
rate.

Figure 4 shows the encryption process for the ANN with
the ECDH key, that is how text files are sent from the client
and then encrypted.

Message ASCI | input

-

—> Generate target for ANN

(]

Configure ANN &

(]

rd TranANN <

-

Encrypted output

-

Saveto cloud

Fig. 4: ECDH+ANN

RESULTS

In this experiment based on MATLAB, it has used ECDH
keys along with an ANN. The ANN replicates the randomness
of nature, where a population of individuals adapts to its
surroundings through a natural selection process and natural
system behavior. The ANN produces a population with a high
fitness value and this population is the intermediate cipher
text thatis used in encryption. Thisintermediate cipheris then
used by the ANN to encrypt the original message. The ANN
utilizes the error backpropagation algorithm, which uses its
own key in the form of its weights and biases.

Nonetheless, it will run the text file on three scenarios
based on time:

- ECDH
- ECDH+ANN
»  ECDH with ANN-GA

Figure 5 shows the entire process of ECDH+ANN-GA.
One important related work on data security in cloud
computing architecture based on ECDH showed and claimed
that their framework is secure enough for cloud data.
However, the security efficiency measurement needs further
investigation. As shown in Fig. 6, the ECDH with ANN-GA
achieves the best interval time in comparison with the
ECDH+ANN and ECDH scenarios because the ANN itself
needs time when applied to the randomness of the ECDH.
This study is realized by uploading 10 text files.

Considering the decryption process of all three scenarios,
it can see improvements in both the encryption and
decryption times, as shown in the time interval in Fig. 7.

The performance and error rate of the ANN and GA are
issues in the combined application of the two algorithms to
ECDH. Thus, in the performance stage, it perform encryption
and decryption, as shown in Fig. 8 and 9, respectively.

Message to encrypt
ECDH LUT NN
ECDH > GA >
Point Weight-+bias
Use fitnessfunction
4
Encrypted message

Fig. 5: ECDH+ANN-GA encryption
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Fig. 6: Text encryption time over the cloud

100

—o— ECDH
004 —0— ECDH+ANN
—O~ ECDH+GA+ANN
80
704 MO’O‘_‘O
?g 60
é %7 <>~+—<>—o/°\<>__<>——<>——<>~<>
£ 404 g
30
20
10
O T T T T T T T T T 1
1 2 3 4 5 6 7 8 9 10
Fig. 7: Text decryption time over the cloud
351 —o— ECDH+ANN
—0- ECDH+ANN+GA
3.0
12)
—
% 254
8
®
E
g 20
15
1.0 T T T T T T T T T 1
1 2 3 4 5 6 7 8 9 10
Usersfiles
Fig. 8: Performance encryptions for ECDH+ANN and

ECDH+ANN-GA

For the error metric, it also apply the encryption and
decryption processes for the ANN and ANN-GA over the ECDH.
In Fig. 10, the interval of the GA is better than that of
the ANN by 20%, which indicates how the GA attempts to
solve the error rate in the ANN through a hybrid combination.
Figure 11 illustrates the error rates for both the GA and ANN
over the ECDH for decrypting 10 text files.
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The main contribution of this study is to enhance
the security by assessing and studying the performance of
ANNs on the user data over elliptic curves with the high
accuracy. Then, it simulate the proposed neural network
model with genetic algorithm and ECDH. To simulate the
usage of mixed keys from ECDH, GA and ANNs. The result has
shown a feasible results based on time, performance and
error.
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DISCUSSION

These result shows better time efficiency rather than
Genkin et al" scheme. While combining the concept of
ECDH key exchange. Authentication should be done by
using Elliptic Curve Digital Signature Algorithm (ECDSA) in
Gajra scheme shown high cost in term on comparison
with this study'. Another related study proposed a novel
tri-mechanism for cloud security against data breach, which
provide all around security to the cloud architecture Gupta
shame Gupta and Chourey" but also it take more time for
ECDH key exchanges. While, a respected proposed scheme
which allows users not only securely store and access data in
the cloud but also share data with multiple usersin a
secured way via unsecured internet. They use ECC for
cryptography and authentication operation which makes the
scheme workin a less efficient way. Yin et a/'®in the proposed
solution gave a reason why to hybrid ANN with GA for less
time cost with high performance and less error.

Achieving secure communication across insecure
networks and safeguarding secret and sensitive data from
unauthorized access over public networks is a major concern
in cloud servers. In this study, an implemented asymmetric
cryptography, which generates both public and private keys
by implementing the ECDH with ANN (error backpropagation
neural network) and GA for encryption and decryption
processes. By using ECDH with ANN and GA, it will achieved
data confidentiality, data integrity for the prevention of
manipulations, sender and recipient authentication and
prevention of the case in which either recipients or senders
deny any of the messages. In this implementation, it used
ECDH keys along with the GA. The GA replicates the
randomness of nature, where a population of individuals
adapts to its surroundings through a natural selection
process and natural system behavior. The GA produces a
population with a high fitness value and this population
serves as the intermediate cipher text used in the encryption.
This intermediate cipher is then employed by the ANN to
encrypt the original message. The ANN utilizes the error
backpropagation algorithm, which uses its key in the form of
its weights and biases. It used ECDH, GA and ANN keys to
generate unique, encrypted messages that could not be
accessed without authorization. The keys generated also
possess the randomness required for security and key
strength. Hence, the implementation presented in this study
enhances data security by assessing and studying the
performance of ANNsand GAs on user data over elliptic curves
with high accuracy.
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CONCLUSION

This study aimed to achieve secure communication across
unsecured networks and to safeguard confidential data from
unauthorized access over public networks. This study has
implemented a symmetric cryptography, which generates
both public and private keys, using ECDH with ANN
(error backpropagation neural network) for encryption and
decryption processes. Using ECDH with ANN and GA, it
achieved data confidentiality, data integrity for the
prevention of manipulations, sender and recipient
authentication and prevention of the case in which either
recipients or senders deny any of the messages. It has
presented an encryption system based on ECDH with
ANN-GA. The latter was used to construct an efficient
encryption system through a permanently changing key.
Therefore, the main concernisencryption time. Thus, the time
consumed as the main metric and considered the encryption-
decryption performance and error ratio of the ANN and GA
over the ECDH.

The proposed method with the addition of the ANN
and ANN-GA was found to be better than the Tirthani and
Ganesan scheme in terms of time consumed, performance
and error rate in encrypting and decrypting text files.
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