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Abstract: Identity authentication and key agreement schemes play sigmficant role i ad hoc networks. In this
study, a new 1dentity authentication scheme relies on the threshold group signature 1s mtroduced. Compared
with the current schemes it is secure, efficient and adaptable to a multi-hop feature of ad hoc networks. In
addition, a new key agreement scheme based on the threshold cryptography using the Lagrange interpolation
theorem 1s suggested, its efficiency and security are examined and 1s claimed to be more efficient than the

existing schemes.
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INTRODUCTION
An ad hoc network is often defined as an
mfrastructures network, denoting a network without the
usual routing infrastructure like fixed routers and routing
back-bourn (Yao and Zeng, 2004; Mauve et al., 2001,
Stimenovic and Lin, 2001). Mobile ad hoc networking
offers convenient mfrastructureless commumcation over
the shared wireless channel (Jayakumar and Chellappan,
2005). A group of networking devices communicates
among one another using wireless radios and operates by
following a peer-to-peer network model. The nature of
such a network makes them vulnerable to security attacks.
Examples of attacks include passive eavesdropping over
the wireless channel, demal of service attacks by
malicious users and attacks from compromised entities or
stolen devices. Unlike wired networks where an opponent
must gain physical access to the wired link or sneak
through security holes at firewalls and routers, wireless
attacks may come from anywhere along all directions
(Luo et al., 2002). The infrastructureless ad hoc network
will not have a clear line of defense and each user must be
prepared for encounters with an opponent. Therefore, a
centralized or lierarchical network security solution
(Aresenault and Turner, 2000) does not work well in
mobile ad hoe networks.

Security is a crucial matter for ad hoc networks,
especially for security sensitive uses for example
battleground. Ad hoc networks are usual dynamic peer
networks. The specific security requirements of dynamic
peer networks such as key management are yet
considered as open research challenges (Bettstetter and

Friedrich, 2003). Newly, a number of key agreement
protocols  regarding dynamic peer networks are
suggested. For example the key agreement protocols that
are obtamed by extended the known Diffie-Hellman key
exchange scheme to groups of » users 18 described in
(Ateniese et al, 1998a). Two key agreement protocols
relied on the threshold scheme employing Lagrange
interpolation theorem, are introduced mn (Desmedt, 1994;
Pieprzyk and L1, 2000). Another key agreement protocol
relied on the octopus scheme is presented in (Lang et al.,
2003).

Identity authentication 1s another significant area of
research for the security of ad hoc networks. The valid
certificate authority can efficiently stop the impersonation
attacks. The centrally disciplimed trust communications
managed by a one certificate service 1s a specific pomnt of
failure. So we should employ a distributed authority
certificate in which the trust is managed by many
authorities. The concept of distributing a certificate
authority all around the network 1s presented in (Zhou
and Hass, 1999, Luo et al. 2002). The scheme that
provided a method to authenticate the partitioned of
ad hoc networks is introduced in (Kaliaperumal,
2003). Also an identification protocol 1s suggested
in (Khalili et ai, 2003) that allow efficient and flexible
key distribution whilst respecting the restrictions of
ad hoc networks.

The objectives of this study are:

¢+ Introduce a new identity authentication protocol
relies on the threshold group signatures.
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¢+  Develop a new key agreement protocol based on
the threshold encryption wusing the Lagrange
mterpolation theorem.

*  Compare these proposed schemes with the current
schemes from security and efficiently point view

¢ To make these schemes more adaptable with the
multi-hop characteristics of ad-hoc networks.

* To guaranteed the privacy of the basic group key
and identify certificate by the intractability of
computing discrete logarithm.

For an ad hoc network, there are many special
properties we should follow, such that architecture,
dynamiec, distributed, multi-hop, etc. The great benefit
of the suggested protocols 1s to achieve secure
commurication while following these properties.

THE PROPOSED KEY AGREEMENT SCHEME

For ad hoc network, it i1s necessary to distribute
essential keys between numbers of users. However, the
ad hoc network is a dynamic peer-to-peer network and the
key infrastructure should therefore be supplied in a
distributed techmque. The suggested protocol 1s to
establish the key service in ad hoc networks. An efficient
key agreement protocol is introduced using the multi-hop
property of the ad hoc networks.

To start with, assume that there are just several users
in the network; these users require common group
session keys to commumicate mutually. So each user
equally contributes to establish the group key. Tn addition
every user has a regular private password w. This
password 1s just used at the establishment of the group
session key. Also, assume that p is the large prime and a
1s the generator of GF(q) with order g, suppose q 1s a large
prime number and GF(q) is a finite field. Every user u; in
the ad hoc network selects randomly a prime number. But
when there are t users inthe network, u, finds w*a®
mod p and sends the outcomes to u,. The shares key

5= Z:=1Si

of this network can be calculated corresponding to
Lagrange interpolation theorem. Where t the number of
users n the network and can be computed by how many
hi messages are received from other users. So each user
U, gets a series of tusers (s, i,... 8, 1) and computes his
share

t
51:21:151 modg.

In fact the polynomial

Fix)=3 f(x)mod q

presents the last formula contributed by all of users and
s, = F(1) mod q. So, all users can work out the group key
after they received all shares transmitted by other users.
Then every following user v for
w*a® %' mod q and multiplies the result to the power s,
to find w#* 4% % mod p. Then w*a% % mod p together
with g% w*a% _w*a® issenttou,, The last user
U, receives

1<i<t receives

11

(w*a o Jymod p

and multiplies the result to the power s, to compute

t
s =w* aH‘:'Si

medp-

In addition, v, also receives w*a™ w*a™ . w*a™,
Thus u, finds the 1, =a%™ mod p,fori =t . On behalf
the entire group, u, transmits the group session key
s =1, wa" to u(i#t) in the network. So every user
knows the group session key s=s u"'t] mod p. This
situation is more like to the actuality of ad hoc networks
since one important property of ad hoc networks 1s multi-
hop. Figure 1 shows the process of the proposed key
agreement protocol.

Security Analysis: For the security examination we gain
from the modular design of proposed system using well
known cryptography schemes. Although all attacks of the
schemes are verified to be prevented. The security
analysis 1s obliviously constructions as we stay away
from interaction among the schemes as can as possible.
We now plan the proofs that the new schemes own
several security characteristics, If not providing a specific
suggestion, we suppose that all users do not conspire
with every other.

Theorem 1: This suggested scheme gives great punctual
security.

Proof 1: For the adversary unknowing the password, he
can not find any helpful data during the messages sent
among the users, since every message 1s encrypted by the
password w. Even if the opponent shared the password
w, he mostly can calculate
w* al_[‘:ls)\;f\f1 = al_[‘=‘si

mod p instead of the shares key. The intermit messages
are not useful to find the shares key. When the last user
U, transmits the group key to each user u, he encrypts the
message with w and r;, contemporarily. It is obvious that
£, =a"" mod pis hard to solve relied on the difficulty to
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Fig. 1: The proposed key agreement protocol

compute the Diffie-Hellman problem in prime order
subgroups except for the two users u, and u,.

Theorem 2: The suggested scheme sustamns the share
mdependence between the groups.

Proof 2: Corresponding to the suggested scheme, every
user u, transmits u, to the next user. Evenif w*a% can
be found with w, the share s; 13 yet not unperceivable to
other users relied on the difficulty of solving the discrete
logarithm problem.

In this scheme, just about 2(n-1) rounds are required
for establishing the shares key, the traffic between the
networks is significantly decreasing. But it is obvious that
the proposed scheme has the less communication than
the other existing schemes, it grows the complexity cost
for every one.

THE PROPOSED IDENTITY
AUTHENTICATION PROTOCOL

In the pervious section, we only concentrate on the
establishment of the shares key and we do not focus on
the identity authentication. But when a single user 1s
compromised and exposed by the authentic users, there
must be a method to insulate the user. Thus a new
identity authentication protocol is suggested to face this
difficulty. It gives a distributed way to publish the
authority certificate to each user.

For a considerable ad hoc network, it is more suitable
when the new user just requires few of the users those are
near to him to publish the authority certificate. Thus we
suggested a(t, w) threshold group signature scheme to
achieve this work, such that t is the threshold value and
w is the number of users in the network. The first part of
the protocol can be orgamzed as follows:

Each user selects a polynomial with order mostly t-1,

_ t-1 X+ay
f(x)=a x +.+a,"",

such that coefficients a;; ¢ GF(q) are selected randomly
fori=1, ..., t where t is the threshold value discussed by
the all users. However, n 13 a large composite modulus
where n = p*q such that p and q are large prime numbers.
Each user u; has its unique series integer number i. Then,
y; determines the shares key s, = £(j) mod 6(n) such that
0(n) = (p-1) (g-1) and commumcates s; to the user
u(j = 1., uw)j # 1. Thus each user u, gets a series of w
users (s,; s,.) and calculates his share

w
5 2515

such that s, = F(1) and the polynomial

FG) = 3 .00

mod 8(n) denotes the last formulae contributed by the
entire users. Though, more than t users can find out the
share key, we do not permait them to rebuild the key since
we do not require each user knows the shares key.
Instead, one user is selected for the trusting user and the
user can ask for other t-1 users to detect the share key.
Then we require the keys 1ssued by tlus trusting user.
Assume that u, 18 the trusting user and gathers the sub-
secrets form other t-1 users. Then the user can find out
the shares key corresponding to the TLanguage
interpolation theorem.

Gullious-Quisquater (Guillou and Quisquater, 1990)
suggested a digital signature algorithm relied on the
difficulty of integer factoring. We enhanced this algorithm
and suggested a novel group signature scheme to suit the
authentication of ad hoc networks. Agamn we use nas a
composite integer modulus, b is a arbitrary integer prime
number less than 6(n), g is a generator of z, with order
0(n) and t is a arbitrary integer number of z , z is the
multiplicative group of z_, h(.) is a one way hash
function. The user secret key is x = g" mod n and v is the
public key such as x**v = g™, where v = g ® mod n. The
keys n, b, v and function h(.) are made public and the
other keys are private.

We perceive that just user u, can gather the sub
privates and find the shares key. However, u, requires
announcing the public group key v = g ® mod n and ¢ is
the group key discussed by all users. Once u, transmitted
all of the keys, he deletes secret key v = g mod n, if a
private key 1s recovered by opponents later, u, plays as a
typical user. Assume a new user joints the networlk for the
first time; this user must ask for an authority certificate
from the users presented in the networle. The steps are as
follows:

A new user u, transmits his demand to the next users.
But if more than t users respond and are eager implement
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Fig. 2: The proposed identity authentication protocol

3

out the authentication process, u, terminate transmitting.
Then u, chooses t users as his authentication users and
chooses the first user and last user. The medial users are
not decisive so their series can be arbitrary. Given that the
..., U} generate the set A. Sou, builds the
session key 1, as well as u, in advance. Then u, transmit
the message m, the series numbers of set A and the

t users {u,, u,

mteger 1, tou,. Then u, selects a random d, and calculate

-1
5 I_L —
¢, =d, *g " modn,

such that s, 18 a share key hold by u, After that u,
* ¢, and transmits (r,*c,,d,,m) to u,. The u,
picks an arbitrary number d, then finds

calculates 1,

. -1
2 =
. * )#22,
C, = d2 g " modn.

Next u, transmits (r,*c,*¢,,d,*d,,m) to the subsequent
user. Smnilarity, u, the last user to link with the
authentication process, obtains the result

1

t-1 t-
(1'1 Hi=1c1’Hi=1d1’m)

transmitted by u,,. Thus u, plays an essential role m
the creation of certificate authority. Also u, chooses an
mteger number d, and finds

g s‘nlétt%li

= *
¢, =d,

mod n, then hecomputes

D= Hit:ldlh modn, h =h{m,D)and s~ E(rIH;lci)mod ne

r, is a private shared key by u, and u, Tastly u
transmit (s~, r, *D) to u,. Then u, calculates D = {r, * D),
mod n, s = (s~ *r1, "modn and gets the last authority

certificate (s, D). To verify the signature, u, check if
D" = s" mod n. If true, then u, accepts the group
signature (s, D) as his authority certificate. But if not,
u, reject the group signature and asks for another
authority certificate. Figure 2

shows the identity

authentication protocol.

Security evaluation: We now plan the proofs that the new
scheme owns several security characteristics. If not
provided a specific suggestion, we suppose that all users
do not conspire with every other.

Theorem 3: The proposed authentication protocol gives
the share key mdependence.

Proof 3: The first user u, transmats (r,* ¢,, d;, m) to the
second user u,, such that r is the private shared key by
u, and u;. The u, can not recover the actual share key s,
kept by u,. Simailarity, the next users also can not decipher
the other users’ shares key.

Theorem 4: No one in this proposed scheme perceives
the authority certificate of u,.

Proof 4: The u, forms the last group signature such that
u, has the possibility to obtain the identity certificate of
u,. However u, does not perceive the private r, shared key
by u, and u,. So u, does not get the identity certificate of
u,. While u, perceives the private r, but he can not
perceive the random mteger number D and can not
calculate the hash function h. So u, can not recover s from
the authority certificate s~ even if s~ 1s sent by u, to u,.

Theorem 5: If the formula D = s* * v" mod n retains, the
identity certificate (s, D) 1s true.

Proof 5: From the explanation above, we identify that:
t t
s=(Jc) =g (J]d)" mod n
i=1 i=1
D=([]_d)modn

andv=g " modn. Soif
gt :gchb(Hdi)h bsg e :(Hdl)hb — Dfmodn
i=1 i=1

retains, 1t 1s proof that the identity certificate (s, D) 1s true.
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CONCLUSION

The suggested key agreement scheme 1s appropriate
to create a group session key. In general the first users of
the ad hoc network are considers trustful and honest. So
employing the suggested key agreement protocol can
rapidly establish the session key, since the message can
be transmitted with out encryption. However, after the ad
hoc network has run for a while, the suggested key
agreement protocol can provide great security and meet
the need to efficiently build the session key. It needs just
2(n-1) rounds highly decreases the traffic in the network.

In the proposed protocol, the fixed password
w greatly reduces the time complexity required
(Atemiese et al., 1998b). Compared with the protocol
suggested in (Ateniese et al, 1998b), we do not require
refreshing the group session key each time when a new
user comects the network, since the group session key
created by the proposed protocol is just employed for
group communication. The group session key can be
transmit to another users encrypted by the fixed password
w straight. For valuable discussion among two users after
the authority certificate is checked out, the two users will
assign a new session key by Diffie-Hellman scheme. In
addition, we developed a zero knowledge scheme to reuse
the authority certificate. All these protocols enhance the
efficiency of the suggested protocols. Concerning the
authentication scheme, the discrete logarithm algorithm is
employed in the proposed protocol whereas threshold
RSA scheme 1s employed by (Luo et af., 2002). Since, it 1s
well known that threshold RSA scheme requires
additional time complexity compared with the discrete
logarithm problem (Hezberg et al., 1995). Consequently
the proposed identity authentication protocol i1s more
efficient compared with the scheme m (Luo et al., 2002).
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