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Abstract: Based on elaborate analysis of the FMIPv6 technology, an improved fast handover program is
proposed. The NCoA of mobile node will be configured according to the user list of the NAR, thus avoiding
duplicate address detection of NCoA, thereby mcreasing FMIPv6 overall handover performance. Finally, we
use OPNET to do simulation experiments, showing that the program can shorten the handover delay and packet

loss rate and it 1s an effective and viable program.
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INTRODUCTION

In order to keep the mobile users connected to the
Internet during movement, [ETF studied Mobile IPv6
protocol and provides good support for the movement of
the mobile user, but the existing Mobile IPv6 protocol can
not meet the practical demand of ensuring the security of
handover, i.e., Qos. The most important thing is to study
of mobile IPv6 1s the mobile switch, which directly affects
the performance of communication and thus it becomes a
hot research topic of network technology (Han et al.,
2006, Wang and Qian, 2013; Kum et al, 2013). The
following are currently mobile IPv6 handover algorithms:
Mobile TPv6 standard handover mechanism (MIPv6),
FMIPv6, HMIPv6, EFWD, FHMIPv6, FFHMIPv6 and
W-MPLS.

MIPv6: The standard Mobile TPv6 handover mechanism
of high-latency, high packet loss and network
performance bottlenecks could not meet the demands
from a variety of real-time traffic (Kusin and Zakaria, 2011,
Alrashdan et al., 2011). FMIPv6 13 provided in order to
improve the mobile TPv6 protocol, so it can speedup  the
handover process of IPv6 mobile hosts to reduce the
existing time for communication connection nterruption
to guarantee the correctness of the real-time transmission
of traffic flow. It does this by registering in advance and
when a new alien network handover 1s not completed, by
maintaining a network of communication with the former
network, to realize fast handover, in order to provide
real-time business support. FMIPv6 focuses on the rapid
implementation of handover, predicting the mobile
handover events and responding quickly, by router
discovery i advance before the actual handover,
configuring a new care-of address and establishing

two-way tummel access operations between the old router
and the new router and to provide data transmission
services before the establishing of the MIN and the new
router, the CN and the Home Agent and updating
registration.

HMIPv6: HMIPvS mtroduces a new entity called the
mobility anchor point (MAP, Mobility Anchor Point), it
can be used as hierarchical MIPv6 network routers at any
level (including subnet access router) and it does not
require every subnet to have a MAP. The using of MAP
canrestrict the mobile node signaling mteraction with the
outside of this area, it can support fast mobile IP
handover and can help mobile host to realize seamlessly
moving and it can also support specific mobile network
conditions. The address obtained from MAP 1s the
Regional Care-of Address (RCoA, Regional Care-of
Address), depending on the usage of the mobile host
RCoA, the MAP has 2 modes: The basic mode and
extended mode. When roaming the MAP domain, the
mobile host can use RCoA as an alternate care-of address
(extended mode), or form their own RecoA in MAP subnet
(basic model). HMIPv6 can reduce Mobile TPv6 Binding
Update delay; reduce the binding update message
transmitted over the network, to improve the overall
handover performance. But the two handover algorithms
can not solve handover delay and packet loss caused by
duplicate address detection. He Improved the duplicate
detection algorithm based on FMIPv6, thus reducing
the handover delay and improving the handover
speed.

EFWD (Enhanced forwarding from the previous care-of
address) (Gwon and Yegin, 2004): The algorithm design
ideas is by introducing link layer trigger mechanism and
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the establishment of a network tunnel between the
original and new networks to reduce the handover latency
and data loss. Tn terms of handover latency, EFWD
eliminates the basic mobile TPv6 protocol mobile detection
delay by the link layer trigger mechamsm. In terms of
packet loss, EFWD eliminates data loss of movement
detection and binding registration.

FHMIPv6 (Fasthandover supportin hierarchical mobile
TPv6) (Jung and Koh, 2004): The algorithm design idea is
to use both FMIPv6 and HMIPv6 programs in basic
Mobile TPve protocol, but not a simple combination of
both. F-HMIPv6 utilization of the advantages of FMIPv6
and HMIPv6 and achieve good results in reducing the
handover delay and loss of data, F-HMIPv6 avoids the
problem of triangle routing domain, but increases MAP
agents load.

FF-HMIPv6 (Flow based fast handover for MIPv6)
(Yao and Chen, 2004): This algorithm mainly proposes
portfolio optimization program for the mobile node
switching among the MAP domains, the mobile node uses
the simple combination of FMIPv6 and HMIPv6 when
switching the domains, the mobile node uses the MAP
agency instead of the front access router functions of
FMIPv6 when the mobile node switches between
domains, thereby speeding up the switching speed.

W-MPLS (a layer 2.5 mobility scheme for fast handover
based n MPLS forwarding mechanism and a virtual
interface architecture) (Sethom et al., 2004): The
algorithm uses the MPLS label forwarding data, rather
than finding the TP address, not forwarding data by TP
tunneling again, thereby speeding up the forwarding rate.

These algorithms do not optimized for duplicate
address detection algorithm, the duplicate address
detection algorithm has been further improved by the
author based on the FMIPv6 algorithm and unproved
switching performance of the mobile node.

FMIPV6 HANDOVER TECHNOLOGY

FMIPv6 algorithm: FMIPv6 fast handover algorithm is
divided mto 2 modes: Predictive quick switch and reactive
quick switch (Zheng and Wang, 2010), both of which
require technical support by link layer handover. Here
discussed 1s only the former one.

Predictive fast handover (Oh et al., 2007) refers to a
mobile node receiving a confirmation message of binding
n the original link before moving. It 1s an ideal handover
mode that means the third layer handover began when
MN and PAR still maintains connection to the second
link. That 18, a neighbor notice can be sent immediately

after the mobile node i1s switched to the NAR, so that the
cached data packets can be forwarded immediately to the
MN.

Predictive fast handover procedure is as follows:

¢+ When the MN predictes that it would be entering a
new network according to the underlying signal
changes, 1t will send a route request message proxy
PrSolPr to the PAR

¢+ When the PAR receives PrSolPr sent by MN, it will
send MN a proxy router advertisement PrRtAdv.
PrRtAdv  will give the new network-related
infermation of mobile node

»  After receiving PrRtAdv, MN will configure a new
care-of address used on the new network according
to NAR given in PrRtAdv and send PAR a quick
binding update message FBU. FBU will authorize the
establishment of bidirectional tunnel between PAR
and NAR

»  When PAR receives FBU from MN,
immediately send NAR a handover message HI,
which contains the original MN care-of address, the
original link-layer address, the new care-of address
and information of tunnel that is going to create. HI
message indicates that MN is performing switch and
1t requires NAR to respond and give the mformation
required for handover

¢ According to the received information HI, NAR will
perfom a duplication test for the new care-of address.
If the new care-of address 1s vald and there 1s no
duplication, neighbor cache entries are established
for MN so as to prevent new care-of address to be
used by other nodes and a handover confirmation
message HACK will be sent to PAR. If the new
care-of address is unavailable, NAR will re-assign a
care-of address available to MN

»  When PAR receives HACK, it means the tunnel has
been successfully established. But if NAR detects a
new care-of address 1s not available, 1t will return an
NCoA available in the HACK to PAR. If the care-of
address is available, PAR sends FBACK message to
MN and NAR and forwards the packet to MN. If
HACK has NCoA, the PAR will re-bind updates and
carry NCoA information in the FBACK message sent
to the MN

*  When the MN 1s comnected to the same network, it
will send NAR a neighbor advertisement FNA
message informing NRA that it is already connected
to the NAR’s link. When the NAR receives FNA, it
will forward the cache packet to MN and delete
agents neighbor cache entry, reestablish the
neighbor cache entry for the MN. Then, the binding

it will
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Fig. 1: FMIPv6 switching process

update message can be sent to the home agent and
the communication peer and before the end of the
operation, MN can send packets by the tunnel
between PAR and NAR. Its handover process is
shown in Fig. 1

FMIPv6 handover performance analysis: According to
the algorithm, the handoff delay has 4 main parts: (1) L2
handover delay (DL2), (2) motion detection delay (DRA),
(3) duplicate address detection delay (DAD) and (4)
registration delay (DBU). L2 handover delay 1s associated
with the network access technology and different access
technology has different handover delay. The mobile
node 1is generally judged whether they moved by
receiving the router advertisement, so that the mobile
detection time 13 typically related to router notification
interval. The time interval is as short as the movement
detection delay, but more tume 1s also consumed by the
router delay, which can be set between 0.5 and 1.5 sec.
And the mobile node detects whether there are duplicate
subnet address by transmitting a neighbor solicitation.
According to the above analysis, IP addresses in the
NAR user list can be used to configure care-of address for
a mobile node, avoiding duplicate address detection
process, thereby reducing the handover delay.

IMPROVEMENT SCHEME

Improved algorithm procedure is as follows:

»

A

¢ When the mobile node moves to a new link layer and
establish a layer link, the layer of the mobile node will
trigger 1.2 signal

»  When the mobile node receives the L2 signal, it will
immediately send a route request message RS+ to the
router, where RS+ will add a request flag R in the
header ICMPv6, saying mobile node requests a new
care-of address from the router and also adds a new
TP address option in the ICMPv6 header to transmit
PAR’s IP address

*»  When the router receives RS+ message, it first
detects whether it contains flag R. If not, it will be
carried out in accordance with a common RS
message; otherwise it means the mobile node has a
link-layer switch. Then, NAR will detect whether
there has been sub-gateway switch in the mobile
node and its detecting method is as follows: The TP
address 1n the [P address option of RS+ message 1s
first drawn out and compared with the NAR's own TP
address. And if same, then there 1s no the switch
among subnets and NAR just need to return to a
normal response message RA; if different, then the
switch occurs and NAR should be performed
according to the following steps:

s Configure care-of address: In the IPv6
implementation process, a list of user
information is generally established in order to
control user and data forwarding. The list holds
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all the second line host's IP addresses
(Al-Surmi et al., 2013; Pandey et al.,, 2013) and
you can choose one TP address, which is not
in the list, as a new care-of address so that you
can  avoid  duplicate address detection
process
¢+ Sends a route response message RA+ to the
mobile node: The message 15 added a care-of
address option based on RA and its content is
a new care-of address NAR configures for the
mobile node
After the mobile node receives RA+ message, it will
judge whether subnet switch occurs according to the
network prefix in the RA+ message. If not, then the
switch will stop, otherwise it will configure a new
care-of address, which is the TP address transmitting
Address option in RA+ message. The address has
been carried out the duplicate address detection on
NAR, so duplicate address detection process is not
needed
Then, send a binding update message (FBU) to PAR
Upon receiving FBU message, PAR encapsulates the
packet whose destination address 1s PcoA and then
send it to the mobile node; meanwhile it builds a
binding table entry, whose home address is PcoA
and care-of address 15 NcoA and establish
communication tunnel between PcoA and NcoA. The
survival of the tunnel can be specified by liftetime
option; the turmel will be automatically deleted when

the survival is expired. When the tunnel is
established, PAR sends a rapid-binding confirmation
message (FBACK) to the mobile node

After the mobile node receives FBACK, a reverse
tunnel from the mobile node to the PAR will be
established, thus building a bi-directional tunnel
between the PAR and making communication
between the mobile node and the communication
terminal recovered successfully

Afterwards, the mobile node will take the source
address as NcoA to send binding update message to
HA and CN. When the binding update operation of
the HA and the CN is completed, the mobile node
can transmit data commurnication with a new NcoA
address and a bidirectional tunnel is automatically
deleted at this time. If the mobile node does not
complete the binding update operation to the HA
and CN within the survival of the tunnel, FBU must
be re-issued to PAR to prolong its lifetime, keeping
data commurmcation proceeding smoothly

SIMULATIONS

Network topology: OPNET tools (Hassan and Hoong,

2013; Magagula et al,

2012, Shang et al., 2012

Hussamef al., 2012; Tao et al., 2012; Kim et af., 2012) will
be used for the simulation of FMIPv6 handover and
improved algorithms and the simulation results be
compared. The network topology 1s shown in Fig. 2.

N

Fig. 2: Network topology
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Table 1: Experimental results

MM receiving data rate CN receiving data rate

Handover Overall transmission Overall data receiving Overall data

scheme data rate (kb sec™!) speed in handover loss rate (%) Normal Toggle Normal Toggle

FMIPv6 1000 780 22 500 405 500 375
740 26 500 400 500 340
760 24 500 390 500 370

Improvement 1000 840 16 500 430 500 410

program 870 13 500 450 500 420
860 14 500 444 500 416

The network topology used by the simulation CONCLUSION

consists of the following parts: A stationary
communication node CN, a mobile node MN, 5 routers
(wherein, AR1 18 CN’s access router, HA is the MN’s
home agent, AR2 and AR3 are the MIN’s access router in
the field, AR4 are connected to the AR1, HA, AR2, AR3
so that they can communicate with each other. In the
beginning of the experiment MN moves through AR2 by
10 km h™" and finally to AR3 and primary observation
goes to MN’s and CN’s data transmission speed. MN and
CN use the wlan workstn adv model and the router
wlan_ethernet slip4 adv node model and improve both
of them so as to make them applicable to the experiment.
Both of MN and CN are transmitting data to each other by
500 kb sec™ in the experiment and conducted three tests.

Experimental results and analysis: Experimental results
are shown in Table 1. In the first test, when using FMIPv6
algorithm, the overall data receiving speed is 780 kb sec™
and the overall data loss rate is 22. In the second test,
when using FMIPv6 algorithm, the overall data receiving
speed is 740 kb sec™ and the overall data loss rate is 26%.
In the third test, when using FMIPv6 algorithm, the
overall data receiving speed is 760 kb sec™ and the
overall data loss rate is 24%. The average of overall data
receiving speed of three times is 760 kb sec™, the average
of overall data loss rate of three times is 24%. The overall
data receiving speed is 840 kb sec™ and the overall data
loss rate 13 16% 1in the first test when using the unproved
algorithm. The overall data receiving speed is 870 kb sec™
and the overall data loss rate is 13% in the second test
when using the improved algorithm. The overall data
receiving speed is 860 kb sec™ and the overall data loss
rate 18 14% 1n the third test when using the mnproved
algorithm. The average of overall data receiving speed of
three times is 836.7 kb sec™ and the average of overall
data loss rate of three times is 14.3% when using the
unproved algorithm. It can be seen that the overall data
receiving speed of the improved program is faster than the
overall data receiving speed of the FMIPv6 program in the
switching process. Therefore, the inproved program has
a smaller data loss rate, which provides further evidence
of improved one having shorter handover delay and
better handover performance.

An improved fast handover scheme is proposed on
the basis of FMIPv6 handover scheme. The scheme uses
flag R to request a new care-of address, accelerating
Judgment of subnet handover. It also takes advantage of
TP addresses of all second line hosts to configure a new
care-of address and of the bi-directional tunnel to reduce
the communication interruption time. Based upon
simulation experiments, the handover scheme improves
the handover performance by reducing the handover
delay and packet loss rate, which also proves that the
program 1s feasible and effective.

The algorithm also has some disadvantages, though
improved handover speed of mobile nodes, but not able
to solve the problem caused by the mobile node
"ping-pong movement”, this problem can be alleviated by
add the MAP, in subsequent studies we will modify. this
algorithm for further.
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