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Abstract: With the growing demands of Tndustrial Control System (ICS) in all over the world, the industries
such as water, electric and gas are using real time infrastructures for communication between field devices
connected within “networks such as using Local Area Network (LAN)/Wide Area Network (WAN)” or/and
over internet to fulfill the requirements of industrial processing and automation. Supervisory Control and Data
Acquisition (SCADA) system is part of ICS. This is system based on real-time processing infrastructure, system
control and design. Tn existing survey, several mechanisms/solutions were developed for reliable delivery of
data without any attack. Several techniques were also mmplemented “such as using Secure Socket
Layer/Transport Layer Security (SSL/TLS), secure shell (SSH) and Internet Protocol Security (IPSec)” for
securing data across internet and overcoming the attacks related with SCADA commumcation. These
techniques have also limitations in terms of data delivery and security because these are based on TCP/IP
protocol for communication and on cryptography algorithms for the purpose of security. Based on detail
SCADA security analysis, the cryptography techmques have been adopted to erthance the security of these
critical systems. The proposed security solution takes novel approach to implement the best security
performance cryptography algorithms included AES, RSA and SHA-2, as a security layer within Distributed
Networl Protocol (DNP3) stack. This novel approach successfully enhanced the security of DNP3 protocol as

a part of SCADA system while comparing with end-to-end security implementation.

Key words: Supervisory control and data acquisition, key encrption methods,

DNP3 protocol security,

cryptography algorithms, SCADA attacks/threads

INTRODUCTION

Enhanced Performance Architecture (EPA) model is
simplified form of Open Systems Interconnection (OSI)
seven layer model and is developed by International
Electro Technical Commission (IEC). The Distributed
Network Protocol 3 (DNP3) is based on this Enhanced
Performance Architecture (EPA) model with additional
pseudo-transport layer that performs limited functionality
of transport and network layers of OSI model.

DNP3 protocel 13 one of important open protocol
that has been used in SCADA commumcation “between
master terminal station and remote terminal station and/or
remote terminal station and master terminal station”.
Usually master terminal station initiates the command or
sends data/message to remote terminal station and remote
terminal station response according to master terminal
station request.

DNP3 has three layers based on EPA model “such
as application layer, data link layer and physical layer
with pseudo-transport layer” that performs limited
functionality of transport and network layers of OSI
model. A prefix pseudo has used with transport layer
because of limited functions from the existing transport
and network layers of OSI model. The DNP protocol is
used for both serial and Internet Protocol (IP)
“Communication between master terminal station and
remote terminal station”.

With the uses of TCP/IP protocol, DNP3 provides
commurnication over the internet between field devices
connected in “Local Area Network (Lan)Wide Area
Network (WAN)”. The DNP3 is situated at above than
TCP/AP suite in the communication hierarchy for fairly
communication over the internet. Figure 1 illustrates the
stack (architecture) and communication flow of DNP3
protocol with TCP/AP suite (Clarke and Wright, 2013).
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Fig. 1: Architecture and communication flow of OST and EPA model

METHODOLOGY

Cryptographic solution (end-to-end implementation)
has been developed to secure the SCADA
communication between field devices within SCADA gas
mndustry. Communication facts within gas and electrical
industries have been analyzed in detail and also test the
latency and session between field devices connected in
SCADA network. Authentication security service for
message/data communication between SCADA stations
will achieve successfully during encryption/decryption
process  (using AES and SHA-1 hashing algorithm)
(Musa et al, 2013a). Latency fact has been calculated
AGA-12 test within SCADA communication between field
devices and successfully checks the latency impact on
different vendors devices included results as performance
has been increase in Modbus protocol when comparison
with Distributed Network Protocol (DNP3) while remote
stations communication (in case of request) also gain high
latency (impact) (Hadley et al., 2007, Musa et al., 2013b).
Maize (2012), studied in detail the architecture of SCADA
system and its connectivity with internet. Four major
threads are specified from literature such as Cyber threads
(malware, insider attacks, DoS, open access, Terrorism
and crime, unauthorized access and hacker/tools),
“Low-Latency Cryptography”™, Weak OS5 and Weak
software and also some security recommendations are
specify to secure SCADA from cyber threads such as
strong network infrastructure, implementation firewalls,
DMZs, IPSec, VPN, IDS, CRC and proper uses of OS and
related software (William, 201 3; Shahzad and Musa, 2012).

In proposed implementation also designated as
Method?, the Distributed Network Protocol (DNP3) model
has been designed and the security ratio (%) has been

serial

measured against authentication, confidentiality and
integrity and non-repudiation attacks, within specified
layers. The symmetric AES algorithm and asymmetric RSA
algorithm  are against
confidentiality attacks witlhun application layer and data
link layer of DNP3 protocol. During encryption process;
the bytes or data have not been encrypted itself, only the
symmetric or secret key is appended with transmitted
bytes. This key appended process saves the session
because the latency i1s a major factor that has been
counted during SCADA transmission or processing. The
hashing algorithm using SHA-2 is used against integrity
attacks within application layer, pseudo-transport layer
and data link layer of DNP3 protocol. The secret key
appended hashing digest is calculated first and then
encryption is performed using RSA algorithm, this whole
process performs the functionality of digital signature that
provides protection against non-repudiation attacks. The
Fig. 2 illustrates the whole encryption/decryption process
within DNP3 protocol stack.

used authentication and

RESULTS AND DISCUSSION

established
have also been

SACDA  testbed setup has been
successfully and network nodes
configured. Cryptography keys such as secret keys have
been shared “between MTU and RTU and/or RTU and
MTU” using secure channel (Shahzad et al., 2013, 201 4a).
In SCADA testbed, each node has two pairs of
cryptography keys such as asymmetric (RSA) and
symmetric (AES), with deployment of hash function
within each layer of DNP3 protocol.

The mamn objective of current mmplementation

provides a secure communication between SCADA nodes
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Fig. 2: Security implementation within DNP3 protocol stack
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Fig. 3: SCADA/DNP3 testbed setup

such that master station can communicates with other
nodes or remote stations/substations within SCADA
network  in and  determined
unambiguously that authorized remote nodes are
commumnicating with master station. Remote stations are
also determined unambiguously that authorized master
node 1s commumnicating and accessing the services and
operations of remote stations (Shahzad et af, 2013,
2014b).

secure manners

DNP3 PROTOCOL MESSAGE STRUCTURE
AND COMMUNICATION

In proposed implementation, communication has
been initiated by master terminal unit and in few

Secure cryptography solution: Hashing

—— B ————
R

Secure cryptography solution: Decryption process

Remote station4 Remote station 7

[

emote station 5

Station 2

—— . -
=
” B - =
o

4

emote station 6

%

critical cases,
communication. Master station with logical TP address
and port number initiated the communication with
remote terminal umt with logical IP address and port
number. Random numbers of request bytes have been

remote terminal unit may initiate the

received from user application layer to DNP3 protocol
for further processing or execution (Musa et al,
2013a). These numbers of bytes are being manipulated
or constructed within DNP3 protocol and proposed
security solution has also been implemented
successfully within each layer such as application layer,
pseudo-transport layer and data link layer before
transmitting to remote terminal unit. Figure 3 illustrates the
SCADA/DNP3 testbed setup between stationl and
station 2.
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Request bytes (dummy packet) structure and
communication: DNP3 protocol application layer takes
mput message from user application layer or user mterface
and then make conversion into manageable blocks called
Application Service Data Unit (ASDU) bytes. Each ASDU
size has been limited or fixed upto 1990 bytes in case of
message request and 1988 bytes in the case of
message response. After conmstruction of ASDU bytes,
Application Header (AH) in both request and response
are added with ASDU bytes, known as Application
Protocol Data Unit (APDU) bytes. These APDU bytes will
utilize as Transport Service Data Unit (TSDU) within
pseudo-transport layer and then further utilize within data
link layer such that TPDU bytes are treated as user bytes

during construction of Link Protocol Data Unit (LPDU)

address: 189.233.211.133 andlogical portNo. 2010) to RTT
(with TP address: 189.233.211.155 andlogical port No.2020)
or request from MTU to RTU.

Application layer in Fig. 4, each offset within
Application Protocol Data Unit (APDU) structure has
been represented a packet and total number of packets are
logical limited up to eight in length. The bytes within
APDU structure in Fig. 4 are the application layer user
bytes or data bytes.

The byte OSye Roges- Conos-Bagess  Tepresents  the
application control mformation or flow control and byte
OSg060-Ranos-Canos- Boass 18 the application layer function
code or code "0x0000” is utilized for confirmation.

The empty bytes OSyeRos CooorBuorr OBgose-Rooes-
Copio-Baoio are represented the object header bytes. When

bytes. Figure 4 illustrates the deployment process of  APDU bytes have been constructed successfully
message or bytes while transmitted from MTU (with TP then, cryptography proposed solution is  deployed
Source address: Logical port No. Destination address: Logical port No.
189.233.211.133; 2010 189.233.211.155; 2020
Session
pd N
Y "
Application layer
App. offset (logical) I (Logical) APDU with encryption bytes
"™~ 0,5000 RWCL | CI0 } CL1 3 CL2 § CL3 1 Cid 3 CL5 3 CL6 § CL7 § CL8 § CL9 §CLI0O YCLIi § CLI2 8 CLI3 3 CLi4§
TI0T0 W0 [ db db db @ b db db b db db b db db
T Wi Jd db d d db db db &b db db db db db b db
T 0030 W2 db db db db db db db db db db db db db db db
00U W3 __3 db db db db db db db db db db db db db db db
___le)Ll 0 W4 db db db db db db db db db db db db db db db
D060 WS db db db db db cl 00 Te ee Ta ee
S i)
00080 RW7
Limited-transport
layer
“App. offset (logical) T (Logical) TPDU with encryption bytes
[~ ™ T 0x0000 RWCL | CLO § CLL § CLo t CL3 § CL4 § CLS § CL6 § CL7 § CL8 § CL9 § CLI0 § CLII § CLI2 § CLI3 {CLI4 § CLIS § CLI6 § swwwteie 1 Cln
UROUTD W0 1O b b db b db db db b b db dbdb b b db b %
D020 RWC"jdb b b db b db d db  db db db db db db db  db  db 2
Ux0US0 RWI db db db db db db db db db db db db db db db db db <
0x0030 R‘Lﬁ‘ 1 db db db db db db db db db db db db db db db db db 3
00050 RWA_| db db db db db db db db db db db db db db db db db %
L RWs —1d d db db  db b b d db  db  db I 2 e £
070 RWo _ E
00080 RWT =
Data link layer
App. offset (logical] ~(Logical) LPDU with encryption bytes
0000 CLO 3 CLL 3 CL2 & CL3 } CL4 1 CL5 i CL6 3 CL7 1 CL8 1 CL9 1 CL10 3 CLIl § CLI2 | T CLn
T=00TD ™ @b W@ W@ % b db b
070 d db b db db  db db db b b db db
0030 d db  db db db db b b db b db db
TI070 d db  db db  db  d db  db b db db db
D050 db db db db db db db db db db db db
20060 db db db db db db db db db db db 05
0070 aa aa oo la ce la ee 2a ee
L __ 0x0080

Physical layer

Fig. 4: MTU request bytes (structure and commumnication)
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before transmitting to pseudo-transport layer. The
bytes OS5 Rages-Coorr-Bosi_OSopes-Rooss: Conir-Booss are the
cryptography information or bytes that have been utilized
for security implementation.

Bytes format (hex):

OSoxxRsoaCroorBromex
APDU (User bytes):
O85010- Raoooo-Coooo-Buooor. OSu010-Rosos- Coots- Buootes
O80050-Raoor-Conon-Buon_ O Sanz0-Rooar- Caots-Bootas
O85050-Raoooz-Coooo-Buooor. O Saas0-Rogoe- Coots- Buotes
OB 0040- Raooos-Cooo-Buooor. OSa0a0-Rogas- Coots- Buotes
OB 050-Raooos-Cooon-Buooor. OSasso-Rogaa- Coots- Bootes

O SUUﬁU'RUUU5' CUUUU'Bﬂﬂﬂﬂfo SUUﬁU'RUUUS'CUUU4'BUUU4

Where:

0S = Offset

R = Row

C = Column

B = Bytes within APDU structure

Offset *0x0000 is utilized for initialization process of
APDU.

The shaded bytes OSy.Ropgr Copon-Boosn OSgrm Rogor-
C... B... and OS50 Rogos- Cosoo- Buoos OSogs0-Rages- C-on - B.o, 01 all
shaded area or bytes within APDU will be utilized for
future implementation or may allocated for dynamic buffer
upon need.

Pseudo-transport layer in Fig. 4, each packet/segment
or TPDU has random bytes but in the case of APDU or
application layer buffer had been full, then each offset
within pseudo-transport layer structure has  been
represented a packet or segment. Each TPDU size 1s
limited up to 250 bytes. Total number of packets are
logical limited up to eight i length while application layer
buffer had been full. The below bytes within TPDU
structure are the user bytes from upper layer.

Bytes format (hex):

OSXXXX_RXXXX_CXXXX-BXXXX
TPDU bytes (logical ):
OSU 110 'RUUUI 'CUUUU 'Bﬂﬂﬂﬂfo SUI 1 U'RUUUU' CUUI@'BUUI&

OSUIZU'RUUUI'CUUUU'Bﬂﬂﬂﬂfo SUIZU'RUUUI'CUUM'BUUW

OSUISU'RUUUZ'CUUUU'Bwﬂﬂfo SUIEU'RUUUZ'CUUM'BUUI&
OSUHU'RUUUE'CUUUU'Bﬂﬂﬂﬂfo SUHU'RUUUS'CUUM'BUUI@
OSUISU'RUUU4'CUUUU'Bﬂﬂﬂﬂfo SUISU'RUUM'CUUM'BUUI@

OSDlﬁD'RDDDS'CDDDD'BDDDD_O SﬂlﬁD'RDDDS'CDDD4'BDDD4

Where:
03 = Offset
R = Row
C = Column
B = DBytes with each APDU
The byte OSg0Rones-Conii-Boony  represents  the

pseudo-transport layer header or TH control information
(flow control) and bytes OS;50-Rogos-Caooiz Buooiz- @ Sg160-
Raoos- Cuois- Boois are the cryptography information that have
been utilized for security implementation.

In data link layer (Fig. 4), each packet has also
random bytes but in the case of APDU or application
layer buffer had been full, then each offset within data link
layer has been logically represented a packet or frame.
Each LPDU size 1s limited up to 292 bytes with CRC bytes,
with user bytes up to 250 bytes from upper layer. Total
numbers of packets are logical limited up to eight in length
while application layer buffer had been full. The below
bytes within LPDU structure are the user bytes from
upper layer.

Bytes format (hex):

OSxxx-Raoex-Croooe- Bz
LPDU bytes (logical):
OS0310 Rooo-Coooo-Booso O Sez10-Raoss- Caors Buotes
0830220 Rooor-Caaoo Boosg O S0220 Ranor- Caore Buotes
OS0330 Rooor-Coooo-Booso O Sez30-Raooz- Caors Buotes
08020 Rooor-Craoo Boosg O S0240 Ranes Caore Buotes
OS0350 Roooa-Coooo-Booso O Sezs0-Raosa Caors Buotes

O SUZ@U'RUUUS'CUUUU'Bﬂﬂﬂﬂfo SUZ@U'RUUUT CUUU4'BUE|13

Where:

0OS =  Offset

R = Row

C = Colunn

B = Bytes with each APDU
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The bytes OSp0Rongs- Coanra Booara_» OSgzs0-Rogos: Cois:
Bus and  OSg0Rongs. Congo-Buooos OSpm_Raoes- Cooos-Boons
represent the data link layer header or LH and
bytes OSyp-Rooss- Conons-Baooss OSezm_Rooos Cooa B ons are the
cryptography information (bytes) that have been utilized
for security implementation. When MTU request message
has been constructed successfully with deployment of
proposed security solution, then message is ready to
transmit to RTU.

Response bytes: Structure and communication: Upon
receiving MTU request message, RTU generates the
response message according to request message.
Figure 5 illustrates the deployment process of response

message or bytes.

While transmitted from RTU with IP address:
189.233.211.155 and logical port No. 2020 MTU with IP
address: 189.233.211.133 and logical port No. 2010 or
response from RTU to MTU. The pseudo-transport layer
and data link layer specifications for response message
construction are same as MTU request message in
pseudo-transport layer and data link layer of DNP3. No
changes has been taken place within response message.
In APDU response structure, the bytes OSgornRogs-
Coorr-Booms OSonr_Ropns-Coos Bogs are  representing  the
application layer ‘TIN (internal indication) or response
bytes. two bytes  fields
follow by function code and used to send response

Internal indication 1is

message to master station or uses within response
message.

Source address: Logical port No.

Destination address: Logical port No.

189.233.211.155; 2020

189.233.211.133; 2010

Session

Application layer

A\ 4

Fig. 5: RTU respoense bytes (structure and communication)
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IApp. offset (logical)j (Logical) APDU with encryption bytes
000 RW/CL TCLO T CLi § Ci2 ! CI3 1 (141 CL5 1Ci6 1CL7 1CI8 SCLO JCLIO JCLITTCLI2 §CLI3 § CLI4 3 CLIS L CLIG Y omvemins T CLn
001 W db db db db db db db db db db db db db db db db db
X(ZJZ W db db db db db db db db db db db db db db db db db
003 W. db db db db db db db db db db db db db db db db db
004 W3 _| db db db db db db db db db db db db db db db db db
005 RW4_ 1 db db db db db db db db db db db db db db db db db
006 RW5_y db db db db db db db db db db db db db db db db db
00070, RW( dbdb db db db 3 01 00 oo el ee  al ee
070080 RW7 122 _ ac
Limited-transport
layer
App. offset (logical} (Logical) TPDU with encryption bytes
00000 RW/CL ['CTO ¥ CL1 § C12 3 CL3 § CL4 § CL5 §CL6 & CL7 § CL8 | CL9 {CLIO § CLIT{CLI2 § CLI3}CLI4 1CLI5 1 CLI6 § T CLn
00010 RWO db db db db db db db db db db db db db db db db db
CT"OTRO""T"RWI_ldb db db db db db db db db db db db db db db db db
00030 RW2 db db db db db db db db db db db db db db db db db
__00040_ _J_RW3 jd db db db db db db db db db db db db db db db db
00030 RW4 _I db db db db db db db db db db db db db db db db db
00060 RWS _1 db db db db db db db db db db db db db db db db db
050070 RWG6 _j db db db db db db db db db db db db db 1c 2e ee
06 RW7
Data link layer
App. offset (logical)y (Logical) LPDU with encryption bytes
0<0000 RW/CL JCLO 3 CLI §CL2 §CL3 iCL4 §CL5 jCL6 §CL7 §CL8 {CL9 jCLIOJCLIl § CLI2} CLI3iCL14 §CLIS | CLI6} seewseeeee § CLn
00010 RWO db db db db db db db db db db db db db db db db db
RWT db db db db db db db db db db db db db db db db db
R db db db db db db db db db db db db db db db db db
db db db db db db db db db db db db db db db db
db db db db db db db db db db db db db db db db
db db db db db db db db db db db db db db db db
db db db db db db db db db db db db db db db 035
33 cf, ff iji aa aa c¢ al ge gl ce &2 e
Physical layer
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Each bit within IIN fields (IINg,, 1IN, and
IMNgygg IMNg; o) has specific meaning for response
message. The below bytes are the cryptography
mformation or bytes that have been utilized for security
implementation.

Bytes format (hex):

OB sooxxRasoorCrzeroe-Broex
APDU/LPDU security bytes (logical):
OSpam-Rooos-Coos-Baas. OS070. Rogos Coors Booss
TPDU security bytes (logical):

OSDDSD 'RDDD7'CDDDD 'BDDDD: OSDDSD_RDDDﬁ 'CDDIB'BDDM

Where:
S = Startvalue
E = End value withm mternal mdication fields or

HNs(l u),HNE(l B and HNS(Z.U),HNE(N)

The pseudo-transport layer and data link layer
specifications for response message construction remain
same as MTU requested message in pseudo-transport
layer and data link layer of DNP3 but different
cryptography information are utilized which also
distinguished the request and response message.

Figure 6 shows the performance (results) during
attacker attack or ratio of authentication, confidentiality,

DNP3 testbed: Communication
Communication ratio: Successful
1900 ‘0 Attacks: Authentication/confidentiality

1800 - ‘ ‘ Attacks: Integrity/non-repudiation

Bytes utilization

Communication: Abnormal
Datasize: Random bytes
Bandwidth: 5 Mbps
Security services: All

integrity and non-repudiation attacks that have been
successful during SCADA/DNP3 testbed communication
using Methed?.

The proposed Method” has been implemented
successfully within SCADA/DNP3 communication and all
security services are achieved successfully.

In performance Fig. 7, Method” has been implemented
at each end of SCADA/DNP3 communication. The red
and black color) markers are representing the
authentication and confidentiality attacks while orange
and brown color markers are representing the
integrity and non-repudiation attacks. As conclusion, the
attack detection ratio (%) and impact ratio (%) are
comparatively high, with the implementation of Method!'
during end-to-end commumication while this ratio (%)
has been very low, within SCADA/DNP3 testbed
communication within DNP Protocol stack.

In Fig. 8, the latency or propagation delay has been
measured and comparison 1s created between both
communications as Method® within and end-to-end
SCADA/DNP3. The blue line in Fig. 8 shows the high
latency while measured within DNP3 testbed or DNP3
protocol stack and red line m Fig. 8 shows the low latency
by implementation of Method?, at each end of
SCADA/DNP3 communication. The Table 1 shows the

Table 1: Security performance (results)

Attack Attack
Testhed detection (%) impact (%) Security (%)
With DNP3 security 8 3 97
End-to-end security 31 21 79

1 6 11 16 21 26 31 36 4146 5156 61 66 71 76 81 86 91 96 101106 111 116 221 126 131 136 141 146 151 156 161 166 171 176 181
No. of successful experiments

Fig. 6: Performance results during abnormal communication (MTU/RTU)
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2100 o — DNP3 testbed: Communication
2000 -| ——— Communication ratio: Successful

1000 @p4@p Attacks Authentication/confidentiality

1800-{ @ €@ Attacks: Integrity/non-repudiation

Bytes utilization

Communication: Abnormal (end-to-end)
Data size: Random bytes

Bandwidth: 5 Mbps

Security services: All

1 6 11 16 21 26 31 36 4146 5156 61 66 71 76 81 86 91 96 101106 111116 221126 131 136 141 146 151 156 161 166 171 176 181
No. of successful experiments

Fig. 7: End-to-end, abnormal communication

Communication: Normal
Data size: Random bytes
Bandwidth: 5 Mbps

184.7373

Communication typtes: Normal (within and end-to-end SCADA/DNP3 protocol)

89.5125

Fig. 8: Latency comparison using method’

overall security performance included attack detection,
impact and security ratio (%).

CONCLUSION

In this study, the analysis based on SCADA/DNP3
security 1ssues has been conducted and potential security
solution 15 deployed to enhance the security of these
critical systems. In implementation phase, DNP3 protocol
stack has been designed and the security using
cryptography solution 1s deployed within DNP3 protocol
layers. The performance results included attack detection

ratio (%), attack impact ratio (%) and security ratio (%)
have been observed and also comparison is created with
end-to-end performance results which are signmificantly
low n the terms of security ratio (%) and lugh n the case
of attack detection ratio (%) and attack impact ratio (%).
In this implementation, unbalance system is used
within SCADA/DNP3 communication, mean that only
master station can be imtialized or able to send the
request and terminal stations will response according to
master request. But there is also need to implements the
balanced system within SCADA/DNP3 commumication. In
balanced system; each station within SCADA hierarchical
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networlk, act as master or slave station together or any
station is authorized to send the request and response
message.
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