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ABSTRACT

As the core of Internet of Things (IoT), Wireless Sensor Networks (WSNs) have received
widespread concerned and widely used for different scenes. However, WSNs usually consist of
nodes with limited energy; moreover, it is not possible to supply additional energy. Furthermore,
insecure network nodes will increase the overall energy consumption and thus, how to effectively
and accurately evaluate whether the status of the node is security or not becomes much more
paramount. In this study, we propose anew security assessment architecture of WSNs based on
energy detection. Compared with the previous one, our method is energy-efficient. The main
contributions are as follows. On the one hand, the energy information of nodes in our architecture
is being transferred to the cluster-header and then the security assessment method is only
performed by the cluster-header, therefore, it not only reduces the transmission cost and network
delay but also reduces the calculation times of each node. On the other hand, we introduce the
Euclidean distance method for the security assessment and then divide the state of nodes into two
sections according to the normalized result, thus it reduces the cost of further determine.
Furthermore, although, different sensors differ from the detailed energy parameters, we give the
generic value of security section by extended analysis.
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INTRODUCTION

With the development of wireless communication and sensor technology, as the core of Internet
of Things (IoT), Wireless Sensor Networks (WSNs) received widely concerned (Qian and
Wang, 2013). In addition, due to the characters of self-configuration, quick deployment and strong
concealment, the WSNs are widely used for a variety of everyday services, such as; temperature
and humidity collecting system and intelligent transportation systems. However, the WSNs usually
consist of nodes with limited energy; moreover, it is not possible to supply additional energy. Many
researchers (Alrajeh et al., 2013; Cai et al., 2009; Cao et al., 2013; Chehri and Mouftah, 2010;
Chipara et al., 2006; Dong et al., 2013; Pantazis et al., 2013) are engaged in the research on how
to reduce the energy consumption as, the energy management directly impacts the network
life-time while a few of them focus on whether the state of the node is security or not. Furthermore,
insecure network nodes in WSNs will increase the overall energy consumption and thereby
reducing the life of the network and thus, whether the status of the node is security or not becomes
much more paramount.
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In order to evaluate the status of nodes, we should firstly detect and obtain the energy
information accurately. In general, the main energy detection method (Cheng et al., 2009) can be
divided into two categories; the software detection method and the hardware one. The main idea
of the software method is to calculate the remaining charge of a node by detecting changes in signal
strength while the latter one is to calculate the energy consumption according to the supply voltage
and current monitoring model. After that, we can evaluate the status of nodes based on the giving
energy information. A trust evaluation method of sensors based on energy monitoring was
proposed by Fan et al. (2013). Firstly, they establish an energy monitoring mechanism of wireless
sensors. Secondly, they use the correlation coefficient method to calculate the data of energy
monitoring and conclude the trust metric of sensors. All in all, this method indeed gets good results
but the efficiency can be improved. Based on the previous one, in this study, we propose a new
security assessment architecture of WSNs. In our architecture, the energy information of each node
is only transmitted to the cluster-header instead of the base station in a certain interval and then
the security assessment algorithm is executed by the cluster-header. The method mainly consists
of two main aspects. For one thing, we use two vectors for the storage of the actual energy and the
theoretical energy. For another, we introduce the Euclidean distance method for the security
assessment. According to the calculation result by the introduction of normalized method, we divide
the state of nodes into two sections; the security section and the insecurity one. In particular,
although different sensors differ from the detailed energy parameters, we give the generic security
range by extended analysis. Compared with the previous one (Fan et al., 2013), our architecture
is energy-efficient. The main improvements are as follows. On the one hand, the energy information
of nodes is only transferred to the cluster-header rather than to the base station, therefore, it
reduces the transmission cost and network delay. On the other hand, the security assessment
method is only performed on the cluster-header and this not only reduces the calculation times of
each node but also reduces the energy consumption caused by the calculation.

We briefly introduce the node energy detection method in this section, which is the basic for our
study.

Energy detection method: Generally speaking, the main energy detection method can be
classified into two categories, the software detection method and the hardware one. The basic idea
of the software method is as follows. The signal message in WSNs is send by the internal RF chip
while the RF chip is also the maximum power consumption device of WSNs. In addition while the
signal intensity of the transmitted RF chip is associated with its own power. Therefore, we can
estimate the energy consumption and the remaining power of a node according to the change of
signal strength. In general, a typical method was observed in (Choongill et al., 2003). We can use
the following formula for the related calculation:

©1.2567x10'VZ 1 &

RSSI _1010 (228)R { ZYIOrQ[k!n]} (1)

where, G, represents the analog gain from the receiving antenna to the ADC, B is the
resolution bits of ADC, R expresses the input impedance of ADC. The Vc is the reference voltage
of ADC. YZiOYQ[k, n] is the signal strength’s N-th sampled value after AD conversion.

The other one is hardware detection method (A1 et al., 2007). The main idea is as follows. As
the power of node is related with Emf and thus we can obtain the supply voltage through AD
converter and then collect to the micro control unit. As shown in Fig. 1, we can see the core

164



J. Software Eng., 10 (1): 163-169, 2016

BT1
—|1—

Batery 2 |vDD_vco El
iy 1.8v| 28 |vDD_PADS Anternna
EM250
26 RF P 3
RE N|-4

Fig. 1: Construction of hardware energy detection

construction of hardware energy detection. The RF transceiver chip is an integrated RF chip MCU,
which contains voltage reference and the output voltage.

MATERIALS AND METHODS

Our method is based on the following theory, the energy of the node will get a significant
change when the node affected by external attacks and thus we can evaluate whether the node is
security according to the gap between the theoretical value and the actual value and thus, how to
calculate the related energy is become very important. In this section, we firstly give the
introduction of the node energy consumption calculation formula and then describe our node
security assessment method.

Node energy consumption calculation formula: First of all, we discuss how to calculate the
theoretical energy and then for the actual energy. We design a reasonable standard function. Let
W, (t) represent the theoretical value of the energy consumption of nodes when the node performs
tasks at a certain time. More specifically, W, (t) can be obtained by the power consumption
parameters when a node performing a specific task, which is provided by the manufacturer.

In addition, we use differential method (Fan et al., 2013) for the calculation of the actual energy
consumption, Let E(t) can be denoted as the remaining energy of node in a certain time.

Let AE(t,-t,) mean the energy consumption of the anytime such as, [t,-t,], then aE(t,-t,) can be
expressed as follows:

AE(tz - tl) = E(tz) - E(tl) (2)

When the received information is a piece of remaining energy when the energy information
length. In starting time of t,,, assume that receiving remaining energy information, the length of
which is t ;.- By introducing differential calculation method, we get a time-variable node power
function. Let W (t) represent the actual value of the energy consumption of nodes. The function
can be expressed as follows:

W, (t) = —[E(D)]  t e [t,, (t, +t,,.)] 3
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Energy assessment method: Once we get the value of theoretical energy and the value of actual
energy, we can use the Euclidean distance method for the node security assessment. We determine
whether the node is safe or not by comparing the theoretical and actual values. First of all, we show
the basic definition of Euclidean distance.

Definition 1: The Euclidean distance (Deza and Deza, 2009).

The Euclidean distance between point p and point q is the length of the line segment connecting
them. Euclidean distance can be seen as the similarity between the comparison object. The closer
the distance is, the more similar they are. In this study, we mainly consider the distance of
two-dimensional space.

In cartesian coordinates, we assume p = (p;, Py,---P,) and q = (q,, gs,...q,) point q, which are two
points in Euclidean n-space, then the distance (d) from p-q, (or from g-p) is given by the
Pythagorean equation:

d(p,q) = d(0,p) = /(G — P)? + (A, — P,)* + ..+ (A, — P,)° = ,/i(qi -p) (4)

Generally speaking, as the result calculated by Euclidean distance is a number greater than

1 in order to reflect the similarity between the comparison targets, it can be normalized to the
range of (0, 1) by using the formula of:

1
1+d(p,q) ®)

and thus let Sim (q, q) express the normalized result, then:

Sim (p.0) =5 d%p'q) ®)

According to the formula W, (t) and W, (t) mentioned in the previous section, we can get the
calculation formula of our assessment method:

A(E,) = (W, (1), - ws(t), (7)

1
1+d(E,), ®

Sim((W, (t),), W, (1)) =

RESULTS
In this section, we mainly introduce the working process of our security assessment
architecture.

Security assessment architecture: The whole security assessment architecture is shown in
Fig. 2. The main process are shown as follows. Firstly, we monitor and obtain the remaining energy
of each node and then get the actual energy consumption via differential treatment, as well as, the
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Fig. 2: Node security assessment architecture

theoretical energy by time information and then, each node sends the related energy information
to the cluster-header as the algorithm only is carried by the cluster-header. Secondly, we design
two vectors for the storage of the actual energy consumption and the theoretical one. Thirdly, we
calculate the Euclidean distance between the two vectors and then obtain the normalized result by
using the formula. Last but not the least; according to the range of the result, we got the state of
the node. Especially, we will discuss how to choose the value for the Sim in the coming section.

DISCUSSION

In this section, we firstly introduce the comparison with the existing research and then discuss
how to choose the section value for the Sim in the architecture.

To our best knowledge, from the perspective of security, the existing researches (Ma et al., 2008;
Reddy, 2009; Agah et al., 2005) mainly focus on the Intrusion detection based on game theory. In
this article (Ma et al., 2008), the security of WSNs is ensured by the intrusion detection system and
the system is described as non-cooperative game theory framework. Especially, when opening
intrusion detection system is determined by the cluster head in the frame. In addition, zero-sum
game theory (Reddy, 2009) was use for solving the security problem in wireless sensors network.
Non-cooperative game theory (Agah et al., 2005) was used to solve the security problem of wireless
sensors. The author established a duo, the non-zero and non-cooperative game model and then
obtain the Nash equilibrium strategy and WSN external attacks resistance strategy. All in all,
these methods are mainly for the detection of certain attacks, such as Dos attack detection
(Reddy, 2009). In addition, only detect attacks have occurred. Compared with these ones, the
method in this study is universal as, it evaluate the node status based on the energy information
and ignore the types of attack. Moreover, the proposed Markov chain forecasting method for
predicting the malicious nodes in wireless sensor networks. However the method only predict the
possible malicious nodes in the next round. Compared with this one, our method can evaluate the
node status in real time.

Our method was inspired from the trust evaluation method (Fan et al., 2013). Compared with
the previous one, our architecture can reduce the energy cost. The main improvement are as
follows. On one hand, the energy information of nodes in our new architecture is only transferred
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to the cluster-header rather than to the base station, therefore, it reduces the transmission cost and
network delay. On the other hand, the security assessment method is only performed on the
cluster-header and this not only reduces the calculation times of each node but also reduces the
energy consumption caused by calculation. All in all, our node energy assessment architecture is
effective and energy-saving.

Actually, for different types of sensor, the Sim may be different. Therefore, we will discuss on
how to choose the general value for Sim. To make the problem in this issue much more generically,
we simplify our discussion by using normalized method. We assume that the value of energy is
between (0, 1) and we only discuss the two extreme situations, thus the node is at the border of
security and insecurity:

* The best security situation. The actual energy of node got the same value of the theoretical
energy. Thus, the Sim will get the value of 1(1/1+0=1)

e The worst one. In a certain time, we got the actual energy of node is 0, while the theoretical one
is 1 and thus the Sim will be 0.5 (1/1+1=0.5)

According to the calculation result by the introduction of normalized method, we divide the
state of nodes into two sections, the security section (0.5, 1) and the insecurity one (0, 0.5).

Actually, the status of nodes can be divided into work, sleep, standby and etc., the value of
energy consumption will be different under each state. Therefore, we should calculate the Sim for
different sensors according to the Eq. 7.

CONCLUSION

Wireless Sensor Networks (WSNs) have received widely concerned. However, WSNs usually
consist of nodes with limited energy and also insecure network nodes will increase the overall
energy consumption and thus, how to effectively and accurately evaluate the status of nodes is
become much more important. In this study, we propose a new security assessment architecture
of WSNs. Compared with the previous one, we make two improvements. On one hand, the energy
information of nodes is being transferred to the cluster-header rather than to the base station;
therefore, it reduces the transmission cost and network delay. On the other hand, the security
assessment algorithm is only performed by the cluster-header and this reduces the calculation
times of each node, so as to reduce the energy consumption of each node caused by calculation.
Although, different sensors differ from the detailed energy parameters, we give the generic security
range by extended analysis. In our future, we will engage in the energy-saving of a particular
application of WSNss.
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