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ABSTRACT

Now-a-days, CDMA mobile network is used in many countries around the world, therefore, its
security system is hot topic. Authentication and encryption are the most important security
techniques used by CDMA mobile network. While encryption technique is used to provide
confidentiality to the transmitted data and voice over the network, the authentication technique
is used to allow only authorized users to access the network. The authentication of CDMAZ2000
mobile network includes two processes: provisioning the subscriber authentication key and mutual
authentication between user and service network. In this study a comparison among some modern
public key cryptosystem (RSA, KCC, KCDH, DH, M@V and ECMQV) 1s implemented, the results
show that the superiority of ECC and ECDH public key technique over other public key techniques
based on the key length and the implementation speed. For these reason the proposed CDMAZ000
authentication technique uses KCDH public key to provide the subscriber authentication key, also
ECC 1s proposed to be used to provide authentication request and mutual authentication between
user and service network.

Key words: CDMA, CDMAZ2000, security, public key, cryptography, mobile network,
authentication

INTRODUCTION

CDMA is a abbreviation for Code Division Multiple Access communication, it is a form of spread
spectrum communications where voice and data signals are spread over a much wider bandwidth
than the original signal, therefore the interference in this bandwidth is minimal.. CDMA use
unique codes to differentiate between communicators in the same spectrum. CDMA allows multiple
users to share a single radio channel frequency at the same time.

CDMA uses codes to transmit and to distinguish between multiple wireless subscribers. Because
of the connections are distinguished by digital codes, multiple users can share the same channel
simultaneously. This greatly increases system capacity and allows wireless providers to transmt,
more information over the same frequency spectrum (Harte et al., 1999),

There are many systems of CDMA such as cdmaOne and CDMAZ000. edmaCne is a second
generation (2(3) wireless technology, it deseribes a complete wireless system based on the TIA/KTA
15-95 CDMA standard, there are two revisions of edmaOne which are I5-95A and I5-95B.

CDMAZ000 is a third generation (3Q) wireless technology that is an evolutionary of cdmaOne,
CDMAZ000 represents a family of International Telecommunications Unien (ITU), International
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Mobile Telecommunications (IMT-2000) standards, it includes CDMAZ2000 1X and CDMAZ000
1xEV technologies. CDMAZ2000 1X can double the voice capacity of edmaOne networks and delivers
peak packet data speeds of 207 kbps in mobile environments. CDMA2000 1xEV includes
CDMAZ000 1xEV-DO and CDMAZ000 1xEV-DV. CDMAZ000 1xEV-DO delivers peak data speeds
of 2.4 Mbps and supports applications such as MP3 transfers and video conferencing. CDMAZ2000
1xEV-DV provides integrated voice and simultaneous high-speed packet, data multimedia services
at speeds of up to 3.09 Mbps (De Vriendt ef al., 2002),

Now-a-days, CDMA mobile networks are used in many countries around the world, therefore,
the security of CDMA mobile network has been raised in the last few years. In this paper an
authentication process for CDMAZ2000 mobile netwaork based on elliptic curve public key technique
is proposed.

CDMA2000 MOBILE NETWORK SECURITY

Authentication and encryption are important issues in mobile networks, authentication is used
to authenticate user on the network and encryption is used to protect voice and data over the
network., CDMAZ000 uses a new security technique different from edmaOne security technique for
the following reasons:

+  Weakness of the Cellular Authentication and Voice Encryption (CAVE), Cellular Message
Encryption Algorithm (CMEA) and ORYX algorithms

+  Weakness of the 64-bit key because it 1s too short,

* Lack of mutual authentication (Wingert and Naidu, 2002)

CDMAZ2000 security architecture: As shown in Fig. 1 CDMAZ000 security architecture consist
of User Identity Module (UUIM), Mohile Station (MS) and network subsystem. The network
subsystem consists of two units MSC/VLR and HLR/AC (Rose and Koien, 2004). For the purpose
of analysis, in this paper a difference is made between the UIM and the MS. In reality, The UIM
is inside the MS and it can either be removable (R-UIM) or not removable (UIM),

The Network Subsystem consists of a Serving Network (SN) and the Home Environment (HE).
The HE is the network of a user’s personal service operator, it contains of the Home Location
Register (HLR) and the Authentication Center (AC). The HLR holds a database containing
subscriber data; the AC uses this data to validate users. The SN holds a database consisting of
every user currently authenticated on the network. A user can only be in one VLR at any time as
he can only visit one SN at a time. The SN will communicate with the HE to exchange data used
to authenticate visiting users. The problem for the security architecture is the initial provisioning
of the subscriber authentication key K into the UIM and AC. When the subseriber authentication
key exists, it can be used in the AKA protocol to establish trust and session keys between the MS
and the SN. The session keys can be used to ensure the privacy of the user's communication
{(whether voice or data) and the integrity of signaling messages (Rose and Koien, 2004,
Perez, 2004).

SN HE

(_Network subsystem ]

Fig. 1: CDMAZ2000 security architecture
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Authentication of CDMAZ2000 mobile network: Authentication in CDMAZ2000 1s done between
the SN and the MS. Unlike with 2G technologies, the authentication is now mutual. This means
that both the MS will be authenticated to the SN and the SN will be authenticated to the MS. This
procedure for establishing the security asscciation between the MS and the SN is called AKA.

Provisioning the subscriber authentication key: Before the AKA procedure can be explained
we will first discuss the provisioning of the subseriber authentication key (K). K is used as input
for almost all of the functions in the AKA procedure, these functions are used in the AC and the
MS. If UIM 1s removable then K is saved in R-UIM during the production phase or by the mobile
service provider and K is communicated to the AC along with the batch of R-UIM (Rose and Koien,
2004). There are two standardized methods to provide the key to not removable UIM and the AC.
In the first method the customer or salesperson enters a special code of about 26 digits provided by
the home service provider to provide the key.

The second, is more preferred uses Over-the-air Service Provisioning (OTASF) methed (Rohini,
2004; 3GPP2, 2008), where the customer or salesperson calls a special phone number, during this
call a Diffie-Hellman key exchange algorithm (DH) is performed between the MS and the AC. This
algorithm allows two parties to agree on a secret, key over an insecure channel for more information
on the DH algorithm.

To exchange the key K between SN and UIM through Over-the-Air using DH algorithm there
are two commands.

MS key request and key generation request as follows:

MS key request: In this step the numbers q and ¢ are sent to the UIM from the network. The MBS
also generates a random number and sends it to the UIM along with q and «.
The UIM may use this random number for generating its private number X,, it then calculates:
Y, = o™ modq
and stores the result.
Key generation request: The network sends:

Y, = o™= modq

where, Xg is the network’s private number, to the UIM. In response to this, UIM sends Y, to
network. Now, the UIM calculates:

K=Y, "*modq
and the network calculates:

K=Y, modq

K is subscriber authentication key.
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Authentication and key agreement: The AKA protocol (Rohini, 2004; Blumenthal ef al., 2002;
Mun et al., 2009) in CDMAZ2000 is done between the SN and the MS, this means that the MS will
be authenticated to the SN and the SN will be authenticated to the MS. The AKA procedure 1s
executed in two stages: the first stage (authentication request) involves the generation of
Authentication Vector (AV) and transfers it from the Home Environment (HE) to the Serving
Network (SN), the second stage provides the authentication between MS and SN, this stage called
mutual authentication.

Authentication request: Authentication process starts with authentication request by the SN
to the HE. When the MS reams into the SN it will make an attempt to register itself by send Mobile
Station Identifier (MSID), the SN needs an (AV) to perform the mutual authentication with the
MS, the SN can request this AV from the HE, also SN can request more than one AV's at onee, so
it 1s possible that the SN will not have to perform this request every time.

Authentication Vector (AV) includes (RAND, XRES, CK, IK, AUTN and UAK) and AUTN
includes (SQN, AMF and MAC) (3GPP2, 2008; 3GPP, 2009).

As shown in Fig. 2 AV can be generated as follows: (3GPP, 2009: Blumenthal et al.,
2002):

* (Generates a fresh sequence number (SQN)

*  (Cenerates challenge (RAND)

+ Computes a message authentication code for authentication MACA =1, (SQN | | RAND [ |
AMEF) where f1 is a message authentication function

+ Computes an expected response XRES =2, (RAND) where f2 is a message authentication
funetion

+  Computes a cipher key CK =13, (RAND) where {3 is a key generating function

+  Computes an integrity key IK =f4,, (RAND) where f4 is a key generating function

+ Computes an anonymity key AK = 5, (RAND) where 5 is a key generating function and
computes the concealed sequence number SQNaAK. If SQN is to be concealed

«  Compute UIM Authentication Key (UAK) which protects against rogue shell attacks

* Assembles the authentication token:

Generate
SQN
Generate
RAND |
SQN RAND
AMF y
I
* vV V * \4 A\ 4 ‘ \4 * \ 4 ¢
[ e[ ][ ][F ][]
v vov v v
1 MlA XR]IES ClK 1{( AlK UAK
S0 S S S e s
: AUTN " !

i e i ]

! AV = RAND|XRES||CK|IK|AUTN[JUAK |

Fig. 2: Generation of authentication vector (AV)
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AUTN =[ SQNeAK] | | AMF | | MAC and the
AV=RAND || XRES | | CK | | IK | | UAK | [AUTN

¢« Send AV to SN

Mutual authentication: As shown Fig. 3 and 4 the mutual authentication process is as follows
(Perez, 2004; Blumenthal ef al., 2002; Mun ef al., 2009):

* The SN sends RAND and AUTN to M5

«  Upon receipt of RAND and AUTN the UIM first computes the anonymity key AK =15, (RAND)
and retrieves the sequence number SQN = (SQNeAK)eAK

+  The UIM then computes XMAC =11, (SQN | | RAND | | AMF) and compares XMAC with MAC
included in AUTN

« Ifthey are different, the UIM triggers the MS to send back a user authentication response with
indication of integrity failure to the VLK and abandons the procedure. The next stages are for
the case where XMAC and MAC are equal

*  Next the UIM verifies that the received sequence number SQN 1s acceptable. The MS has some
flexibility in the management of sequence numbers

s The UIM then computes the response RES =12, (RAND) and triggers the MS to send back RES
to the SN

« SNwvalidates the MS by comparing RES to XRES

USER SN HE
| UIM MS I | MSC/VLR I | HLR/AC

Register (MSID)

> Authentication request_

Authentication Vector

RAND, AUTN < (AV)

<

Compute RES, IK RES
CK, UAK, XMAC > || Validate RES = XRES

Fig. 3: Full authentication procedures

RAND AUITN
~ A —~
SQN@AK AMF MAC
AK - J
" SON
v YV Yy vyvyy
[ FI [[F2] [ 3] [ F4 ][ Fi1]
xxAc RES  CK IK  UAK

[ Vel MAC=XMAC |
[ Verify that SQN is the correct range |

Fig. 4: Authentication function in the MS
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Parameters used in the AKA procedure: There are many parameters used in AKA procedure,
these parameters will describe as follows (3GPP, 2009; Blumenthal ef al., 2002):

SQN

RAND :

AMF

K

MAC

XREB
CK

IK
AK
UAK

AUTN

AV

This is an inecreasing unique number. This number is used to prevent replay attacks.
This is a random number for the challenge and response mechanism.

The purpose of this parameter is left up to the service provider. An example for its
purpose is to allow multiple authentication algorithms and keys.

This 1s a key used as input for almost all functions used by the AKA procedure. The K
is secret and known only to the AC and the UIM.

This value is used to protect and validate the integrity and authenticity of the SQIN and
AMF

This parameter is the expected response and will be used by the SN to validate the MS
This key can be used to encrypt user and signaling data after the AKA procedure has
fimshed

This key can be used to generate a MAC for signaling messages

This key is optionally used to conceal the SQN

This is optional extension to AKA, UAK, unhke the ciphering key and integrity key (CK
and IK), is not passed cut of the UIM, so this transformation ensures that the UIM is
present. This mechanism was introduced to solve the “rogue shell problem,” where a
mobile does not delete CK and IK when the R-UIM is removed or somehow sends CK and
IK to ancther mobile

This is a token made up by a concatenation of parameters. It contains all parameters the
MS needs to authenticate itself with the SN:

AUTN = [SQN@AK] || AMF || MAC

This is a wvector made up by concatenated parameters containing data used to
authenticate a user:

AV =RAND | XRES || CK || IK |AUTN || UAK

These parameters are computed by the HE and sent to the SN. The SN can use them to perform
a mutual authentication with the MS (Perez, 2004).

Functions used by the AKA procedure: The following functions are used by the AKA
procedure, there are implemented exclusively in the UIM and AC (3GPPZ, 2010; Blumenthal et al.,

2002):

fo

fl

Random challenge generation function. This function generates random numbers which
are used as input for the other functions

Network authentication function. This function is used by the MS to compute XMAC and
by the HE to compute MAC:

MAC =f1 (K, SQN, RAND, AMF)
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f2 . User authentication function. This function 1s used by the MS to compute RES and by the
HE to compute XRES:

RES =12 (K, RAND)
f3 . Cipher key derivation function. This function derivates the session key CK from the K.
CK =13 (K, RAND)
f4 . Integrity key derivation function. This function derivates the integrity key IK from the K;
IK =14 (K, RAND)
5 :  Anonymity key derivation function. This function derivates AK from the K.
AK =15 (K, RAND)
f11 :  UIM authentication key derivation function. This function derives UAK from K:
UAK = (¥, RAND)

PUBLIC KEY INFRASTRUCTURE

Public key cryptography, alse known as asymmetric cryptography, is a form of ceryptography
in which a user has a pair of cryptographic keys-a public key and a private key. The private key
is kept secret, while the public key may be widely distributed. The keys are related mathematically
but the private key cannot be practically derived from the public key. A message encrypted with
the public key can only be decrypted with the corresponding private key.

Public key crypto system: secrecy: As shown in Fig. 5 the source A encrypts the message X
using B's public key PUb and send encrypted the message Y to B. (Y = Ky, (X)), the destination B
decrypt the message Y using its private key PRb. Because the message was encrypted using B's
public key, only B could have prepared the message (X = Dy, (Y)).

There are many modern public key techniques such as (RSA, DH (Stallings, 2010), KCC (Chou,
2003; Lauter, 2004; Kalra and Sood, 2011), ECDH (Stallings, 2010), MQV (Law ef al., 1998) and
ECMQV (Zheng et al., 20086)) these techniques desecribed in the following subsection.

Diffie-Hellman key exchange (DH): The purpose of the algorithm is to exchange session key
between two parties A and B (Stallings, 2010),

For this scheme, there are two publicly known numbers: A prime number q and an integer «
that is a primitive root of q.

Suppose the users A and B wish to exchange a key.

User A selects a random integer ¥,<q and computes Y,= a* modq. Similarly, user B
independently selects a random integer X <q and computes ¥,= «®madq .

Each side keeps the X value private and makes the Y value available publicly to the other side.
User A computes the key as K=(v,)* modq and user B computes the key as K= (¥, )™ modq .
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\— X
Cryptanalyst A
|—»PR,

K
Source A Destination B
A

- A ~N (— N
Message | X |Eneryption|| v [ N |Peeryption|| X Jlpocioion

source | ¥] algorithm — ¥ | algorithm

7} 7}

P, PR,

I Key pair
source
Fig. B: Public key erypto system: secrecy
These two calculations produce identical key. DH 1s summarized as follows:

Public elements:

q : Prime number
¢ : «<qand e« aprimitive root of g

User A key generation:

s Belect private X, X,<q
« Calculate public Y,

Y, = a® mod q

User B key generation:

+  Belect private Xg Xg<q
« (Calculate publieYy:

Y, = a™ mod q

Generation of secrete key by user A:

K=(Y, Y+ modq
Generation of secrete key by user B:

K=(Y,)™ modq
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Elliptic Curve Diffie-Hellman key exchange (KCDH): Key exchange using elliptic curves can
be done in the following manner, first pick a large integer ¢ which is either a prime number p or
an integer of the form 2™ and elliptic curve parameters a and b This defines the elliptic group of
points Eq (a, b). Next pick a base point G = (x1, y1)in Ep (a, b) whose order is a very large
value n.

The order n of a peint G on an elliptic curve is the smallest positive integer n such that
n=0. Eq (a, b) and G are parameters of the cryptosystem known to all participants.

A key exchange between users A and B can be accomplished as follows:

* A selects an integer n, less than n. This is A's private key. A then generates a public key
P,=n, x G P, is a point in Eq (a, b)

* B similarly selects a private key ng and computes a public key Po.=ngx G. Pg is a point in
Eq (a, b)

* A generates the secret key K =n, x Fg, B generates the secret key K=ngx P,

The two calculations in step 3 produce the same result because ny, x P =n, x (ng x G) =ng x
(n, ¥x G) =ng x P, To break this scheme, an attacker would need tobe able to compute k given
G and kG which is assumed hard.

These two calculations produce identical key. KCDH 1s summarized as follows:
Public elements:
« Kqla,b) elliptic curve with parameters a, b and g
* where qis a prime or an integer of the form 2™
« (G point on elliptic curve whose order is large value n
User A key generation:
+  Belect private n, n,<n
« (Calculate publicP, P, =n,x G
+ User B key generation
+  Belect private ng ng<n
« Calculate publicPg P =ngx G
*  (Ceneration of secrete key by user A:

K=n, x Pg

Generation of secrete key by user B

K=nyxP,

Elliptic curve encryption/decryption: As with the key exchange system, an
neryptionf/decryption system requires a point (3 and an elliptic group Eq (a, b) as parameters.

114



Res. /. Inform. Technol., 4 (3): 106-123, 2012

Fach user A selects a private key n, and generates a public key P, =n, x G,

To enerypt and send a message P_ to B, A chooses a random positive integer k and produces the
ciphertext Cm consisting of the pair of points: C_ = kG, P_+kPg}

Note that A has used B's public key Py,

To decrypt the ciphertext, B multiphes the first point in the pair by B's secret key and subtracts
the result from the second peoint.

P_+kP.-n, &G =P_+k (n.G-n, kG) =P,

RSA algorithm: RS5A is an algorithm for public-key encryption. It was the first algorithm known
to be suitable for signing as well as encryption.

REA involves a public and private key, the public key can be known to everyone and is used
for encrypting messages. Messages encrypted with the public key can only be decrypted using the
corresponding private key. The keys for the RSA algorithm are generated the follows:

Key generation:

+  BSelect p, qp and q both prime, p=q
« Caleculaten =p xq
«  Calculate ¢ (n) = {(p-1)*{g-1)

Select an integer e such that 1<e<d (n) and ged (e, ¢ (n)) = 1.

¢ Calculate d d=e™ mod ¢ (n)
+  Publickey KU ={e, n}
+  Private key KR = {d, n}

Encryption:

+  Plaintext M<n
« Ciphertext C=M°*mod n

Decryption:

+ Ciphertext C
¢«  Plaintext M =C?mod n

THE PROPOSED CDMA2000 AUTHENTICATION TECHNIQUE

The proposed technique enhances the authentication of cdma2000 network by using the best
public key algorithm,

A comparison among some modern public key eryptosystem (RSA, ECC, KCDH, ECMQV, DH
and MQV) is implemented, the results show that the superiority of ECC and KECDH public key
technique over other public key techniques based on the key length and the implementation speed.
For these reason the proposed CDMAZ000 authentication technique uses KCDH public key to
provide the subscriber authentication key, also KCC is proposed to be used to provide
authentication request and mutual authentication between user and service network.
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The proposed CDMA authentication technique uses KCC to encrypt AV between HE and SN,
During the set up of CDMA network infrastructure or during adding a new SN, the HE and each
of SN generate their public (Pgg, Py and private keys (ngg, ng based on the KCC public key
technique, each SN sends its public key P4, to the HE, also HE sends its public key Py5 to all SNs
networks. In the following subsections, we describe how to implement the proposed authentication
processes: provisioning the subscriber authentication key, authentication request and mutual
authentication.

Provisioning the subseriber authentication key: In the previous work The DH algorithm 1s
used to generate K but this algorithm is vulnerable to a man-in-the middle attack, for this reason
the ECDH is proposed to be used to provide the subscriber authentication key K.

To exchange the K between HE and UIM through OTASP method and using ECDH algorithm,
the customer or salesperson calls a special phone number; during this call the KCDH key exchange
algorithm is performed between the MS and the AC. For more information about ECDH algorithm.

To exchange the key K between HE and UIM through OTASP method and using ECDH
algorithm there are two commands: mskey request and key generation request. Assume that
Eq(a,b) is an elhptic curve with parameters a, b and q, where q is a prime number or an integer of
the form 2™, Gis a peint on elliptic curve whose order is large value n.

Key exchange using KCDH can be done in the following manner:

« MBS key request: In this step the numbers n and G are sent to the UIM from the network, the
MS also generates a random number and sends it to the UIM along with n and G. The UIM
may use this random number for generating its private key ny,. It then calculates MS's publie
key Pys = nye ¥ G and stores the result

+ Key generation request: The network sends its public key Pgz = nig x G, where ngg 1s the
network’s private number, to the UIM. In response to this, UIM sends Py, to the network. Now,
the UIM caleulates K = nyy x Py and the network calculates K = ngg x Py

Generation of secret key by MS (A):
K=nye % Py
Generation of secret key by HE (B):
K=ngz % Pyg
« After provisioning the subscriber authentication key, HE sends its public key (Pgg) to M5, then
MS store it, after that MS generate its public and private keys (P, nye) and sends its publie
key (P to HE to store it
Authentication request: Authentication process starts with an authentication request by the SN
to the HE. When the MS reams into the SN it will make an attempt to register itself by send Mobile
Station Identifier (MSID) to recognize on the MS. The SN needs an Authentication Vector (AV) to
perform the mutual authentication between the MS and the SN. Authentication Vector (AV)

includes RAND, XRES, CK, IK and AUTN, also AUTN includes SQN, AMF and MAC. HE generates
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USER SN HE

UM MS | MSC/VLR HLR/AC |

Register (MSID)

—_——— Lo
Authentication request
B

Dy (AV,P,) Ep |(AV.Py)

Ep(AUTN, RAND, P} SN SN
«—
D (AUTN,RAND, py)|[ ™S
-~
n
MS
Ep  (RES)

SN D (RES) and
Compute RES, IK nSN
CK, UAK, XMAC
Validate RES = XRES

Fig. 6: Proposed CDMAZ2000 authentications

AV based on subscriber authentication key K (Fig. 2). HE encrypts AV and Py, using public key
of SN and then send it to SN (E;_ (AV, By)).

After receiving encrypted AV and Py, the SN decrypts them using its private key (D, (AV, By)).

N

Mutual authentication: The proposed system enhanced the mutual authentication by securing
transfer parameters such as AUTN, RAND, RES, Py, between MS and SN, because of these
parameters are transferred over insecure channels.

As shown Fig. 6 the mutual authentication process i1s as follows:

s The SN sends encrypted RAND, AUTN and Py, ( E, (AUTN, RAND, B;) ) using ECC algorithm to
MS

*  Upon receipt of RAND and AUTN the UIM decrypt RAND, AUTIN and Py (D, (AUTN, RAND, Py, )
then computes the anonymity key AK ={5; (RAND) and retrieves the sequence number
SQN = (5QNeAK)aAK

s The UIM then computes XMAC =11, (SQN | | RAND | | AMF) and compares XMAC with MAC
included in AUTN

« Ifthey are different, the UIM triggers the MS to send back a user authentication response with
indication of integrity failure to the VLR and abandons the procedure. The next stages are for
the case where XMAC and MAC are equal

*  Next the UIM verifies that the received sequence number SQN 1s acceptable. The MS has some
flexibility in the management of sequence numbers

+ The UIM then computes the response RES = 2, (RAND) and triggers the MS to send back
encrypted EES using KCC algorithm to the SN

+ BN decrypts RES using its private key (ngy) (D
to XRES

(RES)) and validates the MS by comparing RES

Ngn

RESULTS AND IMPLEMENTATION

To test the proposed CDMA authentication technique some of the famous public key
cryptographic algorithms are implemented using VC6 programming language on a computer with
processor Intel Core 3, 3.06 GHz and 2 GB of RAM.
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The encryption and decryption time using each of the previous public key technique is
measured in milhsecond (ms) and then a comparison is made among them. After a comparison we
find that KCDH 1s better than DH and ECC 1s the best public key technique, therefore, we propose
to use ECDH during the provisioning of the subscriber authentication key. Also we propose ECC
to encrypt the authentication parameters (AV, AUTN, RAND RES, P, and Pgy) during their
transmission between MS and network.

The implementation results are described in the following subsections.

Comparison of public key techniques: To compare the performance of the public key
techniques, we independently calculated the time of key generation, encryption and decryption
processes; the performances were tested according to the Table 1 (Barker et al., 2007).

Table 1 show that public key algorithms based on elliptic curve provide the same level of
security that other public key provide, however the key size used within elliptic curve public key
is the smallest key size. For example ECC with key size equals 160-bits is equivalent in security
level to other public key algorithms with key size equals 1024-bits. This difference becomes even
more dramatic when security level increases. For example ECC with key size equals 521-bits is
equivalent in security level to other public key algorithms with key size equals 15360-bits.

Table 2 show that, the Key generation of public key based on elliptic curve (ECC, ECDH and
ECMQV)1s faster than other public key algorithms with the smallest key length, while the key size
of public key algorithm based on elliptic curve grows linearly with increasing the level of security,
the key size of other public key algorithms growth exponentially.

Table 3 describe the comparison between RSA and ECC based on the encryption time of
message with size equals 64 bytes. It is clear that the encryption using ECC is slower than using
REA for the same level of security. Also with increasing the level of security the difference of
encryption speed between RSA and KCC is increased.

Table 4 describe the comparison between RSA and ECC based on the decryption time of
message with size equals 64 bytes. It 1s clear that the decryption using KCC is faster than using
REA for the same level of security. Also with increasing the level of security the difference of
decryption speed between RSA and KCC is increased.

Table 1: Key size for equivalent security levels (in bits)

Key length
Security level ECC/ECDHECMQV RSA/DH/MQV
I 160 1024
II 224 2048
11 384 7680
v 521 15360
Table 2: Key generation time (ms)
Security level ECC DH M@V ECDH ECMQV RSA
I 0.54 0.89 0.98 0.87 0.95 3.600
11 1.13 3.24 3.04 1.37 1.56 1.483
II1 3.58 8.53 11.23 4.25 4.93 25.437
w 8.75 32.15 43.28 12.65 20.47 243.730

118



Res. /. Inform. Technol., 4 (3): 106-123, 2012

Table 3: KCC and RSA Encryption time (ms)

Security level ECC RSA
1 0.31 0.16
II 0.47 0.31
III 1.72 0.35
v 6.41 0.51

Table 4: ECC and RSA Decryption time (ms)

Security level ECC RS8A
I 0.17 0.29
II 0.31 1.87
111 0.94 8.75
w 3.50 54.06

From the Table 2, it 1s clear that the speed of key generation using KCDH public key technique
is faster than the speed of key generation using DH public key technique and this is true for all
level of security, therefore, KCDH 1s used in the proposed system to provide subscriber
authentication key.

From all of the previous results and compared to RSA public key technique, KCC public key
technique provides the same level of security using much smaller key size, this leads to faster
computations and lower usage of memory. For there reasons KCC 1s used in the proposed system
to encrypt and decrypt the authentication parameters (AV, AUTN, RAND, RES, Py, and Py

Implementation of proposed CDMAZ2000 authentication technique: To test the performance
of the proposed CDMA 2000 authentication technique, we built a simulator using VC6 programming
language. This simulator consists of four parts; the first and second part simulates the process of
provisioning the subscriber authentication key using DH and ECDH public key eryptosystems. The
third and fourth parts simulates the process of mutual authentication using RSA and ECC public
key cryptosystems.

The results of implementing the first two parts of the simulator show that the generation time
of the subsecriber authentication key using KCDH (= 0.87 ms) is less than the generation time of
this key using DH (= 0.89 ms).

The results of the third and fourth parts of simulator include the encryption and decryption
time of the secure parameters (AV, Py, AUTN, RAND, Py, and RES) using RSA and using ECC
public key eryptography for the same level of security (Table 1).

Table 5 describe the comparison between RSA and ECC based on the encryption time of
(AV+P,) with size equals 800-bits using ECC and 1664-bits using RSA for the security level (I),
also encryption time of (AV, P,,.) with size equals 864 -bits using ECC and 2688-bits using RSA with
security level (1D,

AV =640-bits and P,;; = 160-bits with using KCC for security level (1), Py;o = 224-bits using KCC
for security level (II), also P,y = 1024-bits using RSA for security level (I) and P, = 2048-bits using
RBA for security level (II}.

Table b show that the encryption time of (AV+P, o) using KCC is slower than using KSA for the
same level of security. Table 6 describe the comparisen between RSA and ECC based on the
decryption time of (AV+P, ) in the SN,
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Table 5: KEneryption time of (AV+ Py (ms)

Security level ECC RSA
I 37 25
II 55 41

Table 6: Decryption time of (AV-+Pyg) (ms)

Security level ECC RSA
I 0.22 0.32
11 0.39 1.93

Table 7: Eneryption time of (AUTN+RANDAPgy) (ms)

Security level ECC RSA
1 0.32 0.22
II 0.51 0.37

Table 8: Decryption time of (AUTN+RAND+Pgy) (ms)

Security level ECC RSA
I 0.19 0.30
11 0.34 1.89

Table 6 show that the decryption time of (AV, Po) using ECC is faster than using RSA for the
same level of security.

Table 7 describe the comparison between RSA and KCC based on the encryption time of
(AUTN+RAND+P, ) with size equals 416-bits using KCC and 1280-bits using RSA for the security
level (I), also encryption time of (AUTN+RAND+P,,) with size equals 480-bits using KCC and
2304 -bits using RSA with security level (II) in the SN.

AUTN = 128-bits, RAND = 128-bits and (P, = 160-bits with using ECC for security level (I),
Py = 224-bits using KCC for security level (II)) also (P = 1024-bits using RSA for security level
(I) and Pg, = 2048-bits using RSA for security level (IT).

Table 7 show that the encryption time of (AUTN + RAND+ Py,;) using ECC is slower than RSA
for the same level of security.

Table 8 describe the comparison between RSA and ECC based on the decryption time of
(AUTN+ RAND+ Py, in the SN. Table 8 show that the decryption time of the (AUTN+RAND+P4,,)
using ECC is faster than ESA for the same level of security.

Table 9 and describe the comparison between RSA and ECC based on the encryption time of
{(RES) knowing that the size of RES equals 128 bit in MS. Table 9 show that the encryption of
{(RES) with size equals 128 bit using ECC 1is slower than using RSA for the same level of
security.

Table 10 describe the comparison between RSA and ECC based on the decryption time of (RES)
in the SN. Table 10 show that the decryption time of (RES) using ECC is faster than using RSA
for the same level of security.

Table 11 describes the comparison between RSA and ECC based on the encryption and the
decryption of the authentication parameters in MS for the level (I) of security.
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Table 9: Eneryption time of (RES) (ms=)

Security level ECC RSA
I 0.27 0.14
II 0.39 0.27

Table 10: Decryption time of (RES) (ms)

Security level ECC RSA
I 0186 0.21
11 0.29 1.78

Table 11: Time of encryption and decryption parameters in the MS

Technique (ms)
MS ECC RSA
Time to DEC (AUTN, RAND, Pgy) 019 0.30
Time to Enc (RES) 0.27 0.14
Total time 0.46 0.44

Table 12: Time of encryption and decryption parameters in network

Technique (ms)
Network ECC RSA
Time to Knc (AV, Py 0.37 0.25
Time to Dec (AV, Pyg) 0.22 032
Time to Enc (AUTN, RAND, Pgp) 0.32 0.22
Time to Dec (RES) 0.16 0.21
Total time 1.07 1.00

Table 11 shows that the time of encryption and decryption of the authentication parameters
in MS using RSA is less than the time of encryption and decryption of the authentication
parameters in MS using ECC for the level (I) of security.

Table 12 describes the comparison between RSA and ECC based on the encryption and the
decryption of the authentication parameters in the network using RSA for the level (I) of security.
Table 12 shows that the time of encryption and the time of decryption of the authentication
parameters in the network using RSA is less than the time of enceryption and decryption for the
authentication parameters in MS using ECC for the level (I) of security.

CONCLUSION AND FUTURE WORK

CDMA mobile network are used in many countries around the world. Authentication and
encryption are the most important security techniques used by CDMA mobile network., While
encryption technique is used to provide confidentiality to the transmitted data and voice over the
network, the authentication technique is used to allow only authorized users to access the network.
The authentication of CDMA2000 mobile network includes two processes: provisioning the
subseriber authentication key and mutual authentication between user and service network.,

In this study a comparison among some modern public key cryptosystem (RSA, KCC, DH and
M@V) 1s implemented, the proposed CDMA authentication technique is used ECC public key to
provide the subscriber authentication key and to provide authentication request and mutual
authentication between user and service network.
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The results show that the speed of key generation using ECDH 1s faster than the speed of key
generation using DH pubhic key technique and this is true for all level of security. Also the results
show that ECC public key technique provides the same level of security using much smaller key
size compared with other public key techniques and this lead to faster computations and lower
usage of memory.

For there reasons, KCDH is proposed to be used for provisioning subscriber authentication key
and ECC is proposed to be used to encrypt the authentication parameters AV, Py, AUTN, RAND,
P4, and RES during the mutual authentication.

The implementation results show that proposed prowvisioning subscriber authentication key
using ECDH is faster than using DH with smaller key size.

Also the results show that the mutual authentication time using RSA is faster than using ECC
but ECC provides the same level of security using much smaller key.

As a future work, the proposed technique can be used for providing authentication for GEM
mobile network. Also as a future work, public key certificates from certificate authority can be used
for world wide authentication for the mobile networks.
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