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ABSTRACT

The final round SHA-3 candidate algorithms are BLAKE, Skein, Groestl, Keccak and JH. This
study brings together all the cryptanalysis performed on the five finalist algorithms in the
Cryptographic Hash Algorithm Competition organized by NIST. In this study, cne section for each
candidate algorithm is dedicated to discuss the cryptanalysis results in detail. The timeline of the
attacks, the manner in which it was attacked, analysis of the attacks and the success rate of the
authors are elaborated in this study. A great deal of contributions is made by the cryptanalysts all
around the globe and we have compiled all the results together with our own criticisms to take a
better view of the cryptanalysis status of SHA-3 finalists.
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INTRODUCTION

All The Hash functions were first introduced in late 1970s. In the next two decades, a notable
increase in number of hash funections was observed but the more the number of hash funections the
more were security flaws in these functions. Hash functions found large number of applications and
MD5 and SHA-1 both were named as “Swiss army knives” of eryptography. Wang cryptanalyzed
MD5 in 2004 and present results in his paper titled “Collisions for Hash Functions MD4, MD5,
HAVAIL-128 and RIPEMD” to such a level that finding collisions became very easy. Differential
collision attack and time complexity will be used for finding collisions in MDS compression (Xie and
Feng, 2009). Authors also concluded that, a 2-bit weak input difference 1s found to be able to
construct a practical 1-block collision attack on MD5. Recent advancement in SHA-1 eryptanalysis
is introduction of a new collision attack against SHA-1, with a theoretical attack complexity of 27
hash function calls. Schneier (200%9) writes in his blog Schneier on Security-“The great truism of
cryptanalysis: attacks always get better, they never get worse. The next Standard in line that is
SHA-2 15 also eryptanalyzed to a considerable level now. Sasaki et al. (2009), proposed meet-in-the-
middle preimage attacks for SHA-256 and SHA-512; time complexity for 41-step SHA-258 is 22535
compression function operations and the memory requirement is 2'"10 words. The time complexity
for 46-step SHA-512 is 2°!1.5 compression function operations and the memory requirement. is 27%10
words. The most recent attack proposed on SHA-2 was in 2011 by Ehovratovich ef af. {(2011a),
where 52-round attack on the SHA-256 compression function and a 57-round attack on the
SHA-B12 compression function were shown possible.

NIST announced a public competition in November 2007 named Cryptographic Hash Algorithm
Competition in response to advancing cryptanalysis of Hash Functions, with a goal to select a new
hash function family by 2012 which will augment Secure Hash Standard. Initially 64 entries were
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made: 51 made it to first round, 14 made it to the second round and five made it to the third and
final round. On December 9, 2010 the five algorithms named BLAKE, Grestl, JH, Keccak and
Skein advanced to final round (INIST, 2012).

To receive maximum feedback on five finalists, NIST planned a one-year public comment period
and made an open call to cryptographers from around the world to contribute to security and
performance analysis of SHA-3 finalists. We have compiled the cryptanalysis of five finalist
algorithms. In this study, ecryptanalysis is performed on the final round SHA-3 candidate
algorithms like BLAKE, Skein, Groestl, Keccak and JH. The timeline attacks, analysis of various
attacks and the success rate are elaborated.

CRYPTANALYSIS STATUS OF BLAKE

Ji and Liangyu (2009), found collision and preimage attacks for BLAKE with compression
function reduced to 2.5 rounds by analyzing the round function and message permutation where,
for BLAKE -224, -256, -384 and -512, free-start collision attacks have complexities 2%, 2!!%, 2% and
2%%% preimage attacks have complexities 27, 2% 9%% and 2*!, respectively.

Gue and Matusiewicz (2009) published round reduced near-collision attack on 2% bits for the
compression of BLAKE-256 up to 4 middle rounds, with complexity 2%,

Wang et al. (2009) claimed that preimage attacks are applicable to all the wvariants
{round-reduced) of BLAKE family (using Splice-and-cut, Partial-matching and Partial-fixing) and
for BLAKE-256 preimage attacks with complexity 2%? and memory requirements 2° were presented.

Aumasson ef al. (2010) establishing differential properties of the core function G, found out
preimage on 1.5 rounds (2'% in BLAKE-32) and they also figured out specific impossible
differentials for b rounds of BLAKE-256 and 6 rounds of BLAKE-512. The team modified G to find
near-cellisions for the compression function with 4 specific rounds, in 2% trials.

Mouha et al. (2010) proposed a software toolkit for the automation of differential eryptanalysis
of eryptographic primitives based on operations addition, rotation and xor (ARX) to assist the
cryptanalysts and during the same peried Su ef al. (2010a), proposed near-collision attacks on
BLAKE -258, -512, -512 (compression functions) reduced to 4, 4, 5 middle rounds with complexity
221 21 and 2%%, respectively.

Vidali ef al. (2010) cryptanalyzed the toy version BLOKE and BRAKE to reinforce the concept
of using permutations in original version BLAKE and usage of padding bits in the same (BLOKE
and BRAKE are toy versions of BLAKE),

Turan and Uyan (2010) published near-collision attacks for round-reduced compression
function of BLAKE-256 for 1.5 and 2 rounds on 209 and 184 bits, respectively with complexity 2%,
Late in December, Ming et al. (2010) by combining meet-in-the-middle technology and differential
properties of compression function of BLAKE evidenced that the BLAKE family 1s strongly
resistance to many attacks.

Birvukov ef al. (2011) proposed distinguishers for the compression function of BLAKE-256
reduced to 7 rounds with complexity 2%* and for keyed permutation (BLAKE-256 reduced to
8 rounds) with complexity 22,

Khovratovich et al. (2011b) proposed distinguisher for 10 rounds of the permutation of
compression funetion of BLAKE.,

May 2011, Aumasson et al. (2011) introduced distinguisher for the permutation of BLAKE-256
reduced to 4 middle rounds, with complexity 2%,

Again Dunkelman and Khovratovich (2011) presented distinguisher for the permutation of
BLAKE-256 reduced to 6 middle rounds, with complexity 245
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In August, Gligoroski (2011}, showing Bananb target collisions for Skein claimed that he can
find the collisions for BLAKE and other candidate algorithms very easily.,
Late in November Chang et al. (2011), gave security proof on indiffrentiability of BLAKE.,

CRYPTANALYSIS STATUS OF SKEIN

Skein 18 SHA-3 candidate algorithm given by team of Bruce Schneier. It is the one and only
candidate algorithm that has no cryptanalysis results yet to be obtained on the complete hash
function though underlying building blocks have been cryptanalyzed by the cryptanalysts in the
best possible ways. Following is the report on Skein hash function family cryptanalysis:

«  Aumasson et al. (2009a, b) gave an improved cryptanalysis on Threefish. Threefish is the
tweakable block cipher at the core of Skein, defined with a 256-, 512-and 1024-bit block size.
This team of cryptanalysts gave new result on Threefish-B12 instance. The results are: 16
rounds: near collisions in 2% (459-bit), 17 rounds: near collisions in 224 {454-bit), 21 rounds:
distinguisher in 2% 21 rounds: impossible differential, 23 rounds: key recovery in 2 2784
rounds: key recovery in 2*!, 25 rounds: key recovery in 2**

*  Aumasson et al. (2009a, b) for the first time applied key-recovery boomerang attack to an “ARX”
algorithm and boomerang technique to known-key distinguishers. The results they came up
with are-a distinguisher on 35-round Threefish-512 and a key recovery attack on 32 rounds,
related-key boomerang distinguisher works on up to 33 rounds of Threefish-256

+  EKhovratovich and Nikolic (2010) in February using Rotational Cryptanalysis technique
analyzed the security of systems based on modular addition, rotation and xor (ARX systems).
The primitive chosen for the practical implementation was Threefish (the core algorithm of
Skein). Rotational attacks on Threefish-256,-512,-1024 (39/42/43.5 rounds ocut of 72/72/80
rounds) are the best attacks on this primitive. A rotational pair of Three fishecipher texts can be
obtained faster than for a random permutation, which provides both a distinguisher and a key
recovery attack

*  During second round the submitters released a new version of Skein and the only modification
was updated rotation constants. Chen and Jia (2009) gave related-key distinguishers on
round-reduced Threefish-512 based on new rotation constants using modular differential
method and with these distinguishers mounted related-key hoomerang key recovery attacks on
Threefish-512 reduced to 32, 33 and 34 rounds

+  Gligoroski (2010) came up with an interesting analysis that double-pipe designs of Skein ie.,
Skein-512-256 and Skein-1024-512 are not suffering from the defects of narrow-pipe
compression functions that are extended to the infinite domain. Kaminsky (2010}, analyzed the
statistical properties of Skein to check on nonrandom behavior. There were three different types
of statistical tests among which independence test resulted into nonrandom behavior in Skein

«  MecKay and Vora (2010) showed that pseudo-linear approximations were applicable to ARX
ciphers and as an example eight and twelve round approximations for the Threefish-256 block
cipher were presented. During the same phase Gligoroski (2011), demonstrated Bananb Target
Collisions for Skein using NIST KAT files

*«  Su et al. (2010b) in December found out that computational complexity of near-collision attacks
on 24-round compression functions of Skein-268, Skein-512 and Skein-1024 have a complexity
of 2%, 2%° and 2%° respectively. Khovratovich et al. (2010) combined the rotational
cryptanalysis with the rebound attack and as a result rotational collisions for about 53/57 out
of the 72 rounds of the Skein-256/512 compression function were obtained
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« In May 2011, Khovratovich et al. (2011a), applied meet-in-the-middle attack to Skein-512 to
obtain a computational complexity enhancement for its full 72-round version. The full preimage

is found with complexity 2512

CRYPTANALYSIS STATUS OF GROESTL

Mendel et al. (2009a) in February 2009 proposed the rebound attack, a new tocl for the
cryptanalysis of hash funections and applied the rebound attack to the SHA-3 submission Groestl,
which leads to an attack on 6 rounds of the Groestl-256 compression function with a complexity of
2% and memory requirements of about 2%

In March 2009, Mendel ef al. (2009b) improved and extended the rebound attack and
presented the first attack on 7 rounds for the Groestl-256 output transformation and improved the
semi-free-start collision attack on 6 rounds.

In February 2010, Gilbert and FPeyrin (2010) improved the rebound and start-from-the-middle
attacks on AES-like permutations. In this the Super-Sbox cryptanalysis was introduced which very
often improves upon the classical rebound or start-from-the-middle attacks both in terms of
efficiency and simplicity. The results were obtained on Groestl.

Mendel et al. (2010) after one year, in March 2010, came up with a collision attack on 4/10
rounds of the Groestl-256 hash function and 5/14 rounds of the Groestl-512 hash functions. Also
the reduced round attacks on versions of the compression funection of Groestl-256 and Groest]l-512
(7/10 and 7/14) were presented.

Peyrin (2010) gave the improved cryptanalysis of Groestl. A new technique, the internal
differential attack, was presented and he also exploited the recently introduced Super-Shox attacks.
These findings have cryptanalyzed Groestl to such a level that a distinguishing attack for the full
{10 rounds) Groestl-256 compression function or internal permutations could be mounted.

Exploiting the start-from-the-middle variant of the rebound technique, I[deguchi et al. (2009)
put forward collision attacks on the Grestl -256 hash function reduced to 5 and 6 out of 10 rounds
with time complexities 2% and 2''?, respectively. Semi-free-start collision attacks on the Grestl
-224 and -256 hash functions reduced to 7 rounds and the Grestl -224 and -256 compression
functions reduced to 8 rounds were given.

Sasaki ef al. (2010) in December 2010 gave non-full-active Super-Sbox analysis detecting
non-ideal properties of the 8-round Grestl -256 permutation with a practical complexity and
extending the approach to an improvement on a semi-free-start collision attack on the 7-round
Grestl -B12 compression funetion.

Schlaffer (2011) presented one more application of Rebound attacks on the initial submission
to the tweaked version of Groestl. Cryptanalyzed the round-reduced hash function and compression
funection for collisions on Groestl-256 (3/10 rounds) and Groeestl-512 (6/14 rounds).

In May 2010, Naya-Plasencia (2010) gave some more contributions to improved rebound
attacks and Groestl is one among the candidates under analysis.

CRYPTANALYSIS STATUS OF KECCAK

The Keccalk hash function has been cryptanalyzed in a lot. different manner than any other
SHA-3 final round candidate. The internal and external affairs are both conducive to eryptanalysis.
One set of results comes from the Home organized KECCAK Crunchy Crypto Cellision and Pre-
image Contest (by submitters). Submitters challenged public for 96 reduced-round Keccak
instances, 48 preimage and 48 collision, out of which six preimage challenges and eight collision
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challenges are already met. All the preimage results are submitted by Morawieckil and Srebrny,
2010), collectively found the collisions. Preimage challenge is solved till second round [Keceak
[r =1440, ¢ = 160, Nr = 2]] and collision challenge is solved till fourth round [Kececak [r = 1440,
¢ = 160, Nr = 4]]. The solutions on the cryptanalysis can be easily obtained by a simple mailing
procedure given on the website.

The third party cryptanalysis consists of a lot more results contributed by the worldwide
cryptanalysts. The cryptanalysis on Keccak 1s as follows:

« In Apnl Aumasson and Khovratovich (2009} in their publication First Analysis of Keccak
showed the application of automated cryptanalysis tools to the core permutation of Keccak. In
their findings they claimed that the proposed 13 rounds (by submitters) are sufficient to present
structural distinguishers and 9 rounds against collisions

* Lathrop (2009) in his master’s thesis demonstrated that if the maximum degree of Keccak's
output polynomials is, then a cube attack might be practical against up to 7 rounds of 224 or
256 bit Keccak

*«  Aumasson and Meier (2009) in September 2009, came up with a new type of distinguisher
called zero-sum distinguisher and applied it to reduced versions of the Keccak-f. The results
were-practical and deterministic distinguishers on up to 9 rounds and shorteut distinguishers
on up to 16 rounds were obtained

¢ In January 2010, Boura and Canteaut (2010a) extended the findings of Aumasson and Meier
to 18 rounds (the zero-sum property) and in the same month submitters. Bertoni ef al. (2010,
2011), increased the security margin of Keccak By increasing the number of rounds from
18to 24

¢ In August 2010, Boura and Canteaut (2010b) extended zero-sum distinguishers to 20 rounds
and during the same time in CRYPT(O'10, Boura et al. (2011) presented Beware of optimistic
weather forecast, in which possibility of extension of the zero-sum distinguishers to the full
24-round version was discussed

¢ In October 2010, Morawiecki and Srebrny (2010) gave SAT-based preimage analysis of
reduced Keccak hash functions and found a preimage for the 3-round Keceak-f [1600] with 40
unknown message bits. Boura et af. (2010) found a new bound for the degree of iterated
permutations which led to zero-sum distinguishers for the full Keccak-f permutation

¢ In January 2011, Duan and Lai (2012) improved the zero-sum distinguisher of full 24 rounds
Keceak-[ permutation by lowering the size of the zero-sum partition from 2% to 2197

* In November of 2011, Duc et @l. (2012) obtained a practical distinguisher for 6 rounds of the
Keccak-f [1600] permutation and in the end an 8-round distinguisher for the Keccak-f [1600]

internal permutation with a complexity of 2414

CRYPTANALYSIS STATUS OF JH

Cryptanalysis reports on JH were obtained pretty earlier than all other candidates of Hash
Competition but the graph lowered later on as compared to other candidates’ cryptanalysis reports’
statistics.

The first cryptanalysis paper on JH was presented in 2008 by Mendel and Thomsen (2008)
showing a generic preimage attack on JH-B12. It uses some properties in the design principles of
JH-512 which do not exist in other hash functions. A preimage for JH-512 with a total complexity
of about 2°'% (over the space of 21" elements) compression function evaluations was found.
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During the same year, Bagheri (2008) claimed an attack that can find pseudo-collisions and
pseudo-second preimages in JH.

During 2009 very less contribution was made in the eryptanalysis of JH and the one was by
Wu (2009}, author gives a complexity analysis for the findings of Mendel and Thomsen (2008)
pointing that the cost of the collision search 1s the most expensive part in their attack. He claimed
that their attack requires at least 2°°% compression function computations, 2'"® memory (2% bytes),
252 memory accesses and 2% comparisons. Such complexity is far more expensive than brute force
attack which requires 2°' compression function computations and almost no memory. As per
observations by Wu (2009) 1024-bit hash value in JH plays an important role in defending such
attack.

Rijmen et al. (2010) applied rebound attack to JH hash function family ford =4 and d = 8
obtaining a semi-free-start collision for 16 rounds {out of 35.5) of JH for all hash sizes with 2'7%%
compression function calls. The same attack was then extended to 19 rounds and a 1008-bit
semi-free-start near-collision was found on the JH compression function with 2'%7" compression
function ealls, 2122 memory access and 2'*%%-bytes of memory.

Bhattacharyya et al. (2010) analyzed JH in the in differentiability framework. Considering the
assumption that the underlying permutation is a random permutation, JH mode of operation with
specific padding rule is in differentiable from a Random Oracle. A modified (chopped bits) version
JH' was analyzed taking into consideration the in differentiability with optimal bounds. A
distinguisher for JH mode without length padding was presented. At last a preimage attack with
257 complexity was obtained.

Turan and Uyan (2010) using hill climbing methods evaluated the near-collision resistance of
JH and found 820/1024-bit near-collisions for 10-round compression function of JH.

Naya-Plasencia (2010) demonstrates how to reduce the complexities of the rebound attacks on

JH.

CRITICISMS

Cryptanalysts all across the world have tried to perform attacks on five candidate algorithms
using both conventional as well as state-of-the-art techniques. Substantial success has been
achieved but sill a greater part is to be worked on. Our survey show how well these algorithms have
been analyzed.

Collision attacks have been performed on BLAEKE compression function reduced to 2.5 rounds
with complexities (free-start cellision attacks) 2%, 2112, 2150 and 22 for BLAKIE -224, -256, -384 and
-512, respectively whereas using collision attacks Groestl hash function is cryptanalyzed till 5 and
6 (total 10) rounds (with complexities 2% and 2% respectively) for Groestl-256 and 5 (total 14)
rounds for Groestl -512. Compression funection of Groestl-256 and Groeestl-512 (8/10 and 7/14) are
also prone to collision attacks and Keceak collision challenge 1s solved till fourth round [Keccak
[r = 1440, ¢ =160, Nr =4]].

Preimage attack on BLAKE is performed with compression function reduced to 2.5 rounds with
complexities 2%, 2% 9%% and 2%! for BLAKE -224, -256, -384 and -512, respectively. The same
attack on BLAKE -258 hash function till 1.5 rounds with complexity 2% was presented whereas
a preimage for the 3-round Keccak-f [1600] with 40 unknown message bits is found and added to
that, on JH, a preimage attack with 2°°7 complexity was obtained.

Near collision attacks are found on a 4-round compression function of BLAKE-32, 4-round and
5-round compression functions of BLAKIE-84 with computational complexity 2%, 2% and 2%
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Fig. 1: Comparison graph of number of attacks

respectively whereas, the best attack on JH compression function was a semi-free-start near-
collision attack on 19 rounds and a 1008-bits with 277 compression function calls, 2'%*?® memory
accesses and 2" "-bytes of memory.

Distinguishers were propesed for the permutation of BLAKE-256 reduced to 4 middle rounds,
with complexity 2% whereas in the case of Skein a distinguisher on 35-round Threefish-512 and
a key recovery attack on 34 rounds, related-key boomerang distinguisher works on up to 33 rounds
of Threefish-256. Zero-sum distinguishers on up to 24 rounds and shorteut distinguishers on up
to 16 rounds for reduced permutations of Keccak-f were proposed and obtained and a distinguisher
for JH mode without length padding was presented.

All the analysis results obtained on each and every algorithm were calculated based on different.
assumed parameters. The number of attacks from 2008-tall date on the SHA-3 finalists 1s depicted
in Fig. 11n Appendix. The graph reveals that Skein Hash algorithm is susceptible to more number
of attacks than the other SHA-3 finalists (Manuel, 2008).

CONCLUSION

The four years of Crypteographic Hash Algorithm Competition have given ample amount of
opportunities to submitters so as to strengthen their algorithm and present it in a form never
before. Cryptanalysts are given one more year (public comments’ period) to cryptanalyze the
algorithm using conventional, state-of-the-art and novel techniques. All the five candidates are
cryptanalyzed well in advance even before the final selection. These results will play their role in
making a decision when considering the robustness of the algorithm. The proposed attacks might
be both feasible and possible.

The analysis done on the algorithms is definitely going to leave an impact on every aspect for
the selection of final algorithm. To make the winner algorithm more and more attack resistant, the
organizing body can make a separate committee of eryptanalysts associated with the algorithm’s
analysis. The tasks assigned to this committee will be to peer-review the updated algorithm and
provide the suggestions to make it more robust, if necessary.

Even in the review stage, these algorithms have received ample amounts of entries analyzing
them. There i1s a long way to go for the finalist but we have to wait and watch until the final results

are out.
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