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ABSTRACT

Secure data transmission plays a crucial role in today’s world, While the data in the form of
images are required extensively, the need to safeguard the original images has become inevitable.
An image encryption based on the architecture of 14-bit and 8-bit cellular automata circuits has
been proposed in this study. With the mighty pseudo randomness of two different cellular automata
circuits, both shuffling and encryption operations were performed on grayscale images. The
algorithm was implemented on Cyclone II KEP2C35F672C6 FPGA. The proposed image
encryption scheme on the reconfigurable hardware consumed a maximum of 11,675 logic elements
(35% of total LEs) and 2,62,144 M4KRAM hbits for encrypting the two grayscale secret images
of size 128x128 that were stored in internal memory of the FPGA.
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INTRODUCTION

The inventions of internet technology and subsequent improvements have shrunk the world
of communication. The communication happens through a lot of mediums. Be it mobile phone as
a carrier of information or social network as a medium of communicating one’s personal thoughts,
the development 1s phenomenal. While we are proud of the immense contribution of these items
without which even cur daily life would be difficult, there is also a concern regarding the extent
with which the data sharing happens in a protected envirecnment. Cryptography, steganography
and watermarking have an important role in secure data transmission.

‘Cryptography’ is the process of scrambling the textual message so that it would be in a form
that 1s very difficult to understand. Steganography (Amirtharajan and Rayappan, 2012a-d, 2013;
Amirtharajan et al., 2012, 2013a-j; Cheddad et al., 2010; Janakiraman et al., 2012a, b, 2014a, b;
Luo et al., 2011; Mohammad ef al., 2011; Salem ef al., 2011; Thien and Lin, 2003; Zhao and Luco,
2012) is information hiding science. ‘Watermarking’ is doing the job of copyright protection.
‘Steganography’ is being carried out in two domains namely spatial (Amirtharajan and Rayappan,
2012a-c; Chan and Cheng, 2004; Wu and Tsai, 2003; Janakiraman et al., 2012a, b, 2013;
Thanikaiselvan et al., 2013b; Zhang and Wang, 2004) and Transform domains (Amirtharajan and
Rayappan, 2012d; Qi and Wong, 2005; Thanikaiselvan et ¢l., 2012a-¢, 2013a; Wong ef al., 2007),

Software as well as hardware based steganographic systems have been proposed in various
earlier studies. As for as hardware based stego systems are concerned, FPGA (Rajagopalan ef al.,
2012a, b, 2014a-d; Rajagopalan and Upadhyay, 2011; Janakiraman et al., 2014a, b) and firmware
(Janakiraman et al., 2014b) based information hiding approaches have been reported. Towards
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implementing the security algorithms for wireless communication, OFDMbased security approaches
OFDM  based information security (Praveenkumar et al., 2012a, b, 2013a, b, 2014a-j;
Thenmozhi ef al., 2012) have also been reported in earlier implementations,

Image encryption plays a pivotal role in the transmission of secret images of high impoertance,
Various manipulations such as shuffling, complementing and other logical and arithmetic
computations have been used for efficient encryption of images in different appreaches. While most
of the implementations which have been reported in the literature are software oriented, few more
image encryption implementations have been carried out using FPGAs. The FPGA based image
encryption methodologies were carried out on the grayscale images or RGE images that had been
stored in internal or external memory of the FPGAs. The important advantage of FPGA based
image encryption is that the specific bit stream and hardware are required for the proper retrieval
of secret. images.

FPGA offers multiple other benefits such as parallel processing, larger memories and high speed
computation. The VLSI architecture of an efficient chaotic image encryption has been proposed in
an earlier study (Yen and Guo, 2000; Azzaz et al., 2009). An image and video encryption scheme
based on SCAN algorithm have been implemented on Virtex XCV1000 FPGA (Dollas et al., 2003).
Non-linear Cross-encryption Method for video images has been proposed in some of the approaches
(JianBo et al, 2009). In another approach DCT based compression and encryption has been
implemented on Virtex 5 FPGA {Jridi and Alfalou, 2010). A 2D cellular automata based image
encryption algorithm has been implemented on Spartan 6 FPGA (Torres-Huitzil, 2013},

A dual cellular automata based image encryption on FPGA has been proposed in this study. The
main advantage of this approach is that it employs a 14-bit Cellular Automata (CA) as a pixel
position shuffler and 8-bit CA has been used to encrypt the secret pixel value. This approach
provides complexity to the encryption by means of the possibilities to select 2'-1 seed values
which will dictate the encrypted image pixel order. The algorithm was implemented using
Cyelone [T EFP2C3BF&872C6 FPGA. Internal MAKREAM was used to store the encrypted grayscale
images of size 128x128,

METHODOLOGY

The proposed approach uses the pseudo randomness of cellular automata (Nandi ef al., 1994)
to scramble and encrypt the grayscale images. The Cellular Automata (CA) has a combination of
cells (bits) whose next state will be decided by certain rules (Kslam ef al., 2010; Wolfram, 1983).
A maximum length sequence generating CA can be constructed by the combination of rules 90 and
150, For this approach, rules 90 and 150 have been employed in constructing the two CAs of 14-bit
and 8-bit. The rules 90 and 150 are governed by the following Eq. 1-2:

R90—Si = S,,@S,,, (1)
R150—Si=S_aSeS,, (2)

Inthe Eq. 1 and 2 5, S| and 5,,, represent the states of present, previous and next cells. As
per the rule 90 (R90), the present state of a cell is decided by the XOR operation between previous
and next cell states and for rule 150 (R150), the present state of a cell will be decided by the XOR

operation between present, previous and next cell states. At hardware level, these cell states can
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Fig. 2: 8-bit Cellular Automata with the combination R20-R20-R150-R20-R150-RO0-R150-R90
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modeled by a D-Flip Flop. Figure 1 shows the 14-bit CA which generates maximum length
sequence. This 14-bit CA circuit has been constructed with the rule combination of
R90-R150-R150-R150-R150-R150-R80-R150-R150-R150-R150-R150-R150-R90. The purpose of
this CA is to secramble the order of pixels in the secret image by the order in which it generates the
pseudorandom number. As the proposed approach uses 128x128 grayscale image for performing
encryption, 14-bit CA has been used to generate 16383 pseudorandom numbers.,

Apart from scrambling the image, the encryptions of the pixels were carried out using 8-t CA
which has been designed with the combination R90-R90-E150-R90-R150-R90-E150-R90.
Figure 2 shows the 8-bit CA. During each clock cycle, two pseudorandom numbers were generated
each with 14-bit CA and 8-bit CA. The 14-bit CA value decides the pixel value and 8-bit CA value
has been used to perform encryption by means of XOR or XINOR operation with the selected secret.
pixel value,

The serambling and encryption of the secret image of size 128x128 has heen implemented on
Cyclone 1T FFGA EP2C35F672C8. The image encryptors architecture on FPGA has used internal
M4KRAM memory to store the encrypted images. Figure 3 shows the block diagram of the proposed
image encryption system.

The images were stored and retrieved with the help of in system memory content editor of
Quartus II 7.2 ISKE version. This encryption approach was carried out on two 128x128 grayscale
images. For the first image, XOR operation between pixel and 8-bit CA value was performed during

encryption and for the second image XNOR operation was performed. The image scrambling order
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Fig. 3: Block diagram of the proposed image encryption system with two CAs

JTAG Chain Configuration:

Hardware: | USB-Blaster [USB-0]

Device: | @1: EP2C35 (0x0208400D)
Fle: % |

a0 1
003F62

003F70
003F7E

Fig. 4: Internal memory section of encrypted cameraman images

was same in both the cases. Figure 4 shows the internal memory section of two grayscale encrypted
images stored in FPGA. The image encryption on FPGA was operated under 50 MHz clock. The
image encryption operation has been controlled by a control signal ‘encrypt’ which is a toggle
switch., When its position was at logic ‘1’, the encryption began. For encrypting each pixel, three
clock cycles were needed. During the first eycle of 50 MHz, the 14-bit and 8-bit CA values have
been generated. The second clock eycle has been used to choose the addresses of internal RAMs.
These addresses were selected with the newly generated 14-bit CA values. In the third clock cycle
the encryption of a pixel was performed for both the cases. In this clock cyele, XOR and XNOR
operations between newly generated 8-bit CA value and the secret image pixel value were done for
the two cases. The encrypted images were stored in two different sections of internal memory each
with 16284 bytes capacity. In the same third clock cycle, the encrypted pixels were stored in the
address generated by 14-bit CA value.
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Fig. B: RTL schematic section of the propesed algorithm
Table 1: Liogic elements consumption for the proposed approach
Total LEs
Total combinational
Image type No. % functions Total registers Total memory (bits)
Gandhiji 11,226 34 11,200 230 262,144
Cameraman 9,089 27 9,063 230 262,144
Pepper 11,123 33 11,097 230 262,144
House 8,220 25 8,194 230 262,144
USC test boat 11,875 35 11,649 230 262,144

In this approach, the pixels were encrypted in the sequential order from 1-16384. But
the encrypted pixels were scrambled and stored in the random locations by means of 14-bit CA
value. Figure 5 shows the RTL schematic of the proposed image encryptors architecture

on FPGA.

RESULTS AND DISCUSSION

Five 128x128 grayscale images namely Gandhiji, Cameraman, Pepper, House and USC test
boat were used for testing the proposed dual CA image enecryption algorithm. The secret images are
shown in Fig. 6a-e. These images were converted to row vector for performing the encryption. After
storing the encrypted images in the internal memory of FPGA, they were read back by writing
them in a .hex file through in system memory content editor. Table 1 shows the hardware
consumption by various secret images while executing the proposed algorithm on Cyclone IT FPGA.
The number of registers consumed were 230 for all the images. The total memory bits were 262,144
for storing two 128x128 grayscale images,
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Fig. 6{a-e): Secret images, (a) Gandhiji, (b) Cameraman, (¢) House, (d) Pepper and (e) USC test
boat

Tahle 2: MSE and PSNR. results of the encrypted images with XOR. and XNOR. encryption operations

MSE PSNR (dB)
Image type XOR XNOR XOR XNOR
Gandhiji 10723 10652.80 7.82762 7.85617
Cameraman 9230.44 9310.56 8.47858 8.44105
Pepper 9419.71 0212.29 8.39043 8.48713
House 7618.82 7693.76 9.31193 9.26942
USC test boat 9727.69 9515.76 8.25071 8.34637

Table 2 shows the MSBE and PSNE error metrics of the encrypted images. The highest
PSNR was 9.31193 dB for house image with XOR based encryption operation and the lowest
PSNE was 7.82762 dB for the cameraman test image which was encrypted with XOR operation.
Figure 7 shows the chip planner view of the occupation of logic elements in Cyclone 1T FFGA for
implementing the encryption of two USC test boat images with both XOR and XNOR based
encryption approaches.

Figure 8a-e shows the encrypted secret images with XOR approach and Fig. 9a-e shows the
encrypted secret images with XINOR approach.

Figure 10a-e displays the histogram results of secret images, Fig. 11a-e shows the histogram
results of XOR based encryption and Fig. 12a-e displays the XINOR based encrypted secret
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Fig. 7: Chip planner view of the USC test boat image encrypted on FPGA

Fig. 8(a-e): Encrypted images with XOR operation (a) Gandhiji, (b) Cameraman, (¢) House,
(d) Pepper and (e) USC test boat

Fig. 9(a-e): Continue
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Fig 9(a-e): Encrypted images with XINOR operation (a) Gandhiji, (b) Cameraman, (¢) House,
{d) Pepper and (e) USC test boat
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Fig. 10(a-e): Histogram of secret images (a) Gandhiji, (b) Cameraman, {¢) House, (d) Pepper
and (e) USC test boat
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Fig. 11(a-e): Histogram of XCR based encrypted images (a) Gandhiji, (b) Cameraman, (c) House,
(d) Pepper and (e) USC test boat

images’ histogram plots. It has been observed that the histogram plots are approximately similar
for all the five test secret images. This increases the security and may provide a tough challenge
to the crypt analysis as detection of secret images will be a tedious process.
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Fig. 12(a-e): Histogram of XINOR based encrypted images (a) Gandhiji, (b) Cameraman, (c) House
(d) Pepper and (e) USC test boat

CONCLUSION

This study proposes a FPGA based image encryption with cellular automata. The important
advantage of the proposed approach was the utilization of two different CAs one with 14-bit width
and the other with 8-bit width for performing the secret image serambling and encryption process.
The CA provides 2'*-1 different seed values for beginning the scrambling operation which makes
the encryption process a complex one. The propesed algorithm was implemented on Cyclone I1
FPGA which consumed 11,675 LEs (35%) for encrypting the USC test boat secret image which 1s
the maximum consumption in the test images considered for encryption. The future study can be
extended to analysis of multi-key CAs, LFSE based image encryption for enhanced security.
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