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ABSTRACT

A computer worm works without any user intervention. It is a self-replicating program by
spreading copies of itself to other computers on the network. CodeRed I worm attack spread across
the world and squandered more than twenty billion dollars. Anomaly detection systems are capable
of detecting unknown worm by depending on failure connections but usually this technique
suffered from high false alarm. This study developed a new technique that depended on the
anomaly detection system by considered new failure connection messages that generated by using
SYN scanning worm. The result of the proposed technique was detecting MSBElaster worm with zero
false alarm and achieving faster detection from other techniques.
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INTRODUCTION

Morris worm was the first worm te appear on the Internet in 1988, but Internet worm
detections are gaining more attention since the outbreak of CodeRed worm on July 2001
(Zaki and Hamouda, 2010). It was released to the Internet and after fourteen hours, the worm
infected 36,000 hosts (Moore et al., 2002). Witty worm appeared in 2004 and infected 110 hosts in
the first 10 sec and 160 at the end of 30 sec. Conficker worm, spread in November 2008, worm was
a targeting Microsoft Windows operating system and 15 million of hosts were infected by Conficker
worm (Dengyin and Ye, 2010). Worms are causing a huge economy loss (Jingbo et «l., 2006;
Tsern-Huer and Sung-Yen, 2009) every year the worm caused tens of billions of dollars lost in
damages to businesses around the world (REohloff and Basar, 2005; Tang ef al., 2009;
Tikkanen and Virtanen, 2005). Only CodeRed I worm attack spread across the world and
squandered more than twenty billion deollars. Moreover, CodeRed I worm wasted more than twelve
billion dollars (He et al., 2008). Worms are major security threat (Antonatos et al., 2007,
Costa et al., 2008; Yu et @l., 2010; Zaki and Hamouda, 2010), that may have caused congestion in
the network {(Jamil and Chen, 2009; Lu, 2009) which lead to large queuing delays and high packet,
loss. Anomaly detection systems are capable of detecting unknown worm but usually suffered from
high false alarm (Blanc and Kadobayashi, 2009; Tang et al., 2009). False negatives allow the
worms to escape detection by the worm detector, while false positives may have to bleck the normal
traffic (Costa, 2006). There have been many works for detecting unknown worm, but the task in
this field is still challenging. The big challenges of an anomaly detection system are defining what
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normal computer traffic behavior 1s, to decide the threshold to detect the worm (Li ef al., 2008).
The principle of worm detection mechanism is based on the difference of behavioral between a
normal user and worm scans normal users usually connect to different Internet Protocol (IP)
address and web sites at a slower rate where the Internet worm scans different TP
addresses per second.

Many of the Internet worms attack different. IP address resulting in several failure connection
messages received when the computer is infected by the worm, when the IP address is unused in
the destination; the router will return an Internet Control Message Protocol {ICMP) Destination
Unreachable to source IP (infector computer). However, if the destination port is closed, then the
router would return Reset/Acknowledgment (RST/ACK) packet. Berk et al. (2003) proposed a
monitoring system by collecting [CMP Unreachable host message from the router. Zou et al. (2005)
proposed the architecture of a worm monitoring system. The monitoring system aimed to
provide comprehensive ohservation data on worm’s activities for the early detection of the worm.
Zou et al. (2005) focused just on the ICMP message. The monitoring system included Malware
Warning Center (MWC) for control detection.

Yang et al. (2008) proposed two rotation processes to detect the worms. The first rotation is a
short term algorithm to detect the faster worms. The algorithm increases the counter when receives
the RST and ICMP Unreachable messages, after the counter reaches to the thresheld the algorithm
detects the worm, where the first rotation threshold is 101/min. The second rotation is a
longer-term algorithm to detect the slow Internet worm by uses counter of success and failure
connection detection. The normal connection activity is coneerned in this algorithm. The second
counter’s value will be subtracting when receiving a successful connection, but the counter
increases when receiving a failure connection. The second counter must reach the thresheld
3001/day to detect the Internet worm.

The SYN worms used SYN flag in Transmission Control Protocol (TCP) teo attack different hosts.
The detection technique detected this attack when SYN exceeded the threshold in the algorithm
detection value within the period of time (La ef al., 2008; Tang ef al., 2009), if the sent SYN packet,
is not Responded, then the first overtime retransmission should have happened in a random time
between 2.5-3 sec (Yang ef af., 2008). The technique that depended on SYN scanning had to
collect. SYN 15 not Responded after three seconds. SYN scanning analyzed every packet of each
category 1n TCP protocol (port, flags and TCP three-way handshake) and IP header
{(Haris et al., 2010),

In this study, focused on ICMP Unreachable, RST/ACIK, ICMP Time Exceeded and SYN is not,
Responded to reach the threshold, so that it 1s faster than other algorithms. By this way, the study
reduced the false alarm with faster detection.

SYN SCANNING WORM DETECTION

SYN Scanning Worm Detection (SYNSWD) appoints the difference between regular connection
and worm connection. The worm scans different TP addresses every second to find the vietim.
SYNSWD depends on the failure connections that received from different IP addresses. When the
computer is infected by the worm, it will receive a large number of failure connections because not
all requests from the Internet worms are replied. There 1s the potentiality that the TP address

generated from the infected machine 1s unused in the victim. In addition, it is potential that the
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port of victim machine is closed. In these cases and other cases, the infected machine receives
failure connections. The failure connections cases that are generated by Internet worm are
explained in more details in this section. SYNSWD works to detect the worm when checking SYN
request from source [P address to the different destination IP address and checks the packet
respond for SYN request. The reply from destination IP address is SYN/ACK or a failure
connection. SYNSWD depends on failure connections to detect the Internet worm in infected
machine. SYNSWD has a Counter of SYN Failure Connection (CSYNFC) but the SYNSWD does
not consider all the failure received.

SYNSWD 1gnores the failure connection when the destination IP address is recorded in the
History of SYN Connections (HSYNC), Therefore, SYNSWD does not, collect 1t, because the strategy
of worms 1s locking for different TP address, as shown in Fig. 1.

In Fig. 2, the first connection increases the CSYNFC because the destination IP is not in
HSYNC. After that, in same Fig. 2, it receives second failure connection from same destination [P,
In this case, the destination IP address is included in HSYNC so that it is a normal failure
connection and SYNSWD does not consider it.

Figure 3 shows the sequence diagram for the SYN requests that are represented in SYNSWD,
there are six states as follows:
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Fig. 1: Use case diagram for SYN failure connection is not considered
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Fig. 2: Use case diagram for SYN failure connection
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Fig. 3: Sequence diagram for SYIN failure connection

*  Scenario 1: If a machine A has a regular connection (SYN, SYN/ACK) with machine B, in this
case, SYNSWD inserts the IP address for machine B in the HSYNC

*+ Scenario 2: If machine A received a failure connection from machine B and the
destination IP address for machine B is in the HSYNC, SYNSWD does not consider this failure
connection

*+ Scenario 3: If machine A, sends a request to machine C and after that receives a failure
connection, and the [P address for machine C is not in the HSYNC. SYNSWD increases
CBYNFC and inserts the IP address for machine Cin the HSYNC
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*« Scenario 4: If machine A, receives a failure connection from machine C and the IP address for
destination IP address is in the HSYNC, SYNSWD dees not consider this failure connection.
SYNSWD does not, decide any procedure for this failure

*  Scenario 5: If machine A, sends SYN request to machine D, SYNSWD inserts the destination
IP address to the Record of SYN is Not Responded (RSYNINR) that includes (Destination TP,
Source Port and Destination port). When there is not responded after three seconds, SYNSWD
removes the record of destination IP record from RSYNNR and inserts the destination IP only
in HSYNC with an increase of CSYNFC

* Scenario 6: If machine A sends a request to machine K and after that sends another SYN
request before three seconds, the first request is inserted to RSYNNE and the second request
1s 1gnored by SYNSWD

Every SYN request is saved on RSYNNR when the destination reply, SYNSWD removes the
request from RSYNNR and inserts the destination IP on the HSYNC,

SYNSWD considers the destination IP address that is not included in HSYNC or RSYNNE.
Moreover, SYNSWD censiders only one request from the destination IP address and saves it in the
RSYNNE.

Whenever, SYNSWD reads a packet and the flag of TCP is not SYN request, in this case,
SYNSWD makes sure the packet came from destination IP address to reply for SYN request by
checking two conditions. The first condition, SYNSWD checks if RSYNNR including the destination
IP equals the source IP for the packet received. If true, maybe it 1s a reply for SYN request. After
that, the second condition checks if the source port for the packet received is equal to the destination
port in RSYNNR to ensure the reply is for SYN request. If true, it means a reply for SYN request,
as shown in Fig. 4.

After checking the two conditions, SYNSWD considers five messages from the infected host
when sending SYN scanning, ocne message is a normal connection when receiving SYN/ACK from
destination to source but the four types are failure connections. The first failure connection is
received when the worm sends SYN request and receives RST/ACK when the destination port is
closed. The second failure connection is received the ICMP Unreachable Type 3 when the
destination IF is unused. The third failure connection is received the ICMF Time Exceeded from
the router when the destination machine IF 1s not responded. The last failure connection, SYN 1s
not responded when send from the source to the destination machine and the destination port is
filtered, as shown in Fig. 5.

As shown to Fig. 6, shows the five states for the reply to request of Internet worm.

+  State SYN/ACK: If the Internet worm in machine A sends SYN request to machine B,
SYNSWD inserts the destination IP (machine B) to the RSYNNRE. The destination IP address
is used by machine B and the port for machine B is open. So that, machine B replies SYN/ACK
to machine A. SYNSWD removes the destination IP address record from the RSYNNR and
inserts it in the HSYNC

——SYN Request to Destination Port 135— @I’
N
g o<
% <4——SYN/ACK from source Port 135 ——

Fig. 4: Two conditions to check the reply in SYN request
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« State RST/ACK: If the Internet worm in machine A sends SYN request to machine C,
SYNSWD inserts the destination IP (machine C) to the RSYNNE. The destination IP is used,
but the port for machine C is closed. So that, machine C replies RST/ACK, after that, SYNSWD
increases RST/IACK counter. SYNSWD removes the destination IF address record from the
RSYNNER and inserts it in the HSYNC

+  State ICMP unreachable: If the Internet worm in machine A sends SYN request to machine
D, SYNSWD inserts the destination IP (machine D) to the RSYNNR. The destination IP is
unused in machine D, after that, machine A receives ICMP Unreachable. SYNSWD increases
ICMP Unreachable counter. SYNSWD removes the destination IP address record from the
RSYNNR and inserts it in the HSYNC

+  State ICMP time exceeded: If the Internet worm in machine A sends SYN request to machine
E, SYNSWD inserts the destination [P (machine E) to the RSYNNR. The port for
destination IP is filtered. Machine A receives ICMP Time Kxceeded from the router when
the machine is not responded. SYNSWD increases ICMP Time Exceeded counter.
SYNSWD removes the destination IP address record from the ESYNNR and inserts it in the
HSYNC

+ State SYN is not responded: If the Internet worm in machine A sends SYN request to
machine F, SYNSWD inserts the destination TP (machine F) to the RSYNNR. The port for
machine F is filtered. So that, machine A deoes not receive any reply. After three seconds,
SYNSWD increases ‘SYN is not responded’ counter. SYNSWD removes the destination IP
address record from the RSYNNR and inserts it in the HSYNC. After that, CSYNFC 1s

calculating the total for four counters. The equation 1s as follows:
CBYNFC= RET/ACE+ICMP Unreachable+ICMP Time Exceeded+SYN is not Responded (1)

When, CSYNFC reaches to the threshold that equals 101, If true, it means the

machine 1s 1infected, as shown in Fig. 7 that represents the flowchart diagram for

SYNSWD.

EVALUATION OF THE SYNSWD AND XIONG’S TECHNIQUE

In this part, the study compared the SYNSWD and (Yang ef al., 2006). The operating system
machine setup was Microsoft 2000 professional Service Pack 4. Moreover, the machine was
connected with a network device by Celcom that supports the Internet by mobile wireless and the
broadband speed was 3.8 MB sec™. The study installed two techniques in the same machine. After
that, the study was infected the machine by MSBlaster worm.

The study used Yang et al. (2008) algorithm and SYNSWD to detect a MSBlaster worm. The
maximum failure connection recorded in short term algorithm was 47 failure connections per
minute for 786 records, as shown in Fig. 8 However, the long term algorithm reached to
more than 3000 failure connections after 786/min, as shown in Fig. 9. The Yang et al. (2006)
algorithm detected the worm depending on a long term algorithm, but the short term algorithm
failed to detect MSBlaster worm. SYNSWD considered the SYN attack. It detected MSBlaster worm

after 12 sec only, as shown in Fig. 10. The result, SYNSWD was faster than Yang et al. (2006)
algorithm.

865



Trends Applied Sei. Res., 7 (10): 859-871, 2012

Start algorithm

as arecord in the HSYNC record from RSYNNR

Register the destination TP Delete the destination IP|

Read packets |4

If sent SYN packet
from source to
destination?

If source port
packet = Dest.
port in RSYNNR?

Yes

If received
SYN/ACK packet
from destination?

1f source 1P for
the packet = Dest.
IP in RSYNNR?

If the Dest. IP
is registered in
the HSYNC?

Yes

If received
RST/ACK packet
from destination?

If Dest. is
registered in
RSYNNR?

If receive
ICMP time exceeded
packet from

Register the destination as a
record in RSYNNR that include

A

<Source port, Dest. IP, Dest. port destination

Delete the destination
IP record from RSYNNR

RSYNNR

reached to 3 sec
without responded?

Delete the destination IP

Register the destination IP
as a record in the HSYNC

record from RSYNNR

A 4

ICMP time exceeded+1
IS—/ |

Calculate the CSYNCF > 1

| <

ICMP unreachable =
ICMP unreachable+1

?

Register the destination IP
as a record in the HSYNC

T

Yes | Delete the destination
1P record from RSYNNR|

If CSYNFC reached
to the
Threshold/min?

tz

If received ICMP
unreachable packet
from destination?

Wrom is detected

Fig. 7: Flowchart diagram for SYNSWD

VALIDATION OF FALSE POSITIVES ALARM FOR SYNSWD
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Fig. 11: SYNSWD in uninfected computer

Tahble 1: MSBlaster worm examined result

RST/ACK SYN is not responded ICMP unreachable ICMP time exceeded CSYNFC
Average 7.33 553.63 10.14 68.43 639.53
Maxdimum 345 678 509 723 893
Minimum 0 40 0 0 121

uninfected computer was installed with SYNSWD., The researchers used the Internet in
the uninfected computer for browsing different websites and chats such as YouTube,
Facebock, Yahoo Messenger and others during the time for validation.

The study examined SYNSWD. The result, maximum failure was seven failure connections per
day and the total for ten days was 19 failure connections. Moreaver, SYNSWD threshold for
detecting the Internet was 101 failure connections per minute, SYNSWD was examined for the ten
days and the result was that there was not any false-positive warning. The average of failure
connection received was 1.9 failure connections per day by using SYNSWD. It was a low failure,
because SYNSWD considered only abnormal failure connection. The result of the experiment is
shown in Fig. 11.

VALIDATION OF FALSE NEGATIVE ALARM FOR SYNSWD

The operating system machine setup was Microsoft 2000 professional Service Pack 4. Moreover,
the machine was connected with a network device by Celecom that supports the Internet by mobile
wireless and the broadband speed was 3.6 MB sec™ .

The researchers infected the machine by MSBlaster worm. SYNSWI detected MSBlaster worm
that used scanning on destination port 135. Table 1 shows the minimum, maximum and the
average for 1440 records. Additionally, every record represents one minute, The study examined
SYNSWD to detect MSBlaster worm. The study found the average value for each column of
RSTIACK, SYN 1s not responded, ICMF Unreachable, ICMP Time Exceeded and CSYNFC for 1440
records was 7.33, 553.63, 10.14, 68.43 and 639.53.

Moreover, the study found the maximum wvalue for each column of RST/ACK, SYNN 1s not
Responded, ICMP Unreachable, [CMP Time Exceeded and CSYNFC for 1440 records was 345, 678,
509, 723 and 893, Furthermore, the study found the minimum value for each column of RST/ACEK,
SYN 1s not Responded, ICMP Unreachable, ICMP Time Exceeded and CSYNFC for 1440 records
was 0, 40, 0, 0 and 121.
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Fig. 15: ICMP time exceeded for MSBlaster worm

The minimum CSYNFC value that detected the MSBlaster by SYNSWD was 121/min failure
connections. SYNSWD detected the 1440 records without any false-negative warning, because
SYNSWD threshold is 101/min failure connections and the minimum value was 121/min
faillure connections. The result for 1440 records i1s shown in Fig. 12-16, where, Fig. 12 shows
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Fig. 16: CSYNFC for MSBlaster worm

RST/ACK, Fig. 13 shows SYIN 1s not responded, Fig. 14 shows I[CMF Unreachable, Fig. 15 shows
ICMP Time Exceeded and Fig. 16 shows CSYNFC.,

CONCLUSION

This study presented SYNSWD for detecting the Internet scanning. The study focused only on
TCP-SYN flag only. Furthermore, the worm was detected depending on failure connections,
RST/ACEK, SYN is not Responded, ICMP Unreachable and ICMP time exceeded. The study found
that SYNSWD was faster than Yang ef al. (2006); SYNSWD was zero false alarm for detecting TCP
Internet worm. The contribution in this study was to detect SYN scanning worm without any false
alarm by focusing on four failure connections. The limitation of this research is that depended on
a minute provide measuring the false-negative alarm for detecting SYN scanning worm.
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