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DNP3 testbed: Communication
Communication ratio: Successful

Communication: Abnormal
Data size: Random bytes
Bandwidth: 5 Mbps
Security services: Verified
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No. of successful experiments
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DNP3 testbed: Communication
Communication ratio: Successful

Attacks: Indication

Communication: Abnormal
Data size: Random bytes
Bandwidth: 5 Mbps
Security services: Authentication

No. of successful experiments

(b)
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DNP3 testbed: Communication
Communication ratio: Successful

Attacks: Indication

Communication: Abnormal
Data size: Random bytes
Bandwidth: 5 Mbps
Security services: Authentication
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No. of successful experiments

DNP3 testbed: Communication
Communication ratio: Successful

Attacks: Indication

Communication: Abnormal
Data size: Random bytes
Bandwidth: 5 Mbps
Security services: Confidentially

(a)

Communication: Abnormal
Data size: Random bytes
Bandwidth: 5 Mbps
Security services: Confidentially

(b)
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DNP3 testbed: Communication
Communication ratio: Successful

Attacks: Indication

Communication: Abnormal
Data size: Random bytes
Bandwidth: 5 Mbps
Security services: Integrity

(a)
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No. of successful experiments
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No. of successful experiments

Communication: Abnormal
Data size: Random bytes
Bandwidth: 5 Mbps
Security services: ----

(b)
DNP3 testbed: Communication
Communication ratio: Successful

Attacks: Indication
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No. of successful experiments

(a)
DNP3 testbed: Communication Attacks: Indication
Communication ratio: Successful

Communication: Abnormal
Data size: Random bytes
Bandwidth: 5 Mbps
Security services: Non-Repudiation
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(b) DNP3 testbed: Communication                           Communication ratio: Successful Attacks: Indication

Communication: Abnormal
Data size: Random bytes
Bandwidth: 5 Mbps
Security services: ----
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Communication: Abnormal
Data size: Random bytes
Bandwidth: 5 Mbps
Security services: Authentication (end-to-end)

(a)
DNP3 testbed: Communication
Communication ratio: Successful

Attacks: Indication
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Communication: Abnormal
Data size: Random bytes
Bandwidth: 5 Mbps
Security services: Confidentially (end-to-end)

(b) DNP3 testbed: Communication
Communication ratio: Successful

Attacks: Indication
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Communication: Abnormal
Data size: Random bytes
Bandwidth: 5 Mbps
Security services: Integrity (end-to-end)

(a) DNP3 testbed: Communication
Communication ratio: Successful

Attacks: Integrity/non-repudiation
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(b) DNP3 testbed: Communication     Communication ratio: Successful Attacks: Integrity/non-repudiation

Communication: Abnormal
Data size: Random bytes
Bandwidth: 5 Mbps
Security service: Non-repudiation (end-to-end)
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